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Subject: FBI FILE NUMBER 65-HQ-74480 
FOIPA No. 1145585- 000 


The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
below and explained on the enclosed Form OPCA-16a: 
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641 pages were reviewed and 185 pages are being released. 


® Documents were located which originated with, or contained information concerning other 
Government agency(ies) [OGA]. This information has been: 


& referred to the OGA for review and direct response to you. 


& referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 


& You have the right to appeal any denials in this release. Appeals should be directed in writing to the 
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave., NW, 

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days 
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly 
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your 

request so that it may be easily identified. 


0 The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main file(s). 
Because of our significant backlog, we have given priority to processing only the main investigative file(s). 


Enciosure(s) 


If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 


® See additional information which follows. 


The enclosed documents contained in sections 2 and 4 of FBI Headquarters file 65-HQ-74480 
represent the first interim release of information responsive to your Freedom of Information Act (FOIA) 
request. 


To minimize costs to both you and the FBI, duplicate copies of the same document were not 
processed. 


No fee is being assessed at this time. When the second interim release is made in this case, you will 
be billed for the $5.00 fee associated with this first release as well as the $15.00 duplication fee for the 
second release for a total of $20.00. Each subsequent release will be made at a cost of $15.00 per CD. 


Sincerely yours, 


David M. Hardy 

Section Chief 
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Dissemination Section 

Records Management Division 


U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D.C. 20535 


September 15, 2011 


Subject: FILE NUMBER 65-HQ-74480 


FOIPA No. 1145585- 000 
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United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
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1,271_pages were reviewed and 511 pages are being released. 


& Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) [OGA]. This information has been: 


& referred to the OGA for review and direct response to you. 


& referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 


® You have the right to appeal any denials in this release. Appeals should be directed in writing to the 
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave., NW, 

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days 
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly 
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your 

request so that it may be easily identified. 


O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main file(s). 
Because of our significant backlog, we have given priority to processing only the main investigative file(s). 


If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 


& See additional information which follows. 


The enclosed documents contained in Section 1 and 3 of FBI Headquarters file 65-HQ-74480 
represent the second and final interim release of information responsive to your Freedom of Information 
Act (FOIA) request. 


To minimize costs to both you and the FBI, duplicate copies of the same document were not 
processed. 


By letter dated June 29, 2011, we sent you a CD containing the first interim release for this case. At 
that time, we explained that the $5.00 balance associated with that release would be billed with this 
release. Accordingly, upon receipt of the enclosed CD-ROM, please make a check or money order 
payable to the Federal Bureau of Investigation in the amount of $20.00 and remit payment to the Work 
Process Unit, Record Information/Dissemination Section, Records Management Division, Federal Bureau 
of Investigation, 170 Marcel Drive, Winchester, VA 22602. Please include the FOIPA Request 
Number(s) with your payment. Failure to pay for this release will close any pending FBI FOIPA requests 
from you. Nonpayment will also cause an automatic denial of any future FOIPA requests. 


Sincerely yours, 


Pile. 


David M. Hardy 

Section Chief 

Record/Information 
Dissemination Section 

Records Management Division 
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INTRODUCTION 


The purpose of this publication is to afford an 


This particular issue is devoted to the 
Ye nea activities of| ss  C“‘“‘NOOCC#4+;Nring ‘the 
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five months of 1979. For purposes of brevity, these services: 
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waived and they too were allowed to leave their country of 
detainment and return to the Soviet Union. ‘Thus, [| 
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[~~ }still stand) as the other Soviets arrested since the 
early 1960s. But the outcome of the ; 3 
different in one sense. 
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Despite the arrest and conviction of the two Soviet 
operatives and the impending SALT ratification debate, during 
the past year the large complement of United States-~based: 
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The Soviet official presence continues to be greatly 
augmented by large numbers of Soviets visiting the United States 
as tourists, as well as under the East West Exchange Prograiti 
(EWEP). During the last six months of 1978 and first six montis 
of 1979, 2,359 Soviet tourists visited the United States. under 
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the EVEP, 5,636 Soviets in commercial, scientific, technical, 


tT In addition 
there are (as of early May, 1979) currently 43 Soviet 
graduate/research students studying at 29 universities located 
in 24 FBI field divisions. 


During the last six months of 1978 and first thrée 
months of 1979, 1,090 Soviet merchant vessels, which have access. 
to 40 deep-water ports in the United States, docked in American 
ports, These port calls afforded repeated shore privileges to 

(U} ---~-26, 861 Soviet seamen, (84 
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diplomatic relations between the two nations have continued to: 
improve. An American-Chinese trade agreement has been settled. 
and awaits approval by the United States Senate. The People's 
Republic of China (PRC) also hopes to be granted most~favored- 
nation (MEN) status. The opening of two PRC Consulates, one each 
‘in San Francisco, California, and Houston, Texas, is immminerit.. 
The rationale for choosing San Francisco as a Consulate site is 
obvious--this city has the largest population of overseas. 
Chinese in the United States, and its location will give the PRG 
a base on the west coast of the United States. The choice 6£ 
Houston reflects the PRC's interest in acquiring oil exploratidn 
and production-related technology. The opening of four further 
PRC Consulates has been agreed upon; two of these four wilh 
probably open within the hext year. (U) 
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Since January, PRC official presence has increased 


somewhat, There are now 239 PRC officials stationed in the: 
United States, as opposed to 188 at the beginning of 1979. 
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services (HGIS) were dealt a damaging blow when 


defection was the 


Overall, — 
a total of 36 suspected EGIS agents have been uncovered in West 
Germany, Of these, 10 have been arrested, judicial enquiries 
have been instigated against 13, and the remaining 13 have 


managed to escape to East Germany. 


The arrests that followed th defection helped. 
to illustrate the degree to whi 


Within the past decade a number of other Hast, 
German agents have been arrested in the FRG, some of whom had 
manuevered themselves into very sensitive positions. The wost 
notorious of these was most probably Gunter Guillaume, longtinié 
former aid to German Chancellor Willy Brandt. The publiéity 
surrounding Guillatme's arrest forced the resignation of Bradt. 
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It has often been stated by observers of the inter- 
national scene that forier Présidéit Richard Nixdn is held Hi 
much higher esteem overseas--including the Soviet Union--than in 
the United States, and that many Europeans could not quite 
understand how Americans could drive a seemingly effective chief 
of state from office, 


Economic Intelligence 


(8). 


Be cs [ targeting was contained in the January, 1979, issue of 


the "Review." During the first five months of 1979, a large 
number of new targets have been detected. Listed below are those 
which are most significant, with emphasis upon items whith 


indi in the targeting strategy of the respectiv] | 
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Within the pa8t year, the Soviet | overseas 
establishment has been rocked: by some damaging defections, ost 
notably that of Arkadiy N,. Shevchenko, who served as ‘Ti ar 
Secretary to the Sécretary Getieral of the United Natit S. 
Shevchenko is one of the highest-ranking 
defected to the West. 


Below are three photographs depicting the type of 
paraphernalia and instructions which the asset received from the. 
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The arrest of thesé 
individuals came, however, at a time when relations between the 
United States and the Soviet Union were strained. There was thus 
Some concern that the arrests and trial of the two spies might 
place further strain on U.S.-Soviet relations. Therefore, the 

- decision to arrest the Soviets was by no means a cut-and-dried 
affair, but involved the consideration of highly complex issues, 


bl 


—SECRET—— 
APPENDIX 


COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 


Country ' Officials 


Heebeteittemadetatedtanirt par iae 


USSR 1,217 
PRC 239 
Poland 287 
GDR 77 
Czechoslovakia 98 
(Sj ‘steal tf aba.......... tan 8 edo 100 
Romania 80 
Hungary 79 
Bulgaria 51 
Vietnam 12 
North Korea 12 
Yugoslavia 154 
Albania 12 
Mongolia 10 


Total 


NOTE: Officials is a generic designation: used by the FBI for 
practical operational convenience and should not be confused 
with diplomatic designations. 
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In addition 
there are (as of early May, 1979) currently 43 Soviet 
graduate/research students studying at 29 universities located 
in 24 FBI field divisions. 
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Francisco as a Consulate site is obvious--this city has the 
largest population of overseas Chinese in the United States, aiid 
its location will give the PRC a base on the west coast of the 
United States. The choice of Houston reflects the PRG's interegt 


wy 
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in acquiring oil exploration and production-related technology. - 
The opening of four further PRC Consulates has been agreed upon: 
two of these four will probably open within the next year. (8) 


Since January, PRC official presence has increased 
somewhat. There are now 234 PRC officials stationed in the 
United States, as opposed to 188 at the beginning of 1079. 


my 


In{ sds the «Bast German intelligente 


services (EGIS) were dealt a damaging blow whé 


bl 


An immediate result of 


defection was the 


Overall, a total of 36 suspected EGIS 
agents have been uncovered in West Germany. Of these, 10 have - 
been arrested, judicial enquiries have been instigated against 
13, and the remaining 13 have managed'to escape to Kast Germany. 


ie 


The arrests that followed the 

e the degree to which 

Within the past decade a number of other Rast 

German agents have been arrested in the FRG, some of whom had: 
manuevered themselves into very sensitive positions. The most 
notorious of these was most probably Gimter Guillaume, longtine 
former aid to German Chancellor Willy Brandt, The publigity 
surrounding Guillaume's arrest forced the resignation of “the 
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On the diplomatic front, the Czechs appeared to be 
making some steps toward improving the stagnant relations with 
the United States. In February of this year, the 


three influential U.S. Congressmen, Senator Frank Church; 
Chairman of the Senate Foreign Relations Committee, Senitor 
Caliborne Pell, and Representative Clement Zablocki, Chairman of 
the House Foreign Affairs Committee. 


Scientific and Technical Intelligence 
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Adetailed listing of 


(Symon [| targeting was contained in the January, 1979,. issue of 
the "Summary." During the first five months of 1979, a larsé 
number of new targets have been detected. Listed below are those 
hich are most significant, with emphasis upon iteas which 
indicate a shift in the targeting strategy of the respective 
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Aircraft Surveillances 


As previously reported, the San Francisco Division has: 
made successful use of aircraft surveillance in affording. 
physical coverage of Soviet intelligence officers. Within thé 
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past year, San Francisco has continued to make good use of aerial 
Surveillance of particulary active KGB officers on both covert 
and overt missions without the subjects becoming aware of such 


coverage. (S}~ 
SF SPIAs, 3/79, p.15; 11/78, p.18 
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APPENDIX 
COMMUNIST COUNTRY OFPICIAL PRESENCE IN THE 
UNITED STATES, JUNE 9, 1979 


Country Officials 
USSR 1222 bl 
PRC 234. 
Poland 271 
77 
Czechoslovakia 107 
cuba. 84 
Maiti ta tetilns Ranania Soe BE goeedss 
Himgary 78 
Balgaria 48 
Vietnam 9 
North Korea 13 
Yugoslavia 151 
Albania 10 
Mongolia 11 
Total. 2,395 


NOTE: Officials is a generic designation used by the FBI for 
practical operational convenience and should not be confused 
with diplomatic designations. 


ROAM UTRY ORG PES HE ATE SHE 


_ : _ ; . z. sat “ 
SET te re ie — ew a8 ee man ee pan oemnneiarenererens aries FTE DEES mr tn err ra nn er OEE NE LEE A IY Ae EEE EE, OE EE ee eset wari 
ry aia tat meee tal anak ae Sr ee ae eee oe TESS ? irae F see ca i ~ 5 eit caer = = SI ea eee = “—. 


apna = ‘ anata 


ALL FSI THPORMATION CONTATHED 
HEREIN Is UNCLASSIFIED 
“DATE Qe-22-2011 BY GOo22/UC/LEF SPL SETS 


DEPARTMENT OF STATE 


Washington, D.C. 20520 


JZ FEDERAL GOVERNMENT 
/ MEMORANDUM April 11, 1979 


TO : Director, Federal Bureau of Investigation 
ATTENTION: /\ bag 
+ omorercerarceregell sevinign @eetaln 


a 
promt Der eer Direction Wr 
Office of Intelligence Liaison 


mureau of Intelligence and Research 


SUBJECT er wonais Anunierdaipladaancs «Review Tee 
Cd aad AS2 Nsi's ee i A 4 rad F Raya 2 om: ae ti oa saa 
I wouta™ appre EClate rece Teer fat "copies 


of the March 1979 issue of FBI Foreign Counterintelligence 
Review for transmittal to the Department's Offices of 
East European Affairs, East Asian Affairs, and Americah 


Republic Affairs. 


a a ial 


weiermees Sermon sem 


15 JUL 19 1979 


paki, MORITA MMR 


84 AUG. 3°79 


| > "ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEFT< 


WHERE SHOWN OTHERWISE \ CONFIDENT EAL C . nF Assac, Dire 


Dep. AD Adm. 


Dep. AD Inv, 
UNETED’ ‘Bt ATES OVERNMENT UNITED STATES DEPARTMENT OF JUSTICE Asst. Dir.: E 


FEDERAL BUREAU OF INVESTIGATION . Adm. Servs. 


TO :Mr. W. O. suc 


DATE: 3/20/79 Legal Coun. 


Plan. & Inspe ammow 
Rec. Mgnt. 
Tech. Servs. 
Training 
Public Affs. Off. —_ 
Telephone Rm. 
Director's Sec’y ___. 


FROM 


SUBJE FBI T FOREIGN COUNTER INTELLIGENCE REVIEW ' 
cee een tt AOA TT Nt rene apupmsnitve digi vay, en 
| ae ye 4 DL te INT ES rae vel: 
| PURPOSE: Le Fo pon ai 
\ aa ANDLY STS eed 
\ To-reecommtend~approval of attached publicatfi 


"FBI Foreign Counterintelligence Review," for disse tinggi 
to elements of the United States Intelligence Communi ty 
as well as the Senate and House Intelligence Committs 


RECOMMENDATION: 


That attached publication be approved for 
dissemination, as detailed on attached list, to elements of 
the United States Intelligence Community and the Congress. (U)- 


st ; aim. Serv. Legal Cour. 
(; APPROVE ert inv, ——— Plan. sins 
Dacia ident, 
” ' Intell. 4 
Ne \N Deg. AO rey Laboratory 


TJD sen F ee) a 
Enclosures eal. 


ey ps a bo§ — e wyfh | 


—~SEECREF- MATERIAL AEA CHE Da taal 


im 
65-77480 -4° 23 APR 19 1979 a 
1 - MB. J. B. Adams _ (CONTINUED - OVER simnict meee 
1 ~ L EXEHFTED FROM AUTOMATIC es 
1 - BULASST FICATION 
rs AUTHORITY DERIVED FROM: 
i Ee os: : gterson FBI AUTOMATIC DECLASSIFICATION GUIDE. 
: EXEMPTION CODE 28441,6) 
1 - Mr. J.P. Thomas DATE 02-22-2011 
1 
Classtfted—and pended by (1929) AX 
Reason for ‘Extension ECEM; Ft, 1-2.4.2 (3) Se 
Date o review for Declassification’ March 20,1999)... 


~ 6 BA oe r 2 gees 
4 : : Lig 
~ . . - 


Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan’ - - FBI/DOS 


1 ene SAO ancirahae tat 6 neat ROMMEL: 4 thie rund “serena cue Tce ane alr atannamanned ineasiitvneiele td cehetnichteiiied ers mete net se nent ee om A, ete 


“CONFIDENTIAL 


Memorandum from | to Mr. W. O. Cregar 
Re: FBI Foreign Counterintelligence Review 


DETAILS: 


TU g © latter part ot 1977 

OugN December, 1978. t is a sanitized version of one 
furnished to FBI Field Offices, with some updated material 
added. The next edition, which is now in nrenaratian il] 


DISSEMINATION LIST 


Department of Justice, The Attorney. General - 1 

Department of the Treasury, The Secretary of the Treasury - 1 

Director of Central Intelligence - 1 

Department of State, The Secretary of State - 1 

Director, Defense Intelligence Agency - 1 

Assistant Chief of Staff for Intelligence, U.S. Army - 3 

Office of Special Investigations, U.S. Air Force - 1 

Director, Naval Investigative Service, U.S. Navy - 1 

Director, Central Intelligence Agency ~ Attention: Deputy 
Director for Operations - 1; Attention: Deputy Director 
for Intelligence - 1; Attention: Executive Secretary, 


Director of Central Intelligence Security Committee - 1 


Director, Division of Safeguards and Security, Department of 
Energy - 1 


National Security Agency, Director - 1; Attention: M503 - 1 


Chief of Naval Operations, Navy Department - Attention: 
Navy Security Committee Member - 1 


Director, FBI - 1 
Chairman, House Permanent Select Committee on Intelligence - 1 


Chairman, Senate Select Committee on Intelligence - 1 


at 


a 


—~CONFEBEN FEAL 


EXEMPTED FROM AUTOMATIC 
DECLASSIFICATION 
AUTHORITY DERIVED FROM: 
BEI AUTOMATIC DECLASSIFICATION GUIDE 
EXEMPTION CODE £SKi1,6) 
E . DATE 03-15-2011 


ALL INFORMATION CONTATNED 
HERETHY IS UNCLASSIFIED EACE?T ; 
WHERE SHOUMN OTHERWISE 


Assoc, Dir, ‘ ; 
Dep. AD Adm, % 
Dep. AD fav, 

Asst, Dir 
Adm, Servs. 
Crim. Inv, 
Ident.- 
Intell, tt 
Laboratory 3 
Legal Cova, 
Plon. & Insp, 
Rec. Mgnt. 

Tech. Servs, 
taining ——__ 

‘ublic Affs, Off, 

clephone Rm. 

lirector's Sec'y 9 MAIL, ROOM (TJ 


a, 


' MARCH, 1979. 


Warning Notice 
‘sitive Intelligence Sources 
And Methods Involved 


te 
COON A ota ew RM 


fut fea 
by fe 


Comercial, Special Exchange, Shipping, 
and Students 


a) 
ta 


whe 


pet 
On 


NN HY HD PON Ro 
ww We me & & 


V. DEVELOPMENTS IN COUNTERINTBLLIGENCE OPERATIONS 


Magic Dragon 


Counterintelligence Operation vs. an 
Eastern European Country 


Impediments to the Development of Assets 


APPENDICES 


DISSEMINATION LIST 


42 


42 


47 
47 


48 


48 


49 


52 


INTRODUCTION 


The purpose of this publication is to afford 


This particular issue is devoted wholly (0) 
1 to the activities.o , uring the 
> latter part of 1977 through December of 1978. For purposes of 
brevity, these services will henceforth be referred to in this 
(0) paper as In. the 


‘interest of operational and administrative security and 
i acknowledging the need-to-know principle, information is not: Set 
(W} } forth in specific, detailed, documented form. (6) 
_, 


A 


Bilateral relations between the United States and the 
People's Republic of China (PRC), after more than two decades of 
mutual hostility, have come out of the deep freeze during the 
1970s. Secret negotiations led to President Nixon's 1972 
journey to Beijing, and three months before that trip the PRC was 
admitted to the United Nations and the Republic of China 
expelled, Recognition of the PRC by most of the world's nations 
: sould these events, and with the exchange of liaison missions 
in April of 1973, informal relations between the United States: 
and the PRC were established. Within the past two years, 
although there have been difficult moments in U.S. «PRE 
relations, the basic stance of the Chinese has been to achieve 
full normalization of its relations with the United States, 
including the achievement of most- -favored-nation (MEN} Status s. 
On the night of December 15, 1978, a major step was taken in this: 
direction when President Jimmy Carter annotinced that the United 
States would grant full diplonatic recognition to the PRC. The 
current rulers of the PRC, with Vice Premier Deng Xiaoping in the: 
forefront, recognize that China is a backward comitry and has 
much’ to gain from the West, especially the United States, in its 
drive to modernize industry, science and ‘technology, 
agriculture, and the armed forces. It should be pointed out that 
the Chinese tilt toward the West is further stimulated by the 
PRC's profound antipathy towards the Soviet Union. (uy) 
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Despite Romania's continued good relations with the 


United States (typified by the April, 1978, meetings between 
President Nicolae Ceausescu of Ranania and President Carter). 


Unfortunately for the Rananians, the RIS were dealt a 


crippling blow inl swith the defection of 


The damage that the 


is) } 


Commercial, Special Exchange, Shipping, and Students 


With the onset of the period of detente between the 
United States and the Eastern European countries, there has been 
a proliferation: of commercial establishments with attendant, 
increased exchanges of students, cultural and business visitors, | 
and non-Soviet, communist country ships (these include Cuba, 
Hungary, Bast Germany, Yugoslavia, Czechoslovakia, Poland, and 
Romania) calling at U.S. ports. Since 1972, the number of 
exchange visitors entering the United States has increased 
yearly, and the year 1978 has seen a continuation of thi's 
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escalation. Fron January 1, 1978, through December 31, 1978, 
10,559 exchange visitors entered the United States as canpared 


bl 


Throughout the year 1978, 170 vessels from 7 non- 
Soviet communist countries made 806 port calls in the United 
States at separate United States ports. Crew menbers off these 
vessels made at least 17,300 individual entries into the United 
States of varying duration, 


Analysis of Eastern Ruropean students attending aca- 
denic institutions within the United States during the last 
three years determined that roughly 170 of these students. have 
been within the United States at any one time. Of these 170 
Students, an estimated 95 percent are graduate students, 80 
percent of whom are engaged in advanced research in scientific 


es Ya 


and technical fields. 
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Included below are objectives which, during the period 


under review, received the greatest amount of attention from on 

tS maaan a ee 

ae $ the collection of scientific and technical (5S & ): 
Bye 


intelligence. The reason for this is: readily discernible--all. 
of these countries are plagued with economies and technologiéal 


Two of Poland's principal natural resources are coal 
and copper, and the Poles have hariked heavily upon the 


development of these resources to help diminish somewhat their 


Massive trade deficit. Im order to enhance their nation's 
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ability to exploit these resources 
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Within the United States and its possessions, Cuba's, 
interhationalist policy has been exhibited in relation 6 
several different political groups. 
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V.__ DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 
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Magic Dragon 


On the night of 
federal court jury returned a 
trial of the United Statés of America vs 


an Alexandria, Va., 
in the espionaz 


(oe aimed ivestigation)| 


The [ intelligence opération consisted 


essentially of the transmittal of classified 


© material, which was composed of both "Secret't atid: 
"Confidential" docunents, included, but was not limited ‘tc 


who held a "Yop Secret" security 
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Clearance, had access to the i 


[_]was motivated to act-as an agent for the 
by his desire to gain 


was introduced in 
individual who supposedly could hel 


ime With another function--as an agent for the: 


| 


Shortly after [ _oecame acquainted wit 
he began to pass documents to the 
indicates that[ had made a bargain with 
—GEERET 

a 


ephonically, to supply ith. 
(} rr classified information up to.a few days before their arrest, Tei 
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The successful outcome of the investigation was alge. 
furthered through the utilization of a panoply of techni¢al 


Survetila 
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The outcome of the appeals of the 

convictions, which are expected to be taken by defense counsel$ 
to the U.S. Supreme Court, if necessary, could have important 
legal ramifications. Most significantly, the appeals question 
the inherent power of the President of the United States: £6: 
authorize warrantless, electronic surveillances of Anerican, 
citizens in cases involving the national security, and further 
question whether the Government has the right to use the fruits 
of such warrantless surveillances in criminal trial proceedings, 
The U.S. Supreme Court has never ruled on the constitutionality 
of these issues. (0) 


Another wiresolved legal question relating to 
[arises from a civil suit filed by 


LE the defendants 


are successful in pressing. their case, such a court decision 
could open a veritable Pandora's box, for other individuats 
involved in previous, umrelated electronic surveillances céuld 
be spurred to launch similar civil suits. (U} 


Finally; defendant ——_ while under crosg: 
examination, implicated certain other individuals as being 
possibly involved in this mattér. The U.S. Department of Justice 
prosecution team is presently considering additional action 
concerning those implicated by[ __| Further action must; 
however, await the outcomé of the[ Cd 
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Counterintélligence | 


An ‘operation was recently launched against the 
intelligence service of an East European nation. The linchpin of 
the opération was an asset who has access to classiffed 
information, and is a native of the target intelligence 
service's country. 
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In relation to 
(Cy [dete priorities of the FBI, based upon the degree of 
threat posed by these services to the United States, are as 
follows (as of January, 1979): 


DISSEMINATION LIST 


the President for 
National Security Affairs - 1 


Department of Justice, The Attorney General - 1 
Departuient of the Treasury, The Secretary of the Treasury - 1 


Director of Central Intelligence -.1 


Departinent of State, The Secretary ‘8f State - 1 


Director, Défense Intelligence Agency - 1 

Assistant Chief of Staff for Intelligence, U.S. Army - 3 

Office of Special Investigations, U.S. Air Force - 1 

Director, Naval Investigative Service, U.S. Navy - 1 

Director, Central Intelligence Agency -~ Attention: Deputy 
Director for Operations - 1; Attention: Deputy Director sews 
for Intelligence - 1; Attention: Executive Secretary, 


Diréctor of Central Intelligence Security Committée - i 


Director, Division of Safeguards and Security, Department: of - 
Energy ~ J 


National Security Agency, Director - 1; Attention: MS03 - 1 


Chief of Naval Operations, Navy Department - Attention: 
Navy Security Comittee Member - 1 
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INTRODUCTION 


The purpose of this publica 


This particular issue is devoted wholly 


a 


latter part of 1977 through December of 1978. For purposes: of 
brevity, these services will henceforth be referred to in this 


_paper....as-.. ike the 


interest of operational and administrative security . anid 
acknowledging the need-to-know principle, information is not Sét 
forth in specific, detailed, documented form. Somé of the 
material contained herein has been obtained from other elenénts 
of the United States intelligence community, as well as ‘the: 
intelligence services of certain friendly foreign Governments, 


ii 


| Bilateral relations between the United States and the 

People's Republic of China (PRC), after more than two decades: of 

mutual hostility, have come out of the deep freezé during ‘thé 

1970's. Secret negotiations led to President Nixon's 1972 

journey to Peking, and three months before that trip the PRG was 

adhitted to the United Nations and the Républic of Ching 

expelled. Recognition of the PRC by most of the world's nations: 
followed these events, and with the exchange of liaison missiong 

in April of 1973, informal relations between the United: States: 

and the PRC were established. Within the past two yeérs, 

although there have been difficult moments in U.S.-PRG 2éx 

lations, the basic stance of the Chinese has been to achieve full 
normalization of its relations with the United States, including 
the achievement of most-favored-riation (MPN) stdtus. On. thé. 
night of December 15, 1978, a major step was taken in this 
direction when President Jimmy Carter announced’ that the United 
States would grant full diplomatic recognition to the PRC. "the 
current rulers of the PRC, with Vice Premier TENG Hsiao-Ping an: 
the forefront, recognize that China is a backward country and hag. 
much to gain from the West, especially the United States, in its. 
drive to modernize industry, technology, sciente, arid education, 
It should be pointed out that the Chinese tilt toward the West i¢ 
further stimulated by the PRC's profound antipathy towards the 
Soviet Union. (U) 
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Commercial, 


and Students 


With the onset of the period of detente between the: 
United States and the Eastern Buropean countries, there has been 
a proliferation of commercial establishments with attendant, 
increased exchanges of students, cultural and business visitors, 
and non-Soviet, communist country ships (these include Cuba, 
Hungary, Hast Germany, Yugoslavia, Czechoslovakia, Poland, and 
Romania) calling at U.S. ports. Since 1972, the nwibers of 
exchange visitors entering the United States have increased: 
yearly, and the year 1978 has seen a continuation of this upward 
escalation. Through January 1, 1979, 10,559 exchange vishtons 
entered the United States as compared to 6,393 : 
year of 1977. 


SEREE—__ 


For. the first three quarters of 1978 (January 1 
through September 30) the vessels of 7 non-Soviet communist 
countries made 722 port calls in the United States at separate 
United States ports: Crew members of these vessels made at least 
13,264 individual entries into the United States of var rin, 


Analysis of Eastern European students attending 
academic institutions within the United States during the last 
three years determined that roughly 170 of these students have 
been within the United States at any one time. Of these E70 
students, an estimated 95 percent are graduate studénts, 80% of 
whom are engaged in advanced research in scientifie and 
technical fields. 


— 
me 
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Two of Poland's principal natural resources are coal 
and copper, and the Poles have banked heavily upon the develops 
ment of these resources to help diminish somewhat their massive. 


trade deficit. In order to enhance their nation's abilit: to 
ee, 


—SECRET— 
ee 


Residing within the United States is an unidentified 
subject who émigrated from West Germany in the éarly 1970s. ‘The 
subject has assumed the identity of a citizen of West Gepian 
(who will, for oses of security, be called Schmidt). 


“SECRET — 


ey [LY tse signiticant is the ct 


that after moving to the United States, the subject married a 


woman who, although being a naturalized U.S. citizen, is an 
(ij sesese emigrant. from a communist country. oD BY 


Referral/Consult 


Within the United States and its possessions, Cuba's 
internationalist policy has been exhibited in “relation to 


The outcome of the appeals of thf si 


convictions, which are expected to be taken by defense counsels 
to the U.S. Supreme Court, if necessary, could have important 
legal ramifications. Most significantly, the appeals question 
the inherent power of the President of the United States to 


The U.S. Supreme Court has never ruled on the constitutionality 
of these issues. (U) 


Another unresolved legal question relating to "Magic 
Dragon" arises from a civil suit filed aerial 
a) They allege invasion of privacy as a result of being 
overheard in the electronic surveillances off i and: Seek 
various forms of relief,. including monetary. If the defendasits 
are successful in pressing their case, such a court decision 
could open a veritable Pandora's box, for other individuals 
involved in previous, unrelated electronic surveillances cotild 
be spurred to launch similar civil suits. (U) 


Finally, defendant [ while under cross-éxaini- 
nation, implicated certain other individuals as being possibly 
involved in this matter. The U.S. Department of Justice 
prosecution team is presently considering additional action 
concerning those implicated by[ | Further action must, 
however, await the outcome of the 


False Flag Operation 
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Counterintelligence 


eration vs. 


an Hastern Buropean Country 


An operation was recently launched against thé 
intelligence service of an Bast European nation. The linchpin of 
the operation was an asset who has access to classified 
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RECOMMENDATION: 
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intelligence community and the Congress. 
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The purpose of this publication is to offer 
the United States intelligence community a broad 


perspective of foreign intelligence operations in and 


against the United States which are within the purview 
of the FBI. Emphasis is placed on 
Th 


uccessor to the publ feat on "FBI Foreign 
Intelligence Analysis-United States (FINAL)." This 
gavotecd ala ne activities’ of 


Jo az = 
atta FaTY GF TOT SREP FOE Ew during the 
a 


aise pout months of 1978 


and 
ministrative security ond acknowledging the need- =e 
know principle, information is not set forth in 
specific, detailed, documentéd form. Where information 
contained herein is pertinent to the interest of 
responsibilities of other United States intelligence 
ot epbadar separate, detailed dissemination has been 
made. 
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(3) 


the degree to which one element of the Soviet incursion 
has spread throughout the United States: 


INSTITUTION AND 
LOCATION ~~ 


Syracuse University, 
Syracuse, New York 
Brown University, 
Providence, Rhode Island 
New Mexico State University, 
Las Gruces, New Mexico 
Massachusetts Institute of Technology, 
Cambridge, Massachusetts 
Johns Hopkins University, 
Baltimore, Maryland 
Northeastern Fisheries Center, 
Narragansett, Rhode Island 
University of Chicago, 
Chicago, Illinois 
Duke University, 
Durham, North Carolina 
Case Western Reserve University, 
Cleveland, Ohio 
University of Akron, 
Akron, Ohio 
University of Texas, 
Arlington, Texas 
University of Colorado, 
Boulder, Colorado 
Kansas State University, 
Manhattan, Kansas 
University of California, 
Los Angeles, California 
University of Wisconsin, 
Madison, Wisconsin 
Columbia University, 
New York, New York 
New York University, 
New York, New York 
Oklahoma State University, 
Stillwater, Oklahoma 
University of Pennsylvania, 
Philadelphia, Pennsylvania 
University of Arizona, 
Tucson, Arizona 
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Le 


NUMBER OF STUDENTS 
IN ATTENDANCE 


~ 


INSTITUTION AND NUMBER OF STUDENTS 


Virginia Polytechnic Institute and 

State University, Blacksburg, Virginia 
University of Texas, 

Austin, Texas 


Hence, 43 Soviet students were located if 17 
different states across the United States, and 
attending universities with high technology researéh 
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Scientific and Technical Intelligence 


Political Intelligence 


Strategic Intelligence 


The Soviet Trade and Economic Council was 
established in 1973 as a result of the Nixon-Brezhnev 
summit talks. Its main purpose is to help create an 
environment which will foster the growth of commercial 
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7 ESR 


who unsuccessfully attemt ae to pass 
classitied documents to the Soviets. ended on a 
perhaps equally discordant note. 


WFO SPIA, 1/30/78, pp 33 thru 35; WFO SPTA, 
2/28/78, PP 23 thru 25. 
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bl per FBI 


Dangle Operations 


The term Profsoyuz, when used outside ae 


a. Local Party Organization (Profsoyuz) - 
ae Lie 


b. Primary Party Organization (Pervychnaya 
Partiynaya Organizatsiya) - This is the basic Party 


. cell of any department, office or shop of the Soviet 


colony. All Soviets in the Communist Party, therefore, 

belong to some Primary Party Organization, of which 

there are several. Within some, although not ail, 

Primary Party Organizations are subgroups into which 

members of each Organization are concentrated accotding 

to their particular field of expertise. 4k 7s. of 
ious Organizations are held monthly, 


C. Political Seminar ~ In addition to 
membership in the Party and Primary Party 
Organizations, Soviets are also assigned to small 
groups referred to as Political Seminars. There are 
periodic meetings of these Seminars at which political 
issues are discussed from the perspective of Communist 
Party ideology. Attendance at these meetings is 
mandatory and considered a "Party duty." ~{ 


e, Zhensovet - The Zhensovet, or Womeii's 
Council, is similar to a womén's club. There ate two 
such Zhensovets in the New York colony. Oversesing 
both Councils is the Trade Union Organization of 


£. Trade Union Organization - Every Soviet 
enterprise or organization, whether within the Soviet 
Union or abroad, has a local Trade Union Organization, 
headed by a committee called a Mestkom, The Mestkom is 
ultimately subject to Communist Party guidelines and 
control, althg j i al ay 
organization 


NY SPIA, 1/19/78, pp 15 thru 18. 


One of the most serious social probléts 


afflicting the Soviet Union today is widespread 
alcoholism. Some observers believe that this disease 
has reached epidemic proportions, Per capita 
consumption of hard liquor in the Soviet Union is the 
highest of any country in the world. Stagger ing- or 
‘unconscious drunks are a common sight in Soviet cities. 


Since the late 1950's, Soviet-Chinese 
relations have been, to put it mildly, marked by 
acrimony, A new charge was, however, add 
arsenz of Soviet anti-PRC diatribes. 
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Va vo: DIRECTOR, FBI (65-74480) fe” 
J ATIN: INTD, CI-3-A Unit 


Re Bureau letter to Albany, dated 7/21/78, bearing 
same caption and which furnished Denver two copies of the new 
"Counterintelligence Summary," dated June, 1978. 


Denver has read this summary with considerable 

interest and feels it is an excellent publication. It is 

= obviously apparent a considerable amount of research and 
effort was expended in producing this outstanding summary . 
In addition, Denver feels it to be an ideal training aid 
for Agent personnel working FCI matters, whether newly 
exposed to that field or already possessing: various 
degrees of expertise. 


In line with the above, Denver requests the Bureau 
furnish it with 11 additional copies which will be used as 
training aids in upcoming conferences with headquarters and 
Resident Agency personnel. 
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Issues of this publication will be prepared and 
disseminated periodically. Your comments concerning éncio 


to the publication "FBI Foreign cided Seas re 


osed 


publication, as well as suggestions régarding similar future 


publications, are invited. Their purpose is to inform the 
field of current developments and items of presuméd = 
in security limitations. Your comments and suggéstions 


djassist in achieving this purpose. They should’ be addr 
aad e attention of the Intelligence Division, CI-3- KR Unit. 
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The USSR divides the responsibility for the 
clandestine collection of positive intelligence abroad 
between the Committee for State Security (KGB) and thé 
Chief Intelligence Directorate, General Staff of the 
Ministry of Defense (GRU). The KGB is by far the 
dominant service and reports directly to the Council of 
Ministers and sections of the Central Committee of the 
Communist Party of the Soviet Union (CPSU). The GRU 


‘reports to appropriate command levels in the Soviét 


armed forces as well as to the Council of Ministers 

and the Central Committee. Collectively the KGB ard 

ee a ioe to as the Soviet intelligence services 
Is). 


The First Chief Directorate of the KGB is 
responsible for the KGB's intelligence operations 
outside of the USSR. Its mission is thus comparable to 
that of the Central Intelligence Agency of the United 
States, The First Chief Directorate consists of seven 
Directorates and two Special Services, as well as @ 
total of nineteen Departments (see organization chart 
on page 36 for the titles and heads of the various 
elements). Coverage of the United States is assigned 
to Department One, which reflects the United States 
status as number one target of the KGB. Of the seven 
Directorates--Directorate "R" (Operational Planting 
and Analysis) and Directorate "OT" (Technical 
Operational Support)--have been recently éstablished. 
The new Directorate "OT" is an elevation to Directorate 
status of the former Fourteenth Department and, at 
present, there is no known Fourteenth Department. 28d 


Two of the Departments are also of relatively 
recent vintage. Department Nineteen was established in 
1975 and is responsible - for emigration mattérs. 
Department Twenty was established in 1977, and its 
mission is similar to that of the Eleventh Department. 
The former is responsible for maintaining liaison with 
intelligence services of developing countries, whereas 
the latter maintains liaisoh with intelligence servicés 


of socialist countries. - 
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Syracuse University, 
Syracuse, New York 

Brown University, 
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INSTITUTION AND NUMBER OF STUDENTS 
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Virginia Polytechnic Institute and 

State University, Blacksburg, Virginia 2 
University of Texas, " 

Austin, Texas 1 
University of Galifornia, ; 

Berkeley, California 5 
Stanford University, 

Stanford, California 4 
University of California, 

San Francisco, California 1 


University of Illinois, 
{IT} Urbana, LLLAino is mane wo 2x0 


Hence, 45 Soviet students were located in 17 
t= .. different..states.across. the United States. 
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Since the late 1950's, Soviet-Chinese 
relations have been, to put it mildly, marked by¥ 
acrimony. A new charge was, however, ad che 
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Enclosed for recipient offices are copies, as 


indicated, of the current-iss: ication bearing ,j jt 
(S| -the-subtitlée "Overview of perations 
in the United States." 


This issue of FINAL is classified "Seeret." 


For the information of those offices receiving 
FINAL for the first time, its purpose is to periodicatly 
provide to offices expected to be engaged in foreign 
counterintelligence investigations significa element: 


(S}-. Of 


OOjective o VAL-is to furnish t€o0 interested offices . 
these essential elements without Henepeab as hc need- €6- know 
pajinciple which precludes broad disseminates of specifi 
dYtails of hostile operations and/or Een ages es 


efforts against then. Riess OS > Pha 


td 
Unfortunately, various other demands on He, DEC i¢ 
yi Afalytical and research elements of FBIHQ have, in the Hast 
prevented the production of FINAL as frequently and in the 
form which was originally intended. Recently there has ~~" 
been some expansion of the“analytical and research capability, - 
wysion is anticipated. Accordingly,\ \,- 
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Letter to Baltimore 

Re: FBI Foréign Intelligence 
Analysis - United States 
(FINAL) 

65~74480 


the comments and suggestions of all recipients as to the 

type or types of periodic analytical and research products 

to be produced are requested. Current thinking is that 

it would be desirable to furnish on a frequent basis, possibly 
monthly, an informative review of current developnients . 

Less frequent communications containing the essencé of trends 
noted at FBIHQ or analysis of situations brought to the 
attention of FBIHQ might be produced. Possibly subjiission 

of interesting case type articles or analytical artictes 
based on local observations from the field would be of value 
and general interest. 


It is requested that recipients bring the current 
issue of FINAL, as well as the foregoing comments, to the 
attention of personnel engaged in foreign. counterinte:ti 


investigations and address the resultant comments a 
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The purpose of this publication is to afford, 
through a summary of situations and events, an overview 


It is intended solely for the internal use of the FBI. 
In the interest of operational and administrative security 
and acknowledging the need-to-know principle, information 
is not set forth in specific, detailed, documented form. 
Where information contained herein is pertinent to the 
jnterests or responsibilities of other United States intelli- 
gence agencies, separate, detailed dissemination has been 

(TI oe fat. Be mad@eo te) . 
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TECHNIQUES AND TRADECRAFT 


bl 


Experience has shown there are personal characteristics 
or factors which tend to make an individual susceptible 
to recruitment. These include political affinity for the 
venality; 
otional 


a creer EE UAE TO nee 


A dead drop is a place through which communications, 
materials, or equipment may be transferred from one person 
Ges without the necessity for personal contact. 

U 


Determination of Intelligence Connection 


SOME FACTORS UPON which we may base our judgment 
as to an intelligence connection include the following: 


Information Gathering 
so eeameeaneeet eee aan iy 


Topics discussed at these meetings range from 
fusion energy to the "Glomar Explorer," the ship which attempted 
to retrieve a sunken Soviet submarine. TAL 


_ 7. (WFO SPIA 11/12/76, page 24) 
(WFO SPIA 2/15/77, page 26, 27) 
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Some Current Operations 


(S}——~ 
(NY SPIA 5/13/77, page 11) 
Courier Service 
(Che 


Shipping 


TRENDS 


Intra-bloc Relations 


. 


While it is obvious that not all clandestine activity 
has ceased, it is felt that the level of activity, now limited 
to essential contact with only the most trusted agents, will 
not increase until some time passes without derogatory public 
references to Soviet activity. (U) 


(SF SPIA 5/13/77, page 2) 
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TARGETS. 


Teed 


And each country in the bloc has the potential 
to benefit not only from its own findings but also £rom 
those of its allies. (U) 


Thus, while two or_more countries might 
Arge a QO 


AN ILLUSTRATION: In November, 1975, a man,. who 
before his defection to the United States had for Ll? years 
been an intelligence officer of a communist-bloc service, 
testified before a Congressional Committee. (U) 


He identified a great many of the targets. of his 
service: 


1. POLITICAL - the Pentagon, the White House, 
the State Department, the Justice Department, the Nattonal 
Security Council; all bureaus and independent agencies; 
the Republican and Democratic Parties, and all smaller 
parties except the Communist Party, USA; all of the itore 
important mass organizations including the Americadn Féderation 
of Labor - Congress of Industrial Organizations, National 
Association for the Advancement of Colored People, the Civil 
Liberties Union; Ralph Nader and his organizations. (U): 


2. COUNTERINTELLIGENCE - the Central Intetidgence 
Agency (CIA), Defense Intelligence Agency (DIA), Natidital 
Security Agency (NSA), Federal Bureau of Investigation: (FBI), 
and Secret Service; major police departments including New 
York, Los Angeles, Chicago, and Washington, D. C.3 private 
detective bureaus; exile organizations and defectors, (Ud 


3. SCIENTIFIC AND TECHNICAL - the United States 
Atomic Energy Commission (now ERDA), the National Aeronauti 

and Space Administration (NASA), the National Acadeny of 
Sciences and the National Science Foundation; research branches 
of United States universities, government research organiza- 
tions. and research of private companies; all research Griented 
toward the military; chemistry, computers, the fields. of 
[eer energy and the entire "Project Independeti¢e," 

U 


4. ECONOMIC - the Departments of Commerce, Treasury, 
and Agriculture; economic relations between the United States 
and the bloc countries, between the United States and the 
Common Market, and between the United States and the developing 
countries. (U) 


9. THE MILITARY - the Armed Forces of thé Waited 
States; naval, air and ground bases; movement of troops, 
troop exercises, equipment, weapons, tactics, intelligence 
and morale; and military policy. (U) ‘ 


IN ADDITION TO the above, the following targéts 
are also pursued: developing contacts among workers Of 


“the United Nations Missions; penetration of the United 


Nations police, the Immigration and Naturalization Service, 

the United States Coast Guard, and the United States Gustoms 

Office; and the obtaining of forms, documents, stationery, 

maps, schedules, cards, clothing, accessories and similar 

items needed for the support of illegals, including as¢er- 

aye the availability of housing and modes of trawed. 

U 
(Hearing before the Subcommittee 
to Investigative the Administratic 
of the Internal Security Act and 
other Internal Security Laws, 
94th Congress, Ist. Session 
11/18/75.) 


GP 


éctor 


Although this list was obtained from one de 
and reflects his country's intelligence services’ target 
every country discussed in this study can be presumed to 
have the same generic target priorities. They will v ry 
as to the itportance given to any specific target in. airy: 
particular time frame. That a country's current primary 
target is discovering the activity of emigre groups dogs 
not mean it has no interest in penetration of the Waited 
States Government or acquisition of scientific information, 
nor that such penetration or acquisition could not 


become 
its primary target with the passage of time. As a g hnment's 


national objectives change, so too the intélligence sérvices' 
targets. (U) 
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Specific targets 1976-1977 


the restricted commodities list or otherwise restricted. 

The réasons for the tasking of an individual to obtain any 
one item, or related or unrelated series of items, vary 

from a mere test of willingness to cooperate to a test of 
competence in carrying out assignments to, it may be assumed, 
a substantial need for the item in question sufficient to 


warrant..the.risks.inherent in its.obtention....0@) 


THE TARGET LIST which follows is not meant t6 
be all-inclusive, nor does it necessarily fully define the 
current areas of interest of the country or intelligénce 
service. It is, however, interesting, in spite of the fact 
that some of these targets might be shown to be somewhat 
dated, as it indicates areas of interest and suggest «¢ither 
the nature of ongoing projects within the country contérned; 
the state of development of a particular technology @: 
in that country; or, perhaps, those items which logi 
will become targets of those intelligence services showd 
these target acquisitions be accomplished. (WU) . 


ESTABLISHMENTS 


Expansion-Security Medsures 


REPRESENTATIVES OF THE TASS News Agency in San 
Francisco signed a 5-year lease, commencing October, 1976, 
for a Z room office adjacent to the local UPI office. They 
le leased a 2 room apartment for the TASS senior cérrespondent. 


(SF SPIA 9/16/76, page 12) 


Referral/Direct 


THE ROMANIAN COMMERCIAL Office in Chicago, Ellinois, 
occupied its new office space, Room gil, 100 West Moiroe 
(Th Streets ‘Chicago, on June 1, 1976. 


(CG SATPIA 7/23/46, page 7) 


THREE CASES 
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During the evening of 


b7c 


was arrested 
on charges of conspiring 


to commit espionage on beha of the Soviet Union. 
e to trial. At the time of his arrest, i BIC 
he had in his j 


as since left the United States. 


(U) 


On 
(on an unrelated 


On 
arrested at 


and had possessed a "Top S$ Ch gave him 


access to highly classified intelligence communications 
documents, and hardware. (U) 
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After separate trials 


STATISTICS AS OF 6/1/77 


Country Officials* 
USSR 996 
Albania 5 
Bulgaria 47 
Czechoslovakia 94 
East Germany 65- 
“Hungary ns a 
(3) Mongolia 8. 
People's Republic 
of China 141. 
Poland 216: 
Romania 88 
Yugoslavia 226°. 
TOTAL 1953 


(S) 


*This is a generic designation used for practical 
operational convenience and should not be confused with: 
diplomatic designations. These Figures do not include working 
Wives. 
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PURPOSE: 


To recommend approval of attached issue of FINAL, 
ee subtitled. "Overview off operations in the 
" United States," for disS€iination only within the FBI, and 


attached cover letter to 18 field offices transmitting same. 


DETAILS: 


o la 
such material is made in the field. With this issue dissemination 
is being extended to Baltimore, Boston, Detroit, Miami, and 


oy Philadelphia Offices. 
wy ¥ RECOMMENDATION: 
op > 8 If approved, this issue and the cover letter will 
a \ be dated, printed, and disseminated only to the Baltimore, 
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SUBJECT: Cs FOREIGN INTELLIGENCE 
ANALYSIS - UNITED STATES 
(FINAL) 


PURPOSE: 


To recommend approval of attached issue of FINAL 
for dissemination as noted on the attached list. 


DETAILS: 


FINAL offers the United States Intelligence Community 
a broad perspective of foreign intelligence operations within 
the purview of the FBI. This issue was prepared from material 
set forth in the previously approved July, 1977, FINAL which 
was disseminated solely within the FBI. The material was 
edited to eliminate sensitive information which should not 
be disseminated outside the FBI and has been previewed by 
representatives of Sections CI-1 and CI-2. i 


y 
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RECOMMENDATION: 


If approved, this issue will be numbered, dated, 
printed and disseminated. 
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Re Bulet dated 8/11/77. 
Referenced letter solicited the comments and : 


suggestions of the field concerning current proposals for 


Sain aa 


the FBI's Foreign Intelligence Analysis. Chicago feols : 
there is a tremendous need for the timely subi cation a 
of FINAL in a form which will materially assist us in. - uy 
fulfilling our foreign counterintelligence ‘responsibilities. iF 2 
To this end, FINAL should be both timely, consistent and draw 2 & 
on both the perspective of FBIHQ and the experience & et 
(Wh of the fields 0S) Bas 
1 ; 
Since FBIHQ made the decision to stop lateral fo ‘Nn 
dissemination of SPIA and SATPIA, there has been a & ao 
serious lapse of commmication among those of us with iy : 
counterintelligence responsibilities When the field ie 
everees exchanging information, headquarters said PINAL ee 
would try to keep us abreast of important trends and 
wr! deve Lopments..ta operationse FINAL 
1S] has largely failed t Ts, an part, because 
of its infrequency o£ publication, unnecessary brevity, ae 
FBIHQ's failure to obtain contributions *: om the 
field and to some extent the use of the ° 2d«to-know * 
principal. ‘The crux or heart of the wh. . matter is 


getting sorely needed information to the case ee S pele 2S 
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- Our specific comments concerning FINAL 


_/ FCI analysis and the reporting of trends and 


targets should be separated from strictly training 


We have reviewed copies of FINAL which are 
available to this office. The July, 1977 copy is the 
only one we find which has been liberally filled with 
training material. This, in our opinion, has no’ 
place in a document devoted to analysis of past and 


current si i rting of trends and 
targets of It can, of 
course, be cleverly incorporated into a lengthy 


analytical piece to add substance and depth. (sj 


of The Bureau at this point in time, should 
seriously review its requirements for SATPIA’ and 
SPIA and decide whether they are useful documents 


in their present forme Bureau letter of April 12; 


1972, pointed out that the success of FINAL was 
dependent upon the field's submission of appropriate 
material through SPIA and SATPIA. This was simply 
another way of saying these monthly summaries o& 
activities would be the core 


ov..basis. forthe’ preparation..o£f FINAL. — 


FBIHQ must recognize that SATPIA and SPIA 


do not now accurately reflect the-scope of our knowledge 
: ol activities directed at the United 

States and our efforts to thwart these operationse — 

Information from the field is purposely withheld from 


these documents - sometimes at the direction of 
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of headquarters under the guise of "security" or 
"eed to know." The cumulative effect of these 
practices - and not all of them can be criticized 

in highly sensitive-cases ~ is that SATPIA md 

SPIA do not accurately reflect what has transpired 
in a: particular field or operation and are therefore, 
less than meaningful documents. The editors 

of FINAL, and ultimately the field; in this process, 
.arve..often..denied..signiticant..informatione- aN) 


But this is really a question which must 
be addressed by the Bureau and which will directly | 
affect not only the content but the credibility 
of FINAL in the field. If we continue to report 
only selected material in SATPIA (which is the only 
document Chicago can write of with any real 
knowledge), we are not fulfilling its purpose 
and at the same time we are cheating FINAL. 
Realistically then, it should be discontinued 
except, perhaps, for our monthly statistics but 
these, of course, are available through coptcs: 

On the other hand, if headquarters feels there 
is a real need for SATPIA ~ and SPIA ~ then firm - 
reporting guidelines should be given to the field, 

or perhaps reiterated for the field, so that 
headquarters and ultimately the field through FINAL 
yale receive periodic documents reflecting the entire 


_/ Chicago feels the basic format of FINAL is 
adequate, although the document has great possibilities 
for expansione There is, perhaps, too much brevity 
in FINAL when there are opportunities to explore 
various topics in more depth. The impression one gets 
when reading FINAL is that what we have are a collection 
of syhopses similar to what one’ finds on the front 
page of an FBI report (FD-204). We are never told how these 
—SEGRED 
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things are interrelated if, indeed they are, and how i 
, current trends are related to past operations or what . 


we might expect in the future. i 
(5) ter not necessarily Limited: to, 
requirements and targets, utiligation of tradecra 


Ue eee and new innovations by the various servicess(®) 


An excellent example of these so called if 
new innovations appeared in Chicago's SATPIA letter p 


dated April 7, 1977, concernin "Sah 2ff 
. ae 
(8) “ a 
This development 
received only three paragraphs in the July, 1977, } 
edition of FINAL but lends itself to a great seed more | 
(J) discussione () 
: | 
Other field offices handling born the Soviets | 
and satellites coi nce 
in this matter. 
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United States Nuclear Regulatory Commission. 


NOTE: 


The Nuclear Regulatory Commission has requested future 
issues of-our publication "FBE Borbign Intelligence Analysis" (FINAL), 
The purposé of this publication is. to offer the United States iitelligence 
community a broad perspective of foreign intelligence operations in 
and against the United States which aré within the purview of thé FBL 
In view of this Commission's responsibilities we are advising that: 
future issues of FINAL will be disseminated to them, / 
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Office of Legal Counér 


APPROVED! Adank B@rvi ccsesttecees Legal’ Cottrie.scsssceas 

. Ext Affairs.ecu.. w= Plats @ngpa 
BlreGtofcussccin Fits & POrGruscisenen ROC. MBT cseseeseessort 
Associ Dirt casseuaressacs Gen Inv bEbaeeta Vinlasash Se & Te Servew ese 


Bep AD A Preiserey Idéniteace. Pyanapaaabbiandd Spec. TW Viaissuanaennernes ‘ 
Ben. AD Ind ‘a Intell, 4. spa TETALITI GZ assssscssenrerennn 


\ 


mS 


% Pw, cleat, ip a S72 


fC aRL Lt, 


ip kot 


. gt 


orev w 


The Commission will protect this information in accordance with existing 


7 ALL FEI INFORMATI ON CONTATNE 
HEREIN I5 UNCLASSIFIED 


DATE 03-00-2011 BY GO3ac/T0C/LRP/PLI/ 


aan Ga aca la 


k Assog, Div. 


| , § Den. AD Ada 
UNITED STATE: | Dep. AD Inv. 


‘| NUCLEAR REGULATORY COMMISS |  Aest, Dir: 


WASHINGTON, D.C. 20555 
, eR A IO AO TN aa ey zn 
BEC 15 1976 


F Jixt, Affeirs —_— 
, Bin. & Pers. 
t Gen. Inv. 


» Kee, Mat. 
1 8. & T. Serv. 


The Honorable Clarence M. Kelley, Director 
Federal Bureau of Investigation 
U.S. Department of Justice 


iPraining __.. iecbases 


mM t¢Felephone Rm 


Dear Mr. Kelley: 


The U.S. Nuclear Regulatory Commission (NRC) which was created on~ 
January 19, 1975, pursuant to the Energy Reorganization Act of 1974, 
has specific responsibilities and authorities jin the nuclear field and 
has a security program to protect national security inféymation and a 
safeguards program to prevent the theft or diversion of nuclear materials 
or the sabotage of nuclear facilities. 


To discharge the aforementioned responsibilities and authorities, we needy 
intelligence information regarding foreign intelligence operations in ands 
against the United ya oer Consequently, we would like to receive the 


publication entitled“FBI,Foreign Intelligence Analysis United States." 


Executive Orders (e.g., E.0.'s 11652 and 11905); directives (e.g. Director 
of Central Intelligence Directives); and statutes (e.g. the provisions of 
the Atomic Energy Act of 1954, which remain in effect in accordance with . 
the Energy Reorganization Act of 1974) and will insure that it is dissem- 
inated only to direct NRC employees with a need-to-know such information or 


Your favorable consideration: of this request would be appreciated. 
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(FINAL) Director Secty ___ 
Of 
0) This recommends approval of Volume III, number 2, issue 
of the FINAL publication for dissemination to the White House, 
members of United States Intelligence Board and all field offices, 
The purpose of FINAL is to offer to the United States, 
intelligence community a broad perspective of foreign intelligénce 
operations in and against the United States which are within the purview ! 
of the FBI. 
This issue was prepared from material set forth in the 
previously approved July, 1976, FINAL which was disseminated solely 
within the FBI. The material was edited to eliminate sensitive mtr 
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The White House 


Honorablé Brent Stowerott, Assistant to the President for National bé 


Security Affairs bIC 


Department of Justice 


The Attorney General 


Department of State 


The Honorable, The Secretary of State 


Department of Defense 


Director, Defense Intelligence Agency 


Department of the Army 


Assistant Chief of Staff for Intelligence 


Department of the Air Force 


Office of Special Investigation 


Department of the Navy 


Director, Naval Investigative Service 


Department of the Treasury 


The Honorable, The Secretary of the Treasury 


Other Intelligence Agencies and Interested Government Agencies 
D 


Director, Central Intelligence Agency 
Attention: Deputy Director For Operations 
Director, Division of Safeguards and Security, Energy Research 
and Development Administration 
Director, National Security Agency Attn: Director of Security 
» Chairman, President's Foreign Intelligence Advisory poate 
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; —SECRET——. 
NO FOREIGN DISSEMINATION 


The purpose of this publication is to offer the United States 
intelligence community a broad perspective of foreign intelligence 
operations in and against the United States which are within the pur- 

aS view of the FBI... Emphasis is-placed-on 
In the interest of operational and administrative security and 
acknowledging the need~to-know principle, information is not sét 
forth in specific, detailed, documented form. Where information 
contained herein is pertinent to the interests or responsibilities of 
other United States intelligence agencies, separate, detailed 

1) - dissemination is made... (By 
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NO FOREIGN DISSEMINATION 


~ SECRET. 
NO FOREIGN DISSEMINATION 


TARGETS 


7 [ ___iontinse their ettorts 
to obtain both classified and unclassified material. The following 
paragraphs describe a representative number of these targets. - £2) 


NO FOREIGN DISSEMINATION 
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NO FOREIGN DISSEMINATION 


TECHNIQUES 


A STUDENT, AT. Vilnius State University in Lithuania. patna 
a US citizen of Lithuanian extraction who was attéiiding the University -- 
for graduate study. Subsequent to the marriage the student, who had 
been warned not to marry the American girl, was dropped from ‘the 
rolis of the University and his wife returied to the US not knowing 
ET me whether or nother. husband would be allowed to emigrate.....(@) 
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STATUS OF OFFICIAL ESTABLISHMENTS 


bl 


(C)~. 


bist the first four months of 1976 there were four instances 
where violence was directed toward Soviet facilities located in NYC. 
On February 27, 1976, shots were fired into the Soviet residential 
complex; on March 8, 1976, a bomb exploded outside the Aeroflot 
Office; on March 26,.1976, there was ah attempted bombing of the 
Amtorg Corporation “aie. on. April 8, 1976, a shot was fired at the. SMUN 
which pierced a ninth floor window. The “New York Post" carrled an 
article which reported that the Jewish Armed Resistance, an offshoot of 
the Jewish Defense League, claimed responsibility for the attacl on 
April 3, 1976, (U0). ; 

EF, la (NY SPIA 4/12/76, pages, 12.& 18) 


ON APRIL 4, 1976, THE Soviet Consulate in San Francisco 
received an anonymous telephone call claiming a bomb would explode 
in the Soviet Consilate within 30 minutes. The San Francisco Police 

Department responded and no bomb was found. (U) 
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«Ts 


SECRET— 
NO FOREIGN DISSEMINATION 


“Nees 


ON MARCH 14, 1976, THE Soviet Ambasgador and Permanent 
Representative to the SMUN Yakov A. Malik, was seriously injured_ 
in a car accident at Glen Cove, New York. A woman in the other car ~ 
involved was killed. Malis were taken to Community ibs 
Hospital in Glen Cové;"ideal police said Malik's driver was. niet at ae 
fault in the accident. (U) 


NO FOREIGN DISSEMINATION 
~ 8 ~ 


NO FOREIGN DISSEMINATION 
STATISTICS AS OF 7/1/76 

COUNTRY OFFICIALS* DEPENDENTS TOTAL 
USSR 1165 | 965 2180 
Albania 7 9 16 
Bulgaria | 51 87 | 138 
Czechoslovakia 108 108 * B46 
Bast Germany a 87 68 155 
Hungary 67 79 146 
Mongolia 9 18 - BH 
Poland 248 303 BBY 
PRC . 168 9 - ATT 
Romania | 104 122 223 


Yugoslavia 


TOTAL 2214 2056 4290 


(U) 

*This is a generie designation used by thé FBI for practical opérational 
convenience and should not be confused with diplomatic designations, 
The definition refers to all foreign nationals assigned to country 
establishments in the United States, including embassies, cogsulates, 
United Nations missions, United Nations Secretariat employees, _ 
employees of ancillary organizations such as Amtorg, Intourist, Aeroflot, 
commercial offices, press representatives, and working wives, . 
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This recommends approval of attac i 
3 eee publication. bearing-the subtitle “Overview-of 
Operations in the United States.'"' This issue will be disseminated 
only withit’the FBI. 


The purpose of this issue is to provide the field (only 13°. 
offices included), through a summarv of situaticns and events ith: 


a 
: ng done to keep the pertinent field offices aware 

of recent situations in sections of the country other than their Own as, 
there is currently no lateral dissemination by the field offices pre- 

paring summaries which involve Soviet Personnel Intelligence ™ 
Jo ¢¥% Activities (SPIA), Satellite Personnel Intelligence Activities (SA'TPIA); - 
NOPE People's Republic of China Intelligence Activities (PRCIA), and 
ke" Yugoslav Personnel Intelligence Activities (YUPIA). The identities. of 

sensitive sources have been concealed.and information from them hgs 

4 8 been suitably paraphzasee we i Aue Sy . HEC 13 Ae- ie oe 

m ON: Re See ad | ae 197 
ee AUG 11 1976 Ga 


If approved, this"issue witl be dated} printed, and disseminatec 


: to appropriate Headquart€TS Oiticials and supervisors and to the" VV 
o following offices: Chicago, Cleveland, Los Angeles, New Haven, /A ewarls\s 
3 New York, Pittsburgh, Portland, Sacramento, San Diego, San Fianciéco/ 
OMEN pears: (W APPROVED TE Ext: Affairs ccs 
EE oe rt f ie 

reer Run Dep. AD Inv: en Ident socee 

Asst. Din: : ome 

RPW:ded cj Aa Sermon nt 

EP MATERIAL ATT 
AN p 


1519761 ‘Buy U.S. Savings Bonds Reghlatly on the Payroll Savings Plan FeI/ Bod 
Me fe eho: er : SEERET. .. Ce a 


WARNING NOTICE - SENSITIVE SOURCES AND METHODS INVOLVED 


‘ 


EXEMPTED F 
DECLASSIFI 
ANTHORITY 


EXEMPTION 


DATE O3~16- 


BACKGROUND USE ONLY 


ALL INFORNATIO 
IN IS UNCLASSIFIED EXCEPT 


HERE 


BOM AUTOMATIC 


CATION 


DERIVED FROM: 
FET AUTOMATIC DECLASSIPFICATION GUIDE 


CODE Z5Ki1,6 


201i 


WHER 


CONTAINED 


} 


E SHOWN OTHERIIS 


mt aA ae Caboratorh comvteteen a ‘ 


" '(APPROVEDS rere” Ext: AffalrS ccs 
ASSOC. Dire. esnvenscnnons Fin. 


‘Dep. AD A 


_ Fr dep, AD In fe Iden 


action..2...... 
inetd Le an 


erations in the United: States) 


Asst. Dir.: 
Adm. Serv 


Insp 


Haveecvenensen 


& Pers... 


enna 


THIS DOCUMENT IS SOLELY KOR USE WITHIN THE FBI 


Jo wngoabsh we ven 


ee yo 


aH Vc bat 


senile 


P-SHERET 


OS ASE | 
ENCLOS| Ube 


a 1976. 


Legal Coun ..waaveran 
Pla. & Eval...acoses asy 


Training... Beata wate 


bl 


The purpose of this ee is fo aH? d. throush: 3: 
fons ee ee 
RUE ctl 


It is intended solely for the internal.uge of 
erest of operational and administrative secuyity 
aiid acknowledging the need-to-know principle, information is not 
set forth in specific, detailed, documehted form, Where inforiia- 


bl 


Lown arrdah, Ve Lac 
got wo 2aH Ue ony 


onb |lom 


TARGETS | 


TECHNIQUES AND OPERATIONS 


A STUDENT AT Vilnius State University in Lithuania. married 
a US citizen of Lithuanian extraction who was attending the University 
for graduate study. Subsequent to the marriage the student; who had 
been warned not to marry the American girl, was dropped from the 
rolis of the University and his wife returned to the US not kiiowiig 
(U}- whether or not her husband would be allowed to emigrate. (J 


bl 
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THE POLISH SEJM (parHament) recently passed two. 
amendments to the Polish constitution. One declaring the Communist 
Party as the leading party and force in Poland and the second declaring 
the Polish alliance with the Soviet Union and other socialist eontries 
forms the foundation of Polish foreign policy. (U) 


These amendments may represent the price Poland had' to pay 
to maintain its special relationship with the West particularly the US;_ 
Those holding this view believe Leonid Brezhnev needed the améndments 
to show his adversaries on the USSR Politburo that despite Poland's 
dealings with the West she could still be trusted and is faithful to 
communism, 
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This recommends approval of Volume Til, number 1, issue 
of FINAL publication for dissemination to the White House, members 
of the United States Intelligence Board, and all field offices. ; 
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intelligence community a broad perspective of foreign intellicence 
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THE US-USSR JOINT Trade Council, Tnéorporated, 
280 Park Avenue, New York (its counterpart is being sé€& up: 
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1. To create a business and governmental 
enivirénment in both countries conducive to 
expanded commercial relations between these 
countries. 

2, To facilitate the exploration of épportunkities 

fox expanded trade, 

3. To conduct research on major issues related to 
trade between the US and the USSR. 

4, To provide assistance to members in both cdétintries 
in the execution of commercial agreements. 

5, To collaborate and provide lidison betwee beth. 
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Will staff the cehter at first, and the number next year will 
probably increase to ten or twelve. (NY SPIA 3/6/74, p. 21) 
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New Soviet Purchasing Commission 


THE UNITED STATES Government has authorized the establishment _ 
of a temporary Soviet purchasing commission in New York City to serviee the 
Kama River Truck Complex (a massive iruck“producing project being built 
with extensive United States industry participation). Tentative artang erits 
provide that the commissiori will be set up for one year, but will be extended 
in one~year segments, if necessary, for a maximum peridd of three more years, 
The commission will consist of a chairman arid a maximum of 15 technical assistants 
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and staff, It will bé responsible to the Soviet Ministry of Foreign Tradéand the 
Soviet trade represeltative in the United States. The commission ‘haés.signed a 
three~year lease for space.on the sixth floor of the General Motors Building, 

767 Fifth Avenue, New ‘York City. It will take up occupancy in this spade about 
April 1, 1973. Since its arrival in mid-January,it has occupied temporary space 
on the fourth floor of the General Motors Building. (Cini sme$3- 
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in an apparent attempt to improve public relations. Most of the speeches. contain 
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Each academic year ‘sinve’ 1958, thé UAited States 
and the Soviet Union have maintained agreements whereby. 
Soviet students have studied’ at tolleges and’ universities. 
in the United States while their American counterparts have 
studied in Russia, From the vantage point of 15 years! 
experience, there’ are several interesting observations 
which can be made. (UNCLASSIFLED) . . 


. For the upcoming academic year 40 Soviet students 
have been proposed fdr study in, the United States at about 
20 universitigss and 35 of these have already entered the 
country, From.past expetience {t was.not, unustial to wote’” 
that only one of these students was pursuing study in the 
field of history, andthe other; 39: were designated for es 
sclentific curricula. This apparent oversight was récently 
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corrected when ths Lone, history student was removed fron 


the list of candidates by, the Soviets and in his placé was 
substituted a biorchemist. (CON TAL) (WFO airtel, 8/14/72, 
Bufile: 105-116937) | ‘ _ 
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The purpose of this publication is to offer to the- 
United States intelligence community a broad perspective of 
foreign intelligence operations:in and against the United States 
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he FBI. Emphasis is placed 
In the. interest of opera- 

* Ministrative security and acknowledging thé need- 
to-know principle, information is not set forth in specific, 
detailed, documented form. Where information contained 
is pertinent to the.interests or responsibilities of ot 
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United States intelligence agencies, separate, detailed dis-- 
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PIONEER POINT SOVIET ESTATE 


Point, Maryland, for reported price of $1,120,000. The prop+ 
erty is located on the eastern shore in Queen Annes County, 
and is designated on commercial maps as Corsica Neck, west 


Buildings on the site consist of former estate house 
for use as summer residence by Ambassador, a Smaller butiding 
for use as summer Tecreation center for children, and $éveral 


two cabin cruisers in the 27-foot range. They plan to surround 
acreage with high chain link fence, (UNCLASSIFIED 


CHINESE IN UNITED NATIONS SECRETARI AT 


Because of the increase in Chinese language work at 
the United Nations, the Secretariat is currently hiring and 
training 45 new Chinese translators and interpreters, at a 
cost of $500,000, (UNCLASSIFIED : 


It was stated that théir jobs should not be considered 
"secure" and their degree of compliance with the above conditions’, 
especially the first, would béar on promotions and even-itenure in 
their present jobs. The Mission was apparently under the 
impression it had significant, ££ not complete, conteel over 
Secretariat employees engaged in Chinese related work, The 
hiring issue has been resolved by allowing the Mission: to. 
talent-scout and recommend people for the additional 
positions, It is now in the process of recruiting loyal 
"ideologically safe" individuals from China and the vest of 
the world, How far the Mission will be able to enforce. 
its demands on Secretariat employees is yét to be seen, 
(UNCLASSIFIED) source: 62-7787-Sub 246 


OMNIBUS NOTES 


EVIDENCE INDICATES THE Romanian Government lay be in 
serious need of U. S. dollars. It is charging exorbitant 
‘processing fees" for Romanian-born U. S. residents to bring 
relatives here, and to renounce Romanian citizenship in order 
to apply for U. 8. citizenship. The fovernment has gone so 
far as to legislatively broaden the definition of a Romanian 
citizen, to- require more individuals to be subject to these 
“processing fees." | (UNCLASSIFIED) Source: CG SATPIA 5/5/72 p. 14 
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. 1 - Mr. T. J. Smith . Se 
FROM : T, J. Smith 1 - Mr. E, W. Larson Waikart 
a Tele. Room : 
SUBJECT: FBI FOREIGN INTELLIGENCE ANALYSIS ~ a | 

UNITED STATES (FINAL) 43S 


Recommends dissemination of first issue of monthly 
FINAL publication to The White House, members of United States 
‘Intelligence Board, and all field offices. 


Purpose of FINAL is to offer to the United States 
Ad p intelligence community.a broad perspective of foreign intel- 
fo ligence operations in and against the United States which 
are within the purview of the FBI. Text of first issue was 
j approved by Director per memorandum T, J. Smith to Mr. E, 8S, 
Miller, 3/29/72. 


Attached is copy of first issue in finished form. 
Cover page on this issue will be replaced in future issues 
by distinctive, stylized cover now being prepared. : 
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Recommend copies be disseminated as follows: — 
1. To The White House and the Acting Attorney 


Re Lyn 
2. To the following meéettbers o Unifea spe te 
Intelligence Board: State Department; Central InteLligenc 
Agency; Defense Intelligence Agency; Chief of Staff for 
Intelligence, Army; Naval Investigative Service; Office 
of Special Investigations, United States Air Force; National 
Security Agency; Treasury Department; and Atomic Energy 


Commission, aa APR 21 1972 
For strict accountability, allzcopies disseminated peer 


to outside agencies will be numbered, and a record of. dissep 
nation kept for each issue. we 
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Memorandum to Mr. E, S, Miller 
Re: FBI Foreign Intelligence Analysis ~ United States (FINAL) 


3. All FBI field offices. Believed essential that 
same broad perspective of foreign intelligence operations 
which we offer to intelligence community should be given to 

our own field offices. We note that more and more smaller 
offices throughout the country are becoming involved in 
sensitive espionage investigations, 


Consideration was given to disseminating FINAL 
to all Legal Attaches; however, in view of potential .weak- 
ness in security in disseminating this document abroad and 
also-in view of the lack of operational responsibility on 
part of Legal Attaches, it is recommended that no dissemi- 
nation be made to these offices. 


ACTION: 


1. That first issue of FINAL be approved for 
dissemination as stipulated above. 


2. That, if approved, this memorandum be returned 
to Research Section, which will effect dissemination. 
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SUBJECT: FRE FOREIGN INTELLIGENCE ANALYSIS = U.S. (FINAL) 1 Fs ees 


This is to recommend dissemina 
publication to 
Foreign Intell? 


The purpose of FINAL is to offer to the U.S. intelligence 
community a broad perspective of foreign intelligence operations ; 
in and against the U.S. which are within thé purview of the FBI. P 
The first issue dated 4~7-72 has been disseminated to 
Dr. Henry Kissinger at The White House, the Acting Attorney 7 ; 
General and members of the United States Intelligence Board, 

Strict accountability is being maintained on dissemination to 
outside agencies. 


PFIAB, 
is publication wou 
i is position as 
of the PFIAB and aske could be added to the 


dissemination, 


In view of the responsibilities of the PFIAB, this 
appears to be a legitimate request. 


ACTION: a 


If approved, the initial copy of FINAL dated. 4~7-72, 
as well as subsequent issues, will be disseminated by White House 
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Director, ¥BY 1 - Er. W. A. Branigan 
1 ~ Mr. T, Jd. Smith 
1 - Mr. E. W. Larson 
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; Attention of recipient offices is called to sey 
publication in above caption, Initial issue was sent to: 
all field offices and member agencies of the United States 
intelligence community under date 4/7/72, You will note — 
 «$hat FINAL io keyed to the montiily SPYA aiid SATPEA letters 
' which are stibmitted by your offices, Your continuing con — 

operation is necessary to insure that the FINAL publication 
is &@ gucces# and that appropriate waterial is called fo the 
Bureau's atftention.in the SPIA and SATPIA letters. 


You should wlert appropriate personnel to thi 
continuing need wt the Bureau. if interim information of 


inportance suttable for inclusion in thie publication da 
developed, Lt may be sent separately by Communication ‘nx 
titled “FINAL” and marked “Attention: Research Section,“ 
any other correspoidence rélating to this publication;~—< 
including your tomeénts or suggestions, may be sent in the 
same form, FINAL is planned as a monthly publication. 


2» San Francisco 
2 ~ New York 
2 - HEO 


fu EWL: jan JR 
(12) 


Polson 
Felt 


MAILED 


APR 121972 
FBI 


3ishop 
Ailler, B.S. 
Zallahan 
Jasper 
Jonrad 
Jalbey 
Jleveland —_ 
onder 
3ates 
Vaikart 
Valters 
Soyars 
fele. Room 
Tolmes 
yandy 


#9 apa igo 


$y 


ho a 


is 
pee 
ee me 


FROM 


SUBJECT: 


MAY | 


ye 


_ BSEMPTED FROM AUTOMATIC 


: DECLASSIFICATION ae gS 
; ; ® y ‘ BUTHORITY DERIVED FROM: “Mr. Tolson 3” 


SUTOUAL FORA NO 10 f . nero 108 FBI AUTOMATIC DECLASSIFICATION GUIDE § |Mr. Felt 
GSA GEN, REG. NO. 27 F EXEMPTION CODE Z25K¢1,6) y fMr. Gampbell ‘ 
UNITED STATES GOVERNMENT “* DATE 03-30-2011 Mr. Rosen 
M. d: | Nis Moh ge 
1 - . Mr. Bishop [a reo f) | 
emorandum Mr: A. Rosen Me MAE |, 


1 - Mr. E, S. Miller ecu i 


1 _ Mr ° W. A. Branigan Mr. Casper 
ur. B, 8, Miries{ 1 DATE: 3/29/72 ile Conse 
ie 1 - Mr. W. R. Wannall | [M. Dalbey____ 
4s 1- Mr. T., J. Smith = {| [Ms Cleveleng___ 
; ‘ ‘ P 4 Mr. Ponder _ 
> TRI. Smith “| ~ A i - Mr. E,W. Larson [|i gates 
X 1 "pM, Waikert 2. - | 
Ze 7 “FV Mrs Walters { 
FBI FOREIGN INTEWLIGENCE ANALYSIS - | Mr. ‘Soyars 
UNITED STA ray) Tele. Room 
Miss Holmes_ 
a ‘ iss Gandy 


in above caption for 

intelligence community. i, 
The purpose ‘of this publication is to offer to 

United States intelligence community a broad perspective 

foreign intelligence operations in and against the vii ed | tates’ 

wh bh pre within he purview 6 the FBI. Emphasis is placed bl 


a TET BOS e In the interest of operational 


aetaiea documented form, Where ‘information pe ar _ 
therein is pertinent to the interests or responsibilitiés 
of other United States intelligence agencies, separate, 
detailed dissemination is made. 


Attached is text of first issue of FINAL. Format 
is broken down inte several categories, i.e. Trends, Techniques, 
Targets. As a feature of this issue, we set forth a petspec- 
tivé on the recent arrest of a Soviet on espionage: charges. 
AS a continuing feature, we conclude with section entitled 
"The Line-Up" which tabulates legal presence of hostile intel- 
ligenceé in United States, broken down by countries, “number of 
efficials, known or suspected intelligence officers, pércentage 
of -intélligence officers, number of working wives, and number 


of dependents. 


a FINAL is intended as quality publication for highly 
selective circularization te The White House and other @ssen= 
tial elements of United States intelligence community} a 
will bear classificatio /‘"“Secret — io Foreign Dissemination." 
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Memorandum to Mr. E, S, Miller 
Re; FBI Foreign Intelligence Analysis - United States (FINAL) 


ACTION: 


finished product specifying United States intelligence agencies 
to which FINAL will be directed. 


2. If approved, attached copy should be routed to 
Research Section, Domestic Intelligence Division, for further 
processing as indicated above. (A Trmammewr s4duld bead 
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ADDENDUM: DOMESTIC INTELLIGENCE DIVISION: 3/29/72: ESM:jan;: 


We have had this on the “drawing board" for about 
four months since we feel a need to draw the activities of 
Soviet-bloc intelligence into a perspective whereby a better 

| appreciation for the impact of sucli activities” ean be created 


within the Bureau and in selected offices ou 


I feel we will accomplish this through this decument and 
recommend approval. 


yen 


1. If approved, FINAL will be initiated as monthl | 
publica Appropriate memorandum will be submitted with 
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United States intelligence community a broad perspective of 
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detailed, documented form. Where information containéd herein 
is pertinent to the interests or responsibilities of other 
United States intelligence agencies, separate, detailéd- dis-~ 
semination is made. 
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Oleg Lyalin, officer of the 13th De 
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KGB officer “ 


as 


pleased h the confidential ‘material 
which this agent brought to the méeting 
spoke enthusiastically concerning the future. OutSide 

the restaurant he obtained the material from the agent dnd 
placed it in a briefcase. He gave the agent an envelope con- 
taining $650, and after a cordi 

two separated. Seconds later, was ca 
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The latter half of 1980 also saw the culmination of 
the massive influx of Cuban refugees into the United States-- 
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tasked, but he conceivably could have claimed such tasking to 
alleviate fears o 


The case also brought to the fore an issue 
which is increasingly: becoming a concern of the U.S. 
Government --the to 
stn ~o~the Soviet Union and its: Warsaw Pact.allies.. b6Y 
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offered the individua 


[dare company trade secrets 


and thus proprietary information. A 


compared the to the "recipe for Coca Cola.” 
Needless to say, the is embargoed for 


exportation to the Soviet Union. (U) 


reported the offer immediately to his superiors at 
[who in turn contacted the FBI. From that point on, 


[ dealings with [ as well as other 


computer firms, were constantly monitored by the FBI. In his 
negotiations,| _—_—_—dfreely admitted that he was attempting 


to obtain the kor the Soviet Government. with which 

a 
negotiations wore on, offer escalated first to 
[__fenen finally a (u) 


Eventually, however , [| realized that he 
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He thereupon contacted an employee of a firm housed in the same 
building in which[ __is located, and offered to pay 


‘or the employee contacted yl 
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immediately contacted the FBI, and at this point a UCA was 
interjected into the case. The UCA was introduced _to 


\' He was sentenced on 
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Why the Soviéts would target le eee ee call 


in particular, is explicable. As noted by am official of 


The [of £ered by the 
official explained, "a drop in the bucket," compared to the 
millions spent tyL sd developing this type of 
advanced technology. ‘The prosecution in the case estimated 
the value of the 
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Additionally, delegations from the People's Liberation Army 
(PLA) and the Ministry of National Defense (MND) have visited 
numerous U.S. military installations and defense-related 
corporations with ‘almost a free hand to gain material. An 
interesting note to this cooperation is that 


As part of the modernization program and in tune 


with U.S.-PRC educational exchange initiated in 1978, 
approximately 6,000 PRC students are now in the United States 
studying and doing research in all academic disciplines in 
every region of the United States, 
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INTRODUCTION 


The purpose of this publication is 


overview and analysis of 


Gl SS oe. 
Detailing and analysis of key FBI counterintelligence 
& 
operations is also afforded. This particular issue is devoted 
to the activities of 
1 during the 


first six months of 1980. For purposes of brevity, these 
services will henceforth be referred to as the 
(Cie a el | In the interest of operational and 
administrative security: and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed, 
(IT) documented-forms ~-P&) 
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Aside from thel case, two other significant 
counterintelligence actions, involving double agent 
operations, were initiated against the SIS in mid-1980. In May 
of 1980, the U.S. Department of State (USDS) lodged a strong 
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activities of 
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| rrt—“‘(CCOC*dSS«Oowng the USDS protest, 
[rected by the Soviet Union. ¥Sl 
That same month, the USDS lodged yet another 
protest, this one relating to the activities off | 
(Sh eiipthers 


was also impelled to depart the 
United States. S)_ 


Cuban-American relations during the initial portion 
of 1980 have been greatly affected by the influx of over 
125,000 Cuban refugeés ‘into the United States. The refugee 
exodus is the result of economic, social, and political 
pressures that have been building since 1977. The Cuban 


economy has stagnated,’ and the already austere standard of 

living has deteriorated even further. Additionally, a rapidly 

expanding labor force: has created a labor surplus, and 

incidences of crime, of poor job performance, and of political 
Ui eeottes .. discontent. have.been-on-the- increase: {1&9 
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The Neutralization of an East German Illegal 


As detailed in the "Review" of March, 197 a 
suspected Hast German illegal using the identity, ] 
[ (at the time of publication, for 
security purposes, the name "Schmidt" was used in the article) 
was located in New York City. He was employed by a major 

[nich has, as one of its clients, the 
United States Department of Defense; thus the firm handled 
some classified data. [____————swas married to a woman who, 
although being a naturalized U.S citizen, is a Cuban 
immigrant. 
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INTRODUCTION 


The purpose of this publication is to provide an 


Detailing and analysis FBI counterintelligence 


operations is also afforded. This particular issue is devoted 


(Chen during the 
first six months of 1980. For purposes of brevity, these 
services will henceforth be referred to 


key 
(tj In the interest of operational and 
administrative security and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed, 
documented form. Some of the material contained herein has 
been obtained from other elements of the United States 
intelligence community, as well as the intelligence services 


(UW) ._ of certain friendly, foreign Governments. 0B 


= Jib 


During the initial portion of 1980, relations 
between the United States and the Soviet Union continued to 


deteriorate, largely as a result of the Soviet invasion of 


Within the past year, however, there has been a 
marked decline in Soviet official presence. Due in part to the 
closing of the Soviet Consul General, New York, New York 
(SOVCONY) 

Soviet presence has declined from 1,222 
in. Jume, 1979 to 1,116 in June, 1980. Furthermore, within the 
past year there has been a decrease in Soviet east-west 
exchange visitors to the United States, as well as a marked 
decrease in Soviet merchant shipping docking in U.S. ports. 


(gy 


Cuban-American relations during the initial portion 
of 1980 have been greatly affected by two central elements~-a 
stepped up anti-American propaganda campaign by Cuban leader 
Fidel Castro and the influx of over 125,000 Cuban refugees into 
the United States. A stimulant to Cuban anti-American 
propagandizing has been a perception by Castro that U.S. 
hostility towards Cuba and the Soviet Union is escalating 
dangerously. 


The refugee exodus is the result of economic, 
social, and political pressures that have been building since 
1977. The Cuban economy has stagnated, and the already austere 
standard of living has deteriorated even further. 
Additionally, a rapidly expanding labor force has created a 
labor surplus, and incidences of crime, of poor job 
performance, and of political discontent have been on the 
increase. The exodus will, however, probably result in only 
temporary alleviation of pressures on the Cuban leadership 
since the country's basic economic problems are not being 

I dailies addressed and will continue to cause trouble for Castro. 0S) 
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In February, 1980, the Government of Canada declared 


Assistant Military Attache 
Persona Non 


Grata (PNG), because of the Soviet's persistance in abusing 
their diplomatic status by conducting espionage activities. 
Concommitant with the PNG action, the Canadians released a 


statement for the press which detailed the abuses of the 
Soviets: 


"The case involved a citizen of the United States, 
employed in a sensitive position in the U.S.A., who 
was in contact with the Soviet Bnbassy and tasked to 
obtain information. The R.C.M.P., with the cooperation 
of the FBI, monitored the case and, with the help of 

a U.S. citizen, determined that over a period of some 
sixteen months the Soviets met clandestinely with the 
U.S. citizen, using traditional signal arrangements 
and dead letter boxes, in the Ottawa area, where 
exchanges of information and money took place." 
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INTRODUCTION 


The purpose of this publication is to afford an 


Op Rr .overview...and.. analysis.of- 


ailing and analysis of key FBI counterintelligence cpera- 
tions and operational techniques is also afforded. ‘This 
particular issue is devoted to the activities of 


during latter seven months of 1979. For 


purposes of brevity, these services will henceforth be 
[C] ------referred..to.as In 
the interest of operational and administrative security and 
acknowledging the need-to-know principle, information is not 


During the latter part of 1979, relations between 
the United States and the Union of Soviet Socialist Republics 
were undermined by a number of developments, the most decisive 
of which was, of course, the Soviet invasion of Afghanistan. 


which was dramatized in the fall of 1979 by publicity 
surrounding the publication of The Fourth Man, by Andrew 
Boyle. This book explores the lives of the infamous Englishmen 


SEERET™ 


who spied for the Soviets, Kim Philby, Donald Maclean, Guy 
Burgess, and Anthony Blunt, who were recruited to the Soviet 
cause when they were students at Cambridge University in the 


1930s. KSi 
LT CI-1 Unit Chiefs. 


As reported in the Review" of March, 1979, Poland 
was the first among Eastern European nations to attempt a 
special relationship with the United States. Poland has held 
most-favored-nation status (MEN) since 1960, and trade between 
Poland and the United States has increased steadily. 
Unfortunately for Poland, its economic standing in the 
international commmity has been wumdermined by heavy 
indebtedness to the West, including the United States. Polish 
diplomatic efforts in the United States are thus centered 
around fostering trade and, in general, cultivating good 
relations between the two nations. In light of Poland's 


positive stance_towards the United State S 


surprising that 


bl 
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The current leadership of the People's Republic of 
China has launched @ multibillion-dollar program to acquire - 
Western machinery and technology to help modernize their 
nation's primitive industrial base. The program was initiated 
in February of 1978, when Chairman Hua Guofeng announced that, 
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as the initial stage of the modernization plan, 120 major 
industrial projects were to be completed under a ten-year 
(1976-85) economic plan. To achieve the ambitious 
construction and production targets of the plan, massive 
infusions of Western technology and equipment will be 
required. The long-range objective of the program is to propel 
the Chinese economy to "front line’ status by the year 2000. 
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There has long been a question over the placement of 
homosexuals in sensitive positions, mainly because it has heen’ 
held that homosexuals are particularly vulnerable to 
compromise and recruitment! 


Generally speaking, the homosexuals present an 
opportunity for recruitment that cannot be overlooked 


[am indivicuat employed in a 
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combined with financial distress, drug or alcohol addiction, 
employment dissatisfaction, or marital discord are a few of 
the possibilities that may prove to be a deciding factor in a 
recruitment approach. The posture of the SIS vis-a-vis the 
homosexual was discussed by John Barron in his book, "KGB: The 
Secret Work of the Soviet Secret Agents" (Reader's Digest 
Press, 1974). Barron noted, that “contrary to popular 
supposition, the KGB is not primarily interested jin 
homosexuals because of their presumed susceptibility to 
blackmail. In its judgment, homosexuality often is 
accompanied by personality disorders that make the victim 
potentially unstable and vulnerable to adroit manipulation. 
It humts the particular homosexual who, while more or less a 
functioning member of his society, is nevertheless 
subconsciously at war with it and himself. Compulsively 
driven into tortured relations that never gratify, he cannot 
escape awareness that he is different. Being different, he 
easily rationalizes that he is not morally bound by the morals, 
values and allegiances that unite others in commmity or 
society. Moreover, he nurtures a dormant impulse to strike 
back at the society which he feels has conspired to make him a 


SECRET 
only one of many factors that are considered. Homosexuality, 
secret leper." (U) 


105-271060 
There have been a number of cases in history of 
EG ee ~-~modern . espionage ~ vherethe recruited[ | agent was a ce 
homosexual. Perhaps most notable were the tm 


Of these 
ree individuals, homosexuality played a pivotal role in the 
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Your publication, EBL-Fereign-Counterintelligence’ Review, which is 

; HON a petianavent 

periodically disseminated by your office, has been of great value to 

this Directorate. In order for more of our senior counterintelligence 
personnel located at Fort Meade, Maryland and Arlington Hall Station, 
Arlington, Virginia to benefit from this excellent publication, we ou 
| require an increase in the number of copies received by this 


ae ra oy 
‘Directorate from three (3) to five (5). GS-7 da, a YF 


Sincerely, 


UNITED STATES GOVERNMENT 
Memorandum 


TO :Mr. W. O. Cregar {ath 4 
gy 
FROM 


PURPOSE: 


RECOMMENDATION : 


personnel. (U) 


ae 
“tet 


Ay 


CONPPDENTIAL, 


UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 


DECLASSIFICATION AUTHORITY DERIVED PROM: 
FET AUTOMATIC DECLASSIFICATION GUIDE 
DATE O3-c8-2011 


To recommend approval of attached publication, 
\FBI Foreign Counterintelligence Summar 


K . e s t 
within the FBI. (0) . ra 
A ee eeeeserenmetinenrimtntinrenteammenernenmmirmreiieemmert 


e.uuMme Le 


APPROVED: 


Director 
Exec. AD-Inv, 


Exec, AD-Adm, 
Exec, AD-LES 


DATE: 


Fam. FOREN ENTELLIGENGE ANALY TI 
SUBJECT: PB'y FOREIGN COUNTERINTELLIGENCE SUMMARY 


for dissemination 


ree, 198 


~ Adm. Serv, 


Crim. Inv, 


Ident. ‘fh 
Intell, : “* 


Laboratory 


2/13/80 


Assoc. Dir. 
Dep. AD Adm. 
Dep. AD Inv. 

Asst. Dir.s 


Adm. S€1VS. wre 


Crim. Inv. 
Idont, 
Intell. 
Laboratory 
Legal Coun. 
Plan. & Insp. 
Rec. Mgnt. 
Tech. Servs. .- 
Training 
Public Affs. Off. —_ 
Telephone Rm. 
- Director's Seely cm 


Cpe 


ac 


That attached publication be approved and disseminated 
internally to 59 field offices and appropriate Headquarters 


Legal Coun, 
Plan, & Insp. 
Rec, Mont. 

Tech. Servs, 


Training 


Public Affs, Off. 


eae 


“> 
j 


o> 
TID:en!' (7) 


= E 
| 5; ES ; CONF TDENELAL cs 


ed 


eee 


. 
tel ubke Soe 


— 
» # a 


“Buy U.S. Savings Bonds Regularly on the Payroll Savings Plan 


ou 


Enclosure (CONTINUED - OVER) (4 
65-74480 38 " i 

GEEA lp S Vga "oO “i 
1 - Mr. 1 - Mr. av H. Geer 


13, 


b6 


lL ~ Mr. oe 
1 = Mr. a st tenella f 


MAR 26 1980 


2000 


FBI/DOJ 


Security Review of Agent Operations 


by Intelligence Officers 45 
45 
V. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 47 


a 


b6 
b7C 


The purpose of this 
Pipoaeaens overview..and... 


ublication is to afford an 


INTRODUCTION 
{ —analysis.-of-- 


ailing and analysis of xey FBI counterintelligence opera- 
tions and operational techniques is also afforded. This 
particular issue is devoted to the activities of 


during latter seven months of 1979. For 
purposes of brevity, these services will henceforth be 

ie) eferret toss[ dn 
the interest of operational and administrative security and 
acknowledging the need-to-know principle, information is not 
set forth in specific detailed, documented form. Some of the 
material contained herein has been obtained from other 
elements of the United States Intelligence Community, as well 
as the intelligence services of certain friendly foreign 

(I isererctet Governments. 08) 
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During the latter part of 1979, relations between 
the United States and the Union of Soviet Socialist Republics 
were considerably undermined by a number of developments. In 
late August, an incident occurred which sparked emmity between 
the two states. Soon after 
defected in New York City, 
escorted by Soviet officials to a departing Aeroflot flight 
for an immediate trip back to the Soviet Union. Since it was 
not known whether or not [nas being coerced into leaving 
the United States, the U.S. Government prevented the airliner 
from departing Kennedy International Airport. For three days, 
controversy ensued, until the Soviets allowed American 
officials on board to interview the defector's[ | (U) 


U.S.-Soviet relations became further strained when 
it became disclosed that a Soviet combat brigade, made up of 
over 2,000 troops, was stationed in Cuba. The Soviets 
contended that the brigade had been in Cuba since the early 
1960s, and was used strictly for training purposes. The U.S. 
Government differed with this contention, as elucidated by 
President Carter on October 1, "there is a high degree of 
confidence that it is not a wit with a primary purpose of 
training Cubans," The U.S. Government entered into 
negotiations with the Soviets and attained assurances from the 
Soviets, that, among other things, the ''umit in question is a 
training center; that it does nothing more than training, and 
can do nothing more." To help insure Soviet cooperation, the 
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United States took a number of steps, which included an 
increase in surveillances of Cuba and the expansion of 
military maneuvers in the region. (U) 


But, by far the most decisive event to affect U.S.- 
Soviet relations adversely occurred, of course, in late 
December, when upwards of 85,000 Soviet troops poured into 
neighboring Afghanistan, to help consolidate the establishment 
of a pro-Soviet regim 


President Carter reacted to the Soviet 


invasion with a number of moves, including the postponement of 
consideration of the Strategic Arms Limitation Treaty (SALT 
II); the halting of grain shipments to the Soviet Union; and 
the consideration of a U.S. boycott of -the 1980 Summer 
Olympics, which are scheduled to be held in Moscow. (U) 
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As reported in the "Summary" of January, 1979, 
Poland was the first among Bastern Eurepean nations te attempt 
a special relationship with the United States. Poland has held 
most~favored-nation status (MEN) since 1960, and trade between. 
Poland and the United States has increased steadily. 
Unfortunately for Poland, its economic standing in the 
international commmity has been undermined by heavy 
indebtedness to the West, including the United States. Polish 
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diplomatic efforts in the United States are thus centered 
around fostering trade and, in general, cultivating good 
relations between the two nations. 
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OFFICE OF THE DEPUTY UNDER SECRETARY OF DEFENSE 
WASHINGTON, D. C. 20301 
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I-02331/ 80 
me 26 
POLICY REVIEW FEDERAL: GOVERNMENT FEB 1980 
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, (BE MEMORANDUM FOR THE ASSISTAN IRECTOR, INTELLIGENCE DIVISION 
FEDERAL BUREAU OF INVESTIGATION on 
SUBJECT: 6 
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I Foreign Counterintelligence Review 
opimaactacniaianitin ee Peenh Come meee, 


eae 


Yo is 
the fn Foreign Counterintelligence Review has come to our 
at#ention as being a document that would be most useful to 
in the execution of our responsibilities both as 
rogram Manager for the DoD FCI Program and in our overall 
f policy making capacity for Counterintelligence within the 
/ Department of Defense. 


We would appreciate being added to your distribution list 

and, in addition, it would be most helpful if you would 

provide us copies of previous issues. \ 
a” ra 
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‘L. Britt Snider 
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“4. Director for Counterintelligence 
l and Security Policy ae Uy) 
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Washington, D. C. 
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- Directorate of Countefintelligence | 
From: William 0. Cregar, Assistant Director aa | 
Subject: REQUEST FOR RELEASE OF INFORMATION | | j hae Weg | 
\ : wie ‘ ie thy r , : | 
Reference is made to your letter dated December 3, 
1979, captioned "Release of Information," your reference < 
IVOA, (U) aL | 
We interpose no objection to your reprinting j 4 
in the "AFOSI Quarterly Counterintelligence Brief" the omy | 
article and photographs entitle bl 
ES re as sanitized = 
ain e enclosure to re 7 It is understood Ne 
J] that the” "Spexrat" classification willbe maintained. — 0&) 
oe a 
Your attention is invited to the final paragraph ae 
of the text of the article which makes reference to “pages a 
55 through 59" of the FCI Review. It is expected that you = 


will desire to change this reference. (U0) 
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Commander 
Office of Special Investigations 


Note: 


In the October, 1979, edition of the "FBI 
Foreign Counterintelligence Review" appeared aforementioned 
article which described a double agent operation whi 
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copy o @ article and requested permission to reprint 
it in its "Quarterly Counterintelligence Brief" which 
is designed to provide USAF commanders worldwide 
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OFFICE OF THE SECRETARY OF THE TREASURY 
WASHINGTON. D.C. 20220 


FEDERSS, GOVERIAENS, October 24, 1979- 


REGAR 
ASSISTANT RIRECTOR, INTELLIGENCE DIVISION 
FEDERAL BUREAU OF INVESTIGATION 


The Secretary of the Treasury has forwarded the copy of subject 
publication to my office, which is responsible within Treasury for 
liaison with the intelligence community. We have found the publication 
of definite interest to our office and selected officials in the 

Office of the Assistant Secretary for Enforcement and Operations. 


I am sure the publication would also be of definite interest to 
the Director of the Secret Service. Because of the physical separation 
of our offices I would very much appreciate your sending a separate 
copy directly to him at Secret Service headquarters, 1800 G Street, N.W., 
on a regular basis. 


I would also suggest that future copies of this and similar ‘ Eo ; 
[ publications be sent directly to my office in Room 4324, Main Treasury ° 
Building, since it is our responsibility to see that the documents are 
Made available to Treasury officials on a need-to-know basis. Y 
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INTR ODUCTION 


The purpose of this publication i 


semiannual basis, an overview 


Detailing and analysis of key FBI counterintelligence operations is 
“> also afforded. In the interest of operational and administrative 


security and acknowledging the need-to-know principle, information 
is not set forth in specific, detailed documented form. Comments 
and queries regarding this publication are welcome 

addressed to FBIHQ, Intelligence Division, Attention: 

CI-3 Section, B Unit. 
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The expulsion of nearly 150 Soviet officials worldwide in 
1983 was directed primarily at those engaged in S&T intelligence 
collection. Many of those expelled, including two from the 
United States, were KGB Line X officers. These expulsions, even 
when coupled with strained U. S. - Soviet relations, do not appear to 
have had a significant effect on Line X activities in the 
United States. It would seem that there would be a disruptive effect 
upon SIS operations when a KGB officer is forced to depart 
unexpectedly, since it frequently requires several months to arrange 
for a replacement. The FBI has, however, not detected any activity 
which might be construed as compensating for the expulsion of an 
officer. This may be explained in part by the fact that the broad 
S & T requirements can often be satisfied through the acquisition of 
unclassified information. Furthermore, targeted material can be 
acquired outside the United States under more favorable operating 
conditions, or inside the United States by Warsaw Pact intelligence 
services. 


Active Measures 
Active Measures 


During the first week in July, 1984, allegations surfaced 
that the Ku Klux Klan (KKK) had sent a letter to the Olympic 
Committee of Zimbabwe, threatening violence against its Olympic 
teams. Shortly thereafter, similar letters containing threats, racist, 
and derogatory language were received by other African and Asian 
countries. Countries known to have received the letters are Ghana, 
Mali, Cameroon, Senegal, Uganda, Nigeria, Zambia, Zimbabwe, 
Liberia, Sri Lanka, Bangladesh, Hong Kong, Malaysia, South Korea, 
Philippines, Burma, Japan, Singapore, and the People's Republic of 
China (PRC). 


Top-level leaders of the different factions of the KKK 
were interviewed by the FBI. They categorically denied any 
knowledge of the letters and pointed out many discrepancies in the 
logo appearing on the letters. 


The words and phrases used in the purported Klan letters _ 
are not colloquial English and are characteristic of nonnative use of 
the English language. In addition, the timing of the mailing of the 
letters to coincide with the visit of Secretary of State Shultz to 
Malaysia is indicative of a desire to make the most of these 
circumstances for propaganda purposes. During this visit, Tass 
published an article Saying that the KKK has "expressed in an 
extremely base manner what the architects of American Policy have 
in their mind." The article said that the Reagan administration "has 
mounted such ferociously anti-socialist activities as has made 
Participation of sportsmen from Socialist countries in the Los 
Angeles Olympics impossible." 


It is clear that the news release was part of a 
preconceived plan on the part of the Soviets to immediately 
publicize material that would support their decision to boycott the 
Olympics and imply that the letters are in some way connected with 


President R eagan's foreign policy. 
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In [ a separate but seemingly related 
espionage matter_came i FBI. Through 


the Central 
Intelligence Agency (CIA), the eee of Justice (DOJ), and 
then the FBI were a 


information he would supply to the U. S. Gov. is_illeoa] 
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to insure a continued dialogue. 


This was accomplished by the 


, They were in the form of 
etailed but anonymous depositions whic 


transcribed 
from cassette tapes. 


The depositions were quite detailed but 
frequently rambling in style. Most Tene 
one of the depositio 


however, based upo 


California. Thus, the first goal of the FBI 


investigation had been accomplished with the identification of 


Further investigation revealed th 
maintained 
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All the pieces of the investigative puzzle seemed to fit. 


For arrest purposes, it was 


flagrante delicto with classified 
material, or at least locate documents in his possession. 


now necessary to catch 


The FBI's technical coverage provided the answer 
problem. 


ore 
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In conclusion, U. 


S. army analysts have described the 


damage caused b e involvement with thel 


espionag $ 
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Within a month of the murder, FBI investigations had 
cts all of whom belonged to the 
Further investigation revealed that officers of 


develo ed five 5 


had been in contact wit and had tasked 


&ang members to murder had received 


information tha 


Eventual] e Governmenf | 
a complicity in the murder Plot, all of 


whom were tried and convicted on char 


Although _ the Government denied any 


involvement in the murder of the incident has become a Cause 
celebre, and has Spurred protests from members of the United States 
Congress and the Chinese-American community. 
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Neutralization of ent 


investigation also spawned the arrest inf | 


[ of [aa U.S. citizen, on charges of 


espionage, and also led to investigations (some of which are still 
ongoing) of several! other individuals. 


The investigation was initiated in 


The period during which he sold the documents 
occurred during the 1970s. The woman reported tha 


Served as a conduit through which the documents were passed to the 


= 


In the course of an interview, the 


~ 29 
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After [__]departure, the [__ explained that the 


During the interview with the FBI, the woman recounted 
other suspicious ‘activitiés on the part’ of 
Several years ago, while th 
which was similar to that 
used byl __|during his visit. Further, during another visit to the 


had given a 


A 
security service of th was then contacted regardin 
§ 


and the response of theL = tended to corroborate the 
woman's allegations. As earl had been 


investigated by the suspected espionage 


activities. From that point on th cooperated in the 


FBI investigation o 
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Thel____________________ regarding the 
allegations off sd He firmly denied any of the charges 
and countered by stating that[_ 


Fortuitously, shortly after the interview it was learned 
‘that the [ 


[under monitoring by the FBI, a meeting was duly 
At this rendezvous] _—_—| was quite voluble, giving 


arranged. 


Based upon what was learned in this meeting, it was 
decided to set up a double agent operation, sd 


nse ec epee nese 


[_____] It was further decided to introduce a UCA into the 
operation. The UCA would impersonate A —SC—=id 


Through the end off the woman communicated with 
[iby telephone, and mentioned to him that she had a 


for the document and departed the 
scene of the meeting, whereupon he was placed under arrest. 


There.were a.number of spinoffs of'thd —_|case. 


The one which had the most tangible results was the neutralization 
and arrest by ______ authorities off al U.S. 
citizen and civilian employee of the U.S. military, for supplying 
military documents co awaits trial in 


The[SSSSS—=s arn’ other military personnel who 


allegedly supplied documents t{__ admitted being acquainted 
with the [| but strongly denied compromising any classified 
data. The fact that rd was not cooperative with the 
prosecution assured that no further convictions would evolve from 
his arrest. 


The most significant aspect of the case is its degree of 
sophistication, which demonstrated once again the high level of skill 
of which the [betes are capable. [_]operated, 
almost without detection, in excess of 15 years, and the precise 


number of servicemen compromised by thel___| will probably 
never be known. The modus operandi executed bf | was 


SECRET— 


quite ingenious. Although af may seem innocuous, it 


could serve as an excellent setting for spotting, assessing, and 


recruiting agents. like local taverns, oftentimes 
take on the form of a "club-house," where individuals can socialize. 
This is apparently what was to U.S. 


also provided a service that is needed by 


The case also demonstrates the potential security 
problems caused when hundreds of thousands of American troops, 
most poorly paid, are stationed in a foreign setting. It is interesting 


to note that, if long career of espionage, few American 
servicemen reported his activities. 
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[| The source also reported that the classified inf rmation 
vas furnished to the[__ no ha 


United States citizen, was sentenced to 


FBI investigation ha 


espionage purposes 


result of his espionage activities with 


The FBI learned in that sensitive classified 
information concerning the had been 


compromised to the[__] The information was received from a 
confidential source who at that time was a 


(This fact was disclosed in the 
affidavit and subsequent court documents after arrest and 
arraignment; the source has since been 
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According to the source, the introduction of the 


American was brokered by an individual name ae 


b 7 
The FBI had previously investigated due to his alleged 
involvement i to the Soviets and Soviet 
Bloc countries. After an extensive oon it was eventually 


decided to proceed with an interview of On 
was interviewed by the FBI and denied any knowledge of 


involvement in the [to a hostile country. 
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INTRODUCTION 


The purpose of this publication is to provi 


Detailing and analysis of key FBI 


counterintelligence 
operations is also afforded. In the interest of operational 


and administrative security and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed 
documented form, 


Comments and. queries regarding this 
publication are welcome and: may be addressed to FBIHQ, 
(T] intelligence Division, Attention: oe BA. TOK 


NOTE: The information contained in this study is current as of 
August 1984, 
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(3), 


Tn. 


n the United States. went 
was learned by the news media; 
but in early[ Jan unrelated FBI investigation developed 
information that several pro-PRC Chinese- j 


It is not clear that the Chinese-Americans planned 
this at the behest of Chinese diplomats, but investigation 
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indicated that some PRC diplomats were at the least aware of 
Government also became involved 


(3). 


(5), 


Since the closure of most Nicaraguan Consulates in 
June 1983, the NIS appears to be utilizing the Nicaraguan 
Solidarity groups more extensively, The groups most 
frequently used are the Committee in Solidari ty with the 
People of El Salvador (CISPES) » the National Network in 
Solidarity with the Nicaraguan People, and various local 
groups. The above two groups seem to be specifically designed 
to influence U.S. policy and public opinion on Central 
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America, The National Network in Solidarity with the 
Nicaraguan people is funded in part by contributions from 
approximately 60 local groups, churches, and public 
foundations. CISPES is a federation of approximately 300 
local organizations which support the Salvadoran opposition 
through demonstrations, teach-ins, and publications. They are 
active on university campuses and are supported by individual 


. contributions and foundation grants. 
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bi 


Silicon Valley 


The Silicon Valley, an area of high technology in 


Santa Clara County near San Jose, California is of continuing 


than 300 firms in this area that have DOD contracts and have 
personnel with. national’ security clearances and facilities 
approved for maintaining national security classified 
information. These manufacturers produce a large portion of 
American high-tech material, such as semi-conductors, guided 
missiles and space vehicles. They also produce engineering 
and scientific equipment and Surgical and medical instruments. 


a ace 


major military facilities located near the Silicon Valley 
area, Such facilities include Moffett Field: Naval Air Station 
(anti-submarine warfare regional center), U.S. Air: Force _ 


Facility, Sunnyvale (satellite servicing. center), Defense. 


Language Institute (DOD Language Training Cénter), etc. 


Also located nearby are research and/or educational 
institutions involved in classified or highly technical 
studies, Such institutions include Stanford University, 
Stanford Linear Accelerator Center, NASA-~Ames Research Center 
and the Monterey Institute for International Studies. 
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DEVELOPMENTS IN COUNTERINTELLIGENCE 


t 


EXPULSIONS OF SOVIETS 


According to public accounts, host governments have 
expelled at least 135 Soviet officials for inappropriate 
activities during 1983, a sharp increase from 49 in 1982 and 27 
in 1981. Most were expelled from countries (United States, 
France, Italy, Treland, Japan, Canada, Thailand, Great 
Britain, West Germany, Norway, and Spain) for engaging in 
‘traditional forms of espionage. Others were expelled for 
active measures operations involving the West European 
antinuclear movement (Switzerland, West Germany). Because 
many governments prefer not to publicize such expulsions, the 
total number of expellees may be higher than the public record 
would indicate. 


During the past year or so, eight Soviet officials 
were expelled from the United States for attempting to acquire 
classified information. A brief synopsis of these cases is 
presented below: 


y FBI Agents as he met with a U.S. citizen who had 


access to informatio i 
| who was 


attempting to obtain classified information, voluntarily 


departed the United States of sate a protest 


by the U.S. Government. 
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| | 
While assigned as 
retrieved a package from a dead drop 


in a rural area of He was 


detained by the FBI. The package was recovered and found to 
contain photographs of classified U.S. Government do Se 
He was expelled by the State Department . 


While assigned to the 


initiated an approach to 
and attempted to secure a 
highly classified document. He was expelled by the State 


Was assigned as [ 


was the primary 


handling officer of a U.S. citizen assing classifi 
documents to the Soviets io: ne TE 
[was quietly recalled afterf sd who 
serviced a drop in this operation, was confronted by the FBI. 


confronted 


as he met with an 
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FBI asset in a restaurant parking lot nf sd bIC 
The asset was in the process of delivering a classified 
[ 


was declared PNG. 
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White assigned asd 
initiated contact wit 


and asked this individual to obtain specific 


classified/restricted military-related documents. [jet . 
wit obtained the required documents and was 


confronted by FBI Agents. The documents were retrieved and 


—_ was expelled by the State Department of | 


a 


While assigned as 
as observed by 
the FBI removing material from a Clandestine dead drop as part 
of a Soviet intelligence operation. He was expelled by the 
State Department on 


he FBY interdicted a clandestine 


being handled b 
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Residency in New York, ietly departed the 
United States for Moscow on —— before any formal 
PNG action could be taken against him. While the Soviet 
Embassy in Washington, D.C., has been orally informed that 

activities in the United States were considered by 
the U.S. Government to be incompatible with his diplomatic 
position, there has been no publicity given to this incident to 


date. 
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An individual assigned to the U.S. Navy a 

had contacted the SMO, in Washington, D.C. on 

and twice again on the afternoon of 

He indicated that he possessed a security 

clearance and had access to highly classified material, and 

wanted to arrange the transfer of that material to the Soviets. 

Due to the fact that] was in the U.S. Navy, liaison was 

immediately established between the FBI and the Naval 
Investigative Service (NIS). 


Investigation ascertained that was employed 
as an in the U.S. Navy, 
with the 


a "Top Secret" clearance and extensive access to sensitive 
compartmented information concerning 


It was next decided to approach{ | with a 
operation, in an attempt to determine precisely 
how determined he was to sell classified data. 


io ee 


[_|was taken into administrative custody by NTIS. 
In a general court martial that followe 


After the court 


During extensive interviews conducted by the FBI 
and Nts,[ __ladmittea that he had contacted the Soviets with 
the objective of obtaining money. He fully intended to sell 
highly classified, sensitive, compartmented information to the 
Soviets, and had considered defecting to the Soviet Union as 


early as also admitted that he had 
considere 


A polygraph examination of 


THE ARREST OF AN 


On 


was arrested by 
the FBI and indicted on charges of e 


in the United States. 


had previously been spotted 
and assessed in a classic recruitment scenario, 


encouraged[ C~“‘(CNCCC#diON:«Obtaiin employment with a 


firm which held contracts with the DOD. Instead, the American 


obtained employment wit 
continued to task the 


American to obtain unclassified documents. 


Referral /Consult 


| 


¢ 
’ American passed classified U.S. Gov nt documents to 
: ee ee 


these docimerts. 


: m[ tasked the American to 


provide classified doctments on the subject of 
During the next meeting at 
restaurant, the American student passed 


pon exiting the restaurant, was arrested and 
subsequently indicted on charges of espionage. 


Our investigation of 


We assisted the 


in their investigation 


prime suspect while 


The damage assessment of thf affair has not 
been fully determined. It is clear, however, that[(_ was 
passing classified documents concerning] | national 
security and foreign affairs to the KGB. 
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counter in 
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Another key development is that since January, 1983, 
a total of about 70 Soviet officials. (including 47 from France) 
have been expelled from countries of the industrial West, as 
well as, one fran Japan——the first time a Soviet had been 
expelled from that country for espionage since World War IT. 
Multiple, seemingly coordinated expulsions will perhaps compel 
the Soviets to be. less aggressive in their intelligence 
‘activities. In the case of the United States, this‘ will 
perhaps apply to.s&T collection ‘and active measures (see 
Section IV for Tore ‘information On exptllsions). Based on past > 
| experience, we would expect Soviet inteLligehce officers to 
exercise caution in continuing intelligence related contacts 
and to institute selective counterintelligence and security 
measures to test their sources and developmental contacts. Tt 
is expected that Soviet intelligence officers will resume 
their aggressive collection activities with little change in 
their methods once the current expulsion issue cools. 


Tq ato Saw the culmination of an 
operation that resulted in the neutralization of an individual 
who could have been developed into a. useful agent by the 
Soviets. The case was initiated when an individual. was 
detected making contact with the Soviet Military Office (sv0), 
Washington, D. C. The individual indicatea that -he had access 
to highly classified data he was willing to sell to the 
Soviets. 


Investigation identified the potential agent as 

& member of the United States Navy who 

did in fact have access to sensitive information. was 
eventually apprehended (before passing any data to the 
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Soviets) and in 
unauthorized contact with the Soviets. 


The case is very much 
sinilar to the recent case involving = 


(see the last issue of the "Review;" a more detailed account of 
thel ease Will be included in Volume X of the "Review") . 
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Counterintelligence Actions. ” 


During the past year a significant number of 


counter intelligence actions were initiated againsf 
some of which involved the expulsion of IOs. ‘They are as 
follows: 


Soviet Intelligence Services 


Referral /Direct 
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INTRODUCTION 


The purpose of this publication is to provide, on a 


semiannual basi 


an. 


Detailing and analysis of key FBI 
counterintelligence operations is also afforded. In the 
interest of operational and administrative security and _ 
acknowledging the need-to-know principle, information is not 
set forth in specific, detailed documented form. Comments and 
queries regarding this publication are welcome and may be 
addressed to FBIHQ, Intelligence Division, Attention: | | 
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Another key development is that since January, 1983, 
a total of about 70 Soviet officials have been expelled from 
countries of the industrial West, including one from Japan-- 
the first time a Soviet had been expelled from that coutry for 
espionage since World War IT. Multiple, seemingly coordinated 
expulsions should send the Soviets a Clear message that their 
intelligence activities have exceeded acceptable levels. In 
the case of the United States, this message applies to S&T 
collection and active measures (see Section IV for information 
on this topic). Based on past experience,. we would expect 


Soviet intelligence officers to exercise caution in continuing .. 


intelligence related contacts and to institute selective 
counterintelligence and security measures to test their 
Sources and developmental contacts. It is expected that - 
Soviet intelligence officers will resume their aggressive 
collection activities with little change in their methods once 
the current expulsion issue cools. 
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In early 1983, officials at the U. S. Department of 
State (USDS) formally protested the type of activity described 
above to a senior official at the PRC Embassy. In a separate 
incident, USDS officials also protested the activities of a 
San Francisco Consulate official (see Section IV for more on 
this topic). 


hé 
was sentenced tds (see Section IV). As a b7c 


result of this incident, the FBI anticipates that thy jails 
revert to its practice of avoiding meets in the United States. 
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Two known CuIS IOs were expelled for their 
involvement in clandestine intelligence activity (see Section 
IV). In addition, the U. S. Department of State has recently 
imposed a 25 mile travel restriction on offictal Cuban 
representatives assigned in New York City. It is speculated 
that such a move will force Cubans to arrange for more 
clandestine meets in New York City. 
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GOC involvement in narcotics trafficking has enjoyed 
tremendous media attention in recent mant hs, Various 
allegations have surfaced which indicate that the GOC has 
provided safe haven in Cuba to narcotics traffickers in 
exchange for a service charge and to some extent, the support 
of guerrilla insurgency in Latin America. 


In examining the. available information/allegations 
regardin g the likelihood that the GOC is involved in narcotics 
trafficking, it must be Said that there are ample motivations 
for the GOC. to become involved: a desire to support insurgency 
in South and Central America; a dire need to obtain hard 
currency to offset economic woes; and possibly an attempt to 
subvert U. S. society by making narcotics mare readily 
available. 


Various reporting suggests that the GOC is certainly 
capable and willing to engage in illicit narcotics 
trafficking; however, the bulk of reporting regarding the GOC 
role stems from individuals Closely associated with one 
particular case and does not further establish a widespread 
Cuban involvement. 


Alt hough many drug-traffickers in the Miami area are 
of Cuban extraction evidence is not available to indicate that 
these individuals are operating in concert with the GOC. 
Investigations are continuing regarding certain individuals 
who have been implicated as part of the Cuban j 


eR sae 


In the overview, we can speculate that the GOC has 
participated ‘in and benefited from “Rarcotics .trafficking 
t lroughout the Caribbean. ‘Considering the proximity of Cuba 
to the United States, the increasing volume of narcotics 
activity in the Caribbean, and the potential benefits to the 
GOC fran its participation, it appears feasible and likely 


that the GOC's involvement will continue. 
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policy posture maintained by the United States vis-a-vis 
Poland. Finally, there has been some very recent targeting 
related to Poland's ongoing financial crisis. Efforts have 
been made in Washington and New York City to determine 
American views regarding the ability of Poland to meet its 
massive debts. 
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INTRODUCTION 


The purpose of this publicati 
overview and analysi 


operational and administrative 
security oe acknowledging the need-to-know principle, 
information is not set forth in specific, detailed documented 
form. Some of the material contained herein has been obtained 
from other elements of the U.S. Intelligence Community. 
Comments and queries regarding this publication are welcome 
and may be addressed to FBIHQ, Intelligence Division, 
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The case demonstrated clearly the substantial amount 
of money the Soviets are willing to pay for this type of 
information. This is particularly true when one calculates 
the amount expended by the Soviets, in terms of what the dollar 
was valued at in the early 1960s. The amount paid] ——_—_|éar 


bl per FBI 


Referral/Consult 


bG per FBI 
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exceeds that given to recruited Soviet agents in recent 
. bl per FBI 
espionage cases (e.g. D6 


b7¢ 


bl per FRI 
Referral/Direct 


In handling [| the Soviets were extremely 
amateurish and ineffective, and this enabled the FBI to blunt 
an operation that could have been very productive for the SIS. 
In this sense, the case is very similar to another recent case 3 
in which a valuable source of information was compromised due 
largely to a lack of security employed by the Soviets. 
(Detailed studies of both thel__Jand cases will 
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A case conducted jointly yo ts—CSSCidY 


involving a businessman named 
and two other subjects illustrates those 
trends. On 


PBI Operation vs. PRCIS Agent 


This investigation was a spinoff of another FBI 
operation which involved an investigation into the activities 
of a Chinese national and resident of the United States who had 
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[Dearne 
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been tasked by the PRC to collect material in the 
United States. To facilitate the collection of the targeted 
material, the individual was instructed to establish a number 
of projects. Initial funding for the projects, which came from 


__ the. PRC. Government,..amounted-to-$250,000.~ 


In providing guidance to the leadership of the 
various projects, the PRCIS established a conduit for 
communications. Investigation revealed, however, that the 
PRCIS were also using the conduit to task agents operating 
inside the United States. Further investigation disclosed 
that the agent was employed at a major defense-related 
institute, held a high security clearance, and thus had access 
to significant, classified information. In commmications, 
the PRCIS stressed to the agent the necessity for maintaining 


‘strict security, since the operation had been productive. [SX . 


At one point, the PRCIS aimed questions at the 
agent, geared to clarify information, which the agent had 
previously provided. The agent was instructed to transmit the 
answers in the most secure mamer possible, i.e. through a 
trusted colleague or a known PRCIS officer assigned to the PRC 
Bnbassy in Washington, D.C. 


As the investigation continued, it was determined 
that the agent was planning to travel overseas, most probably 
to meet with PRIC operatives. Through cooperation with the 
U.S. Customs Service, the agent's luggage was searched as he 
attempted to depart the United States. Inside the luggage was 
found a note containing the above-noted questions, with an 
answer to the first question. Before boarding the airline, 
however, the agent, perhaps "spooked," tore up the note and 


Considering the level of sensitivity of material 
being compromised, it was decided to interview the agent and 
either recruit him or eliminate his access to classified data. 
Thus, the subject was interviewed and, initially, denied any 
knowledge of espionage activities. But he soon ended his 
attempts at denial. He acknowledged that the FBI had done a 
professional job in uncovering his activities, but refused to 
put forth a formal confession. Shortly thereafter, he 


~~ yoluntarily resigned from his position. ~ 


Shortly after this confrontation, it was also 
decided to interview another individual who conceivably had 
knowledge of the agent's espionage activities. After an 
initial period of deception, the individual, who is a native- 
born Chinese, made several admissions. Besides admitting that 
he had arranged for the agent to meet with PRC representatives, 
he also stated that he had received information from the agent 
and had delivered it to a PRCIS operative in Washington, D.C. 
Shortly after this delivery, the Chinese traveled to the PRC 
and met with PRCIS officers, who praised the quality of 
information passed by the agent and gave him the list 


Aside from these cursory admissions, the subject 
refused to supply the FBI with any further information and 
would not agree to testify against the agent. Due to this 
uncooperativeness, measures were taken to force his permanent 
departure from the United States.” 


As for the PRCIS agent, he is now employed elsewhere 
and no longer has access to classified data. At this point, 
one thing is certain--the PRCIS, in a classic espionage 
operation, was able to obtain significant data of great value 
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Neutralization of a ent Operation b6 


ee an FBI investigation, which lasted 


well over two years, culminated whe 

year old employee of the 

was interviewed by Special Agents (SAs) of the Los Angeles 
Field Office. After a lengthy period of verbal maneuvering, 


ee ee ee ee 


during whic] —_| was confronted with the fact that the FBI had 
determined that the{ _kemployee was a recruited agent of the 


b6 
BIC 


Thus ended a 
counterintelligence operation which resulted in the 
neutralization of what had been, for the | | a highly 

[et eeeene productive recruitment....{SX- 


The case_was initiated when information was 
developed that the had perhaps recruited as an agent an 


"After a period of unproductive investigation 
however, it was decided to survey the neighborhood to 
determine if any other likely suspect could be uncovered. 
Since surveillances of had not disclosed much hard 
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evidence of the principal engaging in clandestine meetings 
within the United States, it was also decided to determine 
whic il mployees had traveled abroad, in particular at a 
en aiea | was also-out of the country. (53 


Detailed examination of neighborhood 
quickly disclosed that 


with pertinent access to classified information, lived within 


[and had traveled to 


Europe at roughly the same time that thd —_perative was on a 


Needless to 
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Subsequent investigation of revealed that he 
held a position at 

[de therefore had excellent access to 
Classified data. It was also discovered that had made 
several trips to Western Europe, conceivably to be debriefed 
' by his[| _ handlers. After another trip to Europe if‘ 
it was decided to attempt to bring the case to a 

lena eas conclusion by confronting in an interview. [BC 


In developing a strategy for the confrontation, it 
was decided to approach _| initially along the lines of a 
standard contact case interview, with the interviewing Agents 
questioning the suspect about the activities of 
was quite open about his 

knowledge o: giving information about the 
personal habits, etc. But, as the interview evolved, the 
Agents gradually shifted the focus of the interview td | 
with particular attention being directed tol | overseas 


Se ae em Oe 


(0) “ppayel 
. [___]was then shown surveillance photos of him taken 
in the lobby of a hotel; the photos showed [| standing 
alongside an unidentified individual. on seeing the photos 
' 
then appeared to shift 
(I) inte-a-mood.-of .deep-conscience searching. sl 


The interviewing SAs then changed the direction of 
the interview by broaching the details regarding the defection 
of a highly placed officer and the "shocking" revelations 
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he made to the FBI. 
but then said, 


greeted this initially with silence, 


was then apprised of right to 
counsel, whereupon he paused and reflected for roughly two 
minutes. It was at this point that] | admitted that he had 
done it "for the money." At the conclusion of the interview he 
Signed a statement acknowledging his complicity in acts of 
espionage. Being a commercial representative 


social relationship wit in the latter part o 
In the course of this relationship revealed t 
that he was having financial difficulties. 
financial assistance t{ jin return fo 
jumped at the offer, initially supplying th 
unclassified documents. realized, however, that even by 
supplying [ with unclassified documents, he had 
compromised himself and eventually the [ would request 
Classified material. Inevitably, did begin to 
request classified material, Sa lara on capable of 
‘satisfyin. equirements (see Section II of this issue for 
a_detailed recounting of the information supplied to 

was paid well for his services: in the 


course of the 
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Initially, [__sd]smet’”—=s with = in the 
United States, and supplied the agent with[ === ssid 


From a counterintelligence perspective, a most 
difficult aspect of the case was establishing the identity of 
the agent. The individual originally investigated was, in 
several ways, a very plausible subject, and hence, some 
valuable time was expended unproductively. [_}modus operandi 
in the case, i.e., executing intelligence meetings in Europe, 
also made identification of the agent difficult. The fact that 
thd _ began to execute intelligence meetings overseas meant 
that surveillance of would not have uncovered the 


In relation to] modus operandi in the operation, 
the use of trade as an intelligence cover is by no means 
without precedence. But is in many ways quite 
uique. Usually, an IO operating out of a trade establishment 
can be identified since he is one of the more unproductive 
members of the staff, had, however, made the 


Achievements of this 
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Regarding the overall impact of the case, the 
response of officials to the arrest and conviction will 
probably serve to undermine morale within th 
the arrest of 


The vision of a loyal IO, one who had performed a 
great service to the | state ecruiting a highly 
eect ae cannot help having 


Secondly, the damage assessment which the [was 
forced to undertake as a result of various defections has been 
made more difficult by the neutralization 0 
The [win how have to attempt to determine which 


defector developed by the FBI within the past few years was 
responsible for the compromise of the ae 


operation. ~~ 


= 59 


- 58 - 


waa fo de — soe - ~ ee ae ee ee Se + ce ee te ek ae * wee a * as ~ 


Finally, perhaps the most significant aspect of the ee 
case is ins it helps to demonstrate 


wis Lash g eligi tee Bik oapeceat, 


As yet, it is difficult to determine what impact the 
defection has had on thd _| diplomatic corps or upo 
operations. Due to an internal security crackdown imposed 
upon the official commmity in the United States, 

ersonnel have been close-mouthed about such sensitive 
topics. One thing, however, is certain--the defection of such 
a prominent official is strong evidence of the deep malaise 
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i. That the FCI Review be approved for dissemination 
to all FBI field offices and members of the U.S.° Intelligence 
- Community appearing on the attached dissemination list. 
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Re: Foreign Counterintelligence (FCI) Review 


DETATLS: 


The attached report was prepared by the CI-3A Unit with 
| considerable input Ero the CI~3B Unit. It was coordinated with 
both the CI-1 a 


Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 


The FCI Summary and FCI Review have heretofore been 
disseminated to FBI field offices and appropriate members of the 
U.S. Intelligence Community, respectively. An examination of 
previous issues, however, indicates such a close similarity 
between the two as to essentially constitute a duplication of 
effort which necessarily entails a waste of manpower and 
resources. 


Therefore, it is recommended that only one publication 
be produced, entitled the FCI Review, and that this publication 
be disseminated to both FBI field offices and the 
U.S. Intelligence Community. 
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ey igence operations is 3 also afforded. In the ; 
interest of operational and administrative security and acknowl- 
edging the need-to-kmow principle, information is not set forth 
in specific, detailed documented form. Comments and ea 
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NOTE: The information contained in this study is current as of 
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During September and October, 1986, the U.S. Government 
expelled 80 Soviet officials, the overwhelming majority of whom 
were known or suspected intelligence officers (IOs) and coopted 
agents. The expulsions represented an unprecedented punitive 
action by the U.S. Government and an extraordinary opportunity, 
from a counterintelligence perspective, to regulate the Soviet 
intelligence presence in the United States. 


The September, 1986 expulsion of 25 officials 
from the Soviet Mission to the United Nations (SMUN) in 
New York resulted from Soviet failure to comply with the 
phased reduction of SMUN, Ukrainian, and Byelorussian Missions 
to the United Nations (UMUN and BMJN) personnel ordered 
by the U.S. Government in March, 1986, in response to rising 
national security concerns over the disproportionately large 
Soviet presence in New York and the concomitant increase 
in espionage activity. Based on recommendations from the 
FBI, the U.S. Government selected IOs or coopted agents 
to depart the United States in accordance with the schedule 
for the phased reduction in personnel. 


The mass expulsion of the Soviet Intelligence 
Services (SIS) operatives has had a tremendously disruptive 
impact on Soviet intelligence operations in the United States. 
Soviet capabilities to mumt effective intelligence operations 
were further diminished by the deliberate ouster of many ° 
experienced operations officers, operations support personnel, 
and all en poste officers serving in leadership positions. 
Soviet intelligence ceprations have undoubtedly suffered 
without the benefit of experienced operatives and the guidance 

afforded staff.personnel by veteran officers. 


On March 4, 1987, Jonathan Pollard, a former 
counterintelligence analyst at the Naval Intelligence Support Center 
(NISC), Suitland, Maryland, was sentenced to life imprisonment. Pollard's 
wife, Anne Louise Henderson-Pollard, received a sentence of two concurrent 
five-year terms. The Pollards' convictions and subsequent sentencing 
stemmed from Jonathan Pollard's passage of classified material to the 
Government of Israel over a one~and-one-half year period beginning in 
June 1984. 
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recent case, 


acting as a courier for was interdicted 
at Los Angeles International Ai s Angelés, California bo” 
by U.S. Customs Services agents. was placed under bic 


arrest after a search of[___] luggage revealed three boxes 
containing documents r i 

of activities, 

departed the United States prior to being declared personna non grata 
by the United States Department of State. 


II. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS ig Mate As 
CC LL CLL LD LLL LLL NL GN LLL NLL CCTM Referral/Consult 


eS ee 


Referral/Consult 


b6 
BIC 
intained a isa (officer or 
employee O© an international organization) and, therefore, retained 
only limited immunity. 


=~ B34 ~ 


bo Per FRI 


on charges of espionage. 
brokered at the highest levels of both 


In an agreement 


returned to the Soviet Union So | 
one day atte 


was released from confinement in 

Moscow. The incident clearly emplified the extent to vhich 
the Soviets will act in order to secure the release of an 
intelligence officer not protected by diplomatic immunity 
as well as the dilimma faced by the United States when contemplating 
measures to counter the threat posed by such officers. 
In addition to securing| |release, the arrest of 

was almost certainly designed to warn the United States 
fe) @ consequences of such countermeasures. 
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they could talk. Subsequently, vised that_he 
had been meeting with Soviet intelligence since late 
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in Chicago, Illinois. 


was transferred to the 


met approximately[_—sid 
and continued to provide classified information. 

At the turn 

friend 


over to his 


has been identified as 
a known KGB Line KR officer. 


An agreement was. reached with 
reduce his, sentence by five years in exchange for his complete 
cooperation. 


During the debriefing, 


admitted 


ha 
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allegedly told[ 
that he was mad at "the system" and was “paying them back 
in his own way.” 
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he was in a bad situation with the Russians and they were 
forcing him to do it." Accordin 
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the KGB attempt j 


to provide classified 
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To recommend approval of attached publication, 
"PBI Foreign Counterintelligence Sunmary/Review," for dissemination 
within the FBI and to elements of the United States Intelligence 
Conmunity, as well as the Senate and House Intelligence 
committees. 


RECOMMENDATION: 
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That attached publication be approved for dissemination 
within the FBI and to elements of the United States Intelligence 
Community, as well as the Senate and House Intelligence 
committees, as detailed on attached list. 
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INTRODUCTION 


: The purpose of this publication is to provide, on 
a semi-annual basis, an overview and analysis of bl 


Detailing and analysis of key FBI counterintelligence 


operations is also afforded. In the interest of opera- 
tional and administrative security and acknowledging the 
need-to-know principle, information is not set forth in 
- specific, detailed documented form. Comments and queries 


regarding this publication are welcome and may be addressed 
to FBIHQ, Intelligence Division, Attention: | Se 


NOTE: The information contained in this study is current 
as of November 1, 1986, unless otherwise stated. 


In the United 
States, the Communist Party, U.S.A. (CPUSA), and its front 
groups have been directed to undertake Operations to 
influence the activities of independent peace 
organizations. One objective of the Soviet campaign is to 
influence United States and European peace and disarmament 
Organizations to focus only on the American SDI program, 
while ignoring Soviet strategic defense programs. 


A campaign centered around the U.S./USSR People's 
Peace Treaty (PPT) is one of the more recent Soviet efforts 
to influence the American public Opinion in favor of 
current Soviet foreign policy priorities and to exert 
pressure on U.S. Government officials. to effect changes 
that are favorable to Moscow. This active measures 
campaign is designed to stimulate the collection of 
millions of signatures on a bilingual petition addressed to 
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the President of the United States, the General Secretary 
of the USSR, and the Secretary General of the United 
Nations. The petition was adopted and signed August 8, 
1986, by a joint U.S./USSR delegation. The signature 
gathering part of the PPT will last for a year in both the 
United States and the Soviet Union. 


The stated aim of the ppt campaign is to 
"influence the negotiations in Geneva to speedy and 
substantial arms reductions," along the lines proposed by 
the Soviet Union. The principal control and direction for 
this program comes from the Soviet Committee for the 


Defense of Peace in Moscow. 
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Reliable 


sources 


indicate 


that 
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arrest resulted in a public exposure 


The arrest was significant because it 


(8), 
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BIC 
of a Federal Grand Jury in the 


District of Columbia returned a two-count indictment 


charging 


: —SECRET/NOFORN/URCON bs 


b7C 
| [od to the second part of the 


indictment and was subsequently sentenced tol 
[| in prison. 


indictment was the result of an FBI — 
b7C 
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Approximately 30 minutes later, a black male 


wearing a maroon jacket and carrying a briefcase arrived at 
Ce ee ee 


(During a subsequent interview 


he stated that he visited another Soviet 


establishment, believed to be the Soviet Embassy, on 


[ at which time he provided the Soviets 


with 15 more pages of a document.) 


Investigation revealed that was 


an employee of 


[ 

Ro ae which Secret and Top Secret 
information relating to the national security was provided 
to Congress. asl access to this material. 


On 
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an undercover Special Agent 


this point, was arrested. 


It is significant to note that [| is a 


with a long history of drug-related 


confirmed 


problems. 


When he was arrested for espionage, it was 
determined that he was pressed by a need for money as a 
result of his continued drug use. Among the spate of 
espionage prosecutions that have occurred in the past few 
years, substance abuse played an important role in three 


other cases: 
et al. 


guilty of espionage charges, including the attempt to pass 
classified information to a foreign government, 


The following day, 
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Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 


The Foreign Counterintelligence Review is published 
on a semi-annual basis. 
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COUNTERINTELLIGENCE CASES 


(~~... 


—SECRETNORORN-ORGON—— 


INTRODUCTION 


The purpose of this publication is to provide, on a 


semi-annual basis, an overview and analysis of bl 


Detailing and analysis of key FBI counterintelligence 


operations is also afforded. In the interest of operational 
and administrative security and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed 
documented form, Comments and queries regarding this 
publication are welcome and may be addressed to FBIHQ, 

NO ieee Intel Ligence Division, Attention ype fen BX Bc 


NOTE: The information contained in this study is current as of 
December 1, 1985, unless otherwise stated. 


The Geneva Summit in November, 1985 was the target 
of an aggressive Soviet active measures campaign conducted by 
the Communist Party, United States of America (CPUSA) and its 
front organizations. In response to CPUSA national 
directives, local CPUSA chapters initiated several programs: 


- telephone calling program and letter writing 
campaigns to various Congressmen. 


~ distribution of literature and petitions on 
topics such as nuclear test bans and "Star 
Wars'', 


- attempts to influence and mobilize a broad 
movement within church groups, unions and 
civic organizations to end the arms race. 


~ publication of a special issue of The Daily 
World covering the Geneva Summit. 
“SEGRET-NOFORN-OREON 
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The most recent example of this cooperation was seen 
espionage case. 


had provided the PIS with classified documents 


relating to the[ 


bl 


tee eee 


(S), 


The main thrust of the Romanian effort is 
penetration of the emigre commmity in attempts to influence 
opinions. Additionally, there is a real concern by the 
Ceausescu regime toward the Hungarian emigre community and its 
emphasis on human rights violations against the Hungarian 
minority in Romania. 
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According to recent information, host governments ia 

Africa, Europe and Asia/Pacific expelled a total of 57 Soviets 

for espionage in 1985. No expulsions were reported in the 

Middle East or in the Western Hemisphere; however, this is due 

more to. the preference by governments not to publicize such 

_ expulsion actions rather than a lack of expulsions. In spite 

of the quiet expulsions, this number is still higher than the 
1984 figure of 19. 
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Washington, 


D.C., was arrived in the 


United States o and had become a rather 
active I0. 


 ]the killing of Major Arthur Nicholson. Nicholson, 

a member of the U.S. Military Liaison Mission in East Germany, 
was shot on March 24, 1985, by a Soviet sentry. Nicholson was 
observing a Soviet military installation at the time of the 
shooting. The official Soviet statement issued by the Soviet 
Embassy in Washington, D.C., said the sentry was acting in 
strict conformity with the military manual against an "unknown 
intruder." The statement also said that Nicholson did not 
comply with the sentry's warnings. 
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departed the United States onl 
as a result of his participation in the 


espionage case. [| arrived in the United States on 


in Washington, D.C. 


On was seen in the area where 
[naa dropped a bag filled with classified documents 


which resulted in| arrest. [as subsequently 


recalled to the Soviet Union. 
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Expulsion of a Cuban I0 


iia ealetas eft During-1985, led to a 
PNG action against 


at the Cuban Interests Section in Washington, D.C. Based upon 


Contributing factors to the PNG action were two 


separate 


On the two occasions, the first involvin: 


[sind the second 


to remove several 


from a Washington 


Protests over these two incidents were lodged 
with the Cuban Government which chose to ignore an informal 


recommendation that permanently depart the United 
States on 


Shortly after the second incident, 
travelled to Albuquerque, New Mexico 


eee 
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COUNTERINTELLIGENCE CASES 


During contacted the 
Boston Division of the FBI and said that{—sdY 


was committing espionage by selling secrets to 
the Soviet Union. [__] alleged that [haa been 


engaged in this activity for: approximately [] years, 
ae maaan) CN ar aes 


was continuing to commit espionage by using people he 


TS 


During the week of [the FBI learned 


that as planning to travel over the weekend of | 
Maceumae ee and Washington Field Divisions of the 
FBI were mobilized in the event that[ traveled to 
Washington, D.C. mf sid FBI Agents observed| | 
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He proceeded to a remote area in 
stopped 


at a certain intersectio 


oo 
~1 ON 
C2 


A search of the drop 
area resulted in the recovery of a paper shopping bag near a 
tree. The bag was partially filled with pieces of trash to 
conceal a carefully wrapped manila envelope sealed with 


masking tape. The envelope contained approximately [| 
Classified and unclassified documents. 


nf sd at approximately 3:30 a.m., 
[was arrested in the 


E- --_| Maryland and charged with espionage by Special 
Agents of the FBI. 


During the surveillance of 


was later 


identified as the driver of the vehicle. [abrupt iy 
departed the U.S. several days later. 


An examination of the documents recovered at the 
drop site revealed that the majorit 


at the time. In addition to the 


documents recovered at the drop site, there were 


[et his Soviet handler addressed, 'Dear 


Friend". In the 


and provided his Soviet handler with status 
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reports and assessment information concerning each. 
Subsequent investigation and analysis resulted in the 
identification of all 


was later determined tha but based on 
investigation, it was determined that he was not involved in 


espionage activity. was identical tof 


and 


mf das detained for 
sear 


questioning 


al Upon arrival, he was arrested by the FBI for espionage. 
In a subsequent statement he confessed to committing 
espionage. In short, he advised that i 


In a series of interviews with he 
admitted that on a number of occasions —— he 
delivered classified and unclassified documents to his 

The documents were obtained from his 


compensation for his espionage activities. Finally,[ | 


[__Jaavisea that [fas making "big bucks'' by 


furnishing "high class," "high level'' information. 
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ae SG 


be 


Following the arrest of the FBI ae 
searched 


The search resulted in the recovery of numerous documents and. 
papers of evidentiary value. Most significant, however, were 


the following: 


for face-to-face meetings 
received money and instructions from 


traveled to 


with Soviet IOs. 
the drops within the United States and at the meetings outside 


the United States. FBI analysis reveals that| _ wound meet 


[ shortly before his contacts with Soviet 


intel ligence. 


excellent cover for conducting espionage. 


but yet avoid attracting suspicion. In short{ was 


considered by Soviet intelligence to be an excellent agent. He 


provided the 
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were indicted for espionage a 
onl = 


[ to espionage charges. Under the terms of a[ | 


[sd was indicted on 


The trial of 
defendant, began i 


the sole remaining 
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AGENT OF U.S. Department of Justice 
Can Joy 


Federal Bureau of Investigation 


Washington, D.C. 20535 


June 1, 2023 


Appeal Number: 11-02504 
FOIPA Number. 1145585-000 
Subject: FILE NUMBER 65-HQ- 
74480 


The Department of Justice (DOJ) Office of Information Policy referred your appeal referenced above to 
the DOJ's Department Review Committee (DRC). The DRC reviewed the classified information withheld by 
the FBI from your Freedom of Information/Privacy Acts (FOIPA) request to determine whether the information 
should remain properly classified pursuant to Executive Order 13526. 


As a result of our review of the appealed classified information and/or a determination by the DRC: 
I~ Allthe previously withheld classified FBI information has been declassified. 
[” Allthe previously withheld classified FBI information may be disclosed. 


All the previously withheld classified FBI information is exempt from disclosure pursuant to 
subsection(s) of Title 5, United States Code, Section 552/552a. 


\¥ Portions of the declassified information are exempt from disclosure pursuant to subsection(s) of 
Title 5, United States Code, Section 552/552a. Below you will find check boxes under the 
appropriate statute headings which indicate the types of exemptions asserted to protect 
information which is exempt from disclosure. The appropriate exemptions are noted on the 
enclosed pages next to redacted information. In addition, a deleted page information sheet was 
inserted to indicate where pages were withheld entirely and identify which exemptions were 
applied. The checked exemptions boxes used to withhold information are further explained in the 
enclosed Explanation of Exemptions. 


Section 552 Section 552a 
Iv (b)(1) [ (b)(7)(A) [ (d)(5) 
[ (b)(2) [ (b)(7)(B) T (2) 
I¥ (b)(3) [¥ (b)(7)(C) l (k)(1) 
18 USC Section 2518; \v (b)(7)(D) ~ (k)(2) 
National Security Act of 1947 and 
CIA Act of 1949 
50 USC Subsection 3024(i)(1); ¥ (b)(7)(E) [ (k)(3) 
50 USC 402 (Public Law 8-36 Sec. = [~ (b)(7)(F) T (k\(4) 
6) 
50 USC 403-1(i) 
18 SC 798 
[~ (b)(4) | (b)(8) | (k)(5) 
[ (b)(5) [ (b)(9) I (k\(6) 


\¥ (b)(6) T (k)(7) 


I~ Other information was withheld by Central Intelligence Agency, the Department of the 
Army, the United States Navy, and the National Security Agency. You may appeal to those agencies at the 
following addresses: 


Information and Privacy Coordinator 
Central Intelligence Agency 

1000 Colonial Farm Road 

1J17 IP Building 

Gate 5 

McLean, VA 22101 


Secretary of the Army 

Office of the General Counsel 

US Army Intelligence and Security Command 
FOIA/PA Office 

ATTN: IAMG-CIC-FOI/PA 

4554 Pike Road 

FortMeade, MD 20755 


Judge Advocate General (Code 14) 
Department of the Navy 

1322 Patterson Avenue, SE 

Suite 3000 

Washington Navy Yard 
Washington, DC 20374-5066 


and 


NSA/CSS FOIA Appeal Authority (DJP4) 
National Security Agency 

9800 Savage Road 

Suite 6248 

Fort George G. Meade, MD 20755-6248 


1394 pages were reviewed and 558 pages are being released. 

Based on the information you provided, we conducted a main entity record search of the Central 
Records System (CRS) per our standard search policy, For more information about records searches and 
the standard search policy, see the enclosed FB] FOIPA Addendum General Information Section, 

This is the final release of information responsive to your FO|PA appeal. This material is being 
provided to you atno charge, Duplicate copies of the same document were not processed, 


Sincerely, 


€ “orden, 


Joseph E. Bender, Jr 

Acting Section Chief 

Record/Information Dissemination Section 
Information Management Division 
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Dr. Zbigniew K. Brzezinski, Assistant to the President 
for National Security Affairs - 1 


Department of Justice, The Attorney General - 1 


Department of the Treasury, The Secretary of the 
Treasury - l 


Director of Central Intelligence - 1 


Department of State, The Secretary of State - 1; 
Attention: Director of Intelligence Liaison - 1; 
Attention: Office of East European Affairs - 1; 
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INTRODUCTION 
tancaehdbeintL ie alcatel 


The jal oes of this publication is to afford at 


This particular issue is devoted to the 
activities of[___ during the 
latter half of 1978 through May of 1979, and also the one 
e(—*di ring the ist 
five months of 1979. For purposes of brevity, these services! 
will henceforth be referred to in this paper as th 

In the interest of operational and: 
administrative security and acknowledging thé neéd-to-know 
principle, information is not set forth in specific, detailed, 

ae documented form. (Bf 


Referral /Direct 


| SBRREL. Referral/Direct 


At any rate; ‘Soviet-action did not prevent the trial, 


In the meantim bo per FBI 


And isve@ 
waived and they too were allowed to leave their country of 
detainment and return to the Soviet Union, Thus, [| 
Shared. the. same. fate. (although,...of.course,. thedtiwe---- +--+ -+- 
[sd sti. stand) as the other Soviets arrested since the 
early 1960s. But the outcome of the ase was 
different in one sense. 


 ) 


Despite the arrest and conviction of the two Soviet 
operatives and the impending SALT ratification debate, during 
the past year the large complement of United States~based 


b3 
b7E 


The Soviet official présence continues te be greatly 
augmented by large numbers of Soviets visiting the United States 
as tourists, as well as under the East West Exchange Program 
(BWEP). During the last six months of 1978 and first six months 
of 1979, 2,389 Soviet tourists visited the United States. Under 


= 


the EYEP, 5,636 Soviets in commercial, scientific, technical, 


In addition 


there are (as of early May, 1979) currently 43 Soviet 
graduate/research students studying at 29 universities located 


in 24 FBI field divisions, | 


During the last six months of 1978 and first thrée 
months of 1979, 1,090 Soviet merchant vessels, which have access. 
to 40 deep-water ports in the United States, docked in American 
ports, These port calls afforded repeated shore privileges toa 

th Ges. ode 26,861 Soviet’ seamen, - bs) 


_ 


’ Since thé official United States recognition of Ciinage 

diplomatic relations between the two nations have continued to 
improve. An American-Chinese trade agreement has been settled. 
and awaits approval by the United States Senate. The People's 
Republic of China (PRC) also hopes to be granted most-favored- 
nation (MFN) status, The opening of two PRC Consulates, one each 
‘in San Francisco, California, and Houston, Texas, is inmminerit, 
The rationale for choosing San Francisco as a Consulate site is 
obvious--this city has the largest population of overseas. 
Chinese in the United States, and its location will give the PRC. 
a base on the west coast of the United States. The choice o£ 
Houston reflects the PRC's interest in acquiring oil exploratién 
and production-related technology. The opening of four further 
PRC Consulates has been agreed upon; two of these four wii | 
probably open within the next year. (U) 


cas 


Since January, PRC official presence has increased 
somewhat, There are now 239 PRC officials stationed in the 
United States, as opposed to 188 at the beginning of 1978, 


In January of 1979, the Hast German intelligence 
services (BGIS) were dealt a damaging blow when Werner Stiller, 
an officer in the RGIS, defected to the Federal Republic of 
Germany (FRG). Stiller, who had been assighed to the Reseatcli 
and Development Section of the Main Department XIII, Ministty 
for State Security (MES), 


immediate result of Stiller's defection was the 


Overall, | 
a total of 36 suspected EGIS agents have been uncovered in West 
Germany. Of these, 10 have been arrested, judicial enquiries 
have been instigated against 13, and the remaining 135 have 
managed to escape to East Germany. 


Within the past decade a number of other Hast, 
German agents have been arrested in the FRG, some of whom had 
manuevered themselves into very sensitive positions. The ost 
notorious of these was most probably Gunter Guillaume, longtiné 
former aid to German Chancellor Willy Brandt. The publicity © 
surrounding Guillaume's arrest forced the resignation of Brandt, 


The arrests that followed the Stiller defection helped . 
to illustrate the degree to whi 
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In August, 1978, Ion Mihai Pacepa, then acting 
Director of the General Directorate for Foreign Intelligence 


(DGIB) defected to the West. | oe 
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Scientific and Technical Intelligence 


b3 Per FBI 
b7E 


bl per CIA 
b3 per CIA and FBI 
b/vE per FBI 


Strategic Intelligence 


b7E 


SEEREL 


Political Intelligence 


SEoRET_ 


It has often been stated by observers of the inter~- 
national sctere that foriier Présidéit Richard Nixon is held ii 
much higher esteem overseas~-including the Soviet Union--than in 
the United States, and that many Europeans could not sea 
understand how Americans could drive a seeming] 


Economic Intelligence 


b3 


Spee OTE 


[ _] targeting was contained in the January, 1979, issue of 


the "Review." During the first five months of 1979, a large 
number of new targets have been detected. Listed below are those 
cea are most significant, with emphasis upon items whith 
in the targeting strategy of the respective! | 


File 100-20779 


S34 wy 


Within the ‘paSt year, the Soviet — overseas 
establishment has been rocked: by some damaging defections, Higdst 
notably that of Arkadiy N,. Shevchenko, who served as “Under 
Secretary to the Secretary Génieral of the united Nations, 


Shevchenko is one of the highest-ranking 
defected to the West. 


Soviets to: fay 


Below are three photographs depicting the type of 
paraphernalia and instructions which the asset received from the 


b3 per FBI 


, b6 per FBI 
SBR B/C. per FRA 


b7vE per FBI 
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"Lemon Aid" 


tie Soviets|__—da 


shortly after clearing a dead-drop. Additionally 
s detained, although he was not arrested 


bl per Navy 
1{b3 Per FBI 
| b6 Per Navy 
b7C Per Navy 
b7E Per FBI 


bs per FRI 
be per Navy 
b7C per Navy 
iU} eee : b7E per FBI 
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bs per “EBA 
bo per FBI 
b7C per FBI 
b7E per FBI 
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Upon their arrest, ns ere jailed at 


forced to leave the United States. O{ —_[however,| 
pS ove 


Ambassador Anatoly F, Dobrynin, to await their trial, which was 


The arrest of these 


individuals came, however, at a time when relations between the 
United States and the Soviet Union were strained. There was thus: 
some concern that the arrests and trial of the two spies might 
place further strain on U.S.-Soviet relations. Therefore, the 
- decision to arrest the Soviets was by no means a cut-and-dried 
affair, but involved the consideration of highly complex issues. 


rs 


William Peter Kampiles 


Sone of the greatest intelligence coups have not been 
the result of the efforts of an intelligence service, but rather 
have come about as the result of a windfall. Such was the path 
through which the Soviets acquired the "KH-11 System Technidal 
Manual." The manual was sold ‘to the Soviets in February of 1978: 
by a former CIA employee named Willian Kampiles for a mere 
$3,000. The document (which is classified "Top Secret") sold for- ~ 
this pittance is a technical manual for an advanced Americar, 
recomnaissance satellite. ‘This satellite is one of the amadar 
intelligence collection systems used by the United States bl per CIA 
b3 per CIA and FBI 
b7vE per FBI 


The apprehension of Kampiles came about as a result of 
his own action. In a letter given to a former CIA colleague, 
Kampiles recounted how he had accidentally met a Soviet in Athens 
in February of 1978, Although Kampiles did not mention in the 

letter the actual sale of any material to the Soviets, he did 
’ describe more than one meeting with the Soviet, and did note that 
he had discussed such things as his access to classified material 
and the type of information the Soviet wanted. He ended the 
letter with the cryptic comment, 'What I have talked about thus 
far has been generalized, I did this because to be entirely. 
specific, it would take the length of a short book to narrate 
this entire story. If you think there might be agency interest, 
I might be willing to discuss this experience in full detail." 
(U) 


Having thus drawn attention to his activities, 
Kampiles was soon thereafter contacted by Special Agents, and 
consented to A nolvorann examination Dee OSL aecam pos pa 


interview Kampiles confessed to the act of espionage. Kampiles 
admitted that, while on a visit to Greece, he went to the Embassy 
of the Soviet Union, where he met a man whom he later determined 
to be Director of Security for the Embassy. Kampiles informed ~ 
the Soviet that he wished to supply information on a long-term 
basis, but the Soviet replied that nothing could be arranged 
until the American produced something of value. In subsequent 
visits, Kampiles supplied the manual to the Soviets for the sum 
of $10,000, of which $7,000 was to be supplied at a later date. 
(U) 
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Kampiles had obtained the document during his service 


as_a GS 7 Watch b3 per CIA 


He was employed in this 
capacity from March 29 through November 4, 1977, and in view of 
his sensitive duties with the CIA, held a large variety of 
security clearances. One evening, while on duty, he simply took 
the document from a file cabinet, placed it in his sports coat, 

Wh ana took the document to his apartment. (8) 


Kampiles was motivated to a great extent by 
disgruntlement towards the CIA. He desired a transfer to the 
Directorate of Operations in CIA where he could become a case 
officer. Due to Kampiles' poor work performance, CIA officials 
considered this to be out of the question. Kampiles was told 
this in no uncertain terms. He was also sharply criticized for 
his unsatisfactory work performance. Soon after, Kampiles stole 

“) the’ KH=11 -Manua’ 


Kampiles was also motivated by a strong desire to 
become a "Secret Agent." Kampiles was a James Bond afficionado 4 ote 
who, while driving in his Oldsmobile Cutlass, played tapes. of - 
sound tracks from Bond movies. And, spurned by the GIA in his 
desire to become a case officer, Kampiles embarked on an iti- 
conceived venture to become a spy on his own. He stated that he 
had come forth to the CIA and the FBI with the story of 
"accidentally" meeting with the Soviets in Athens because he 
felt that American intelligence would decide that he would make a - 
good double agent. He thought that the CIA would provide hin- 
with classified "feed" material and encourage him to continue 
meeting with the Soviets as a double agent. A search of 
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Kampiles apartment, after his arrest uncovered a copy of "Inside 
the Company," by Philip Agee. Inside the book Kampiles had 
highlighted a number of sections. One of these sections was, 


“interestingly, on double agents. -(&) 


Monetary gain was also a factor spurring on Kampiles. 
He was due to return to Greece to receive the retaining $7,000 
payoff, and was to be given an additional $10,000 for any other 
classified material he could supply the Soviets. As mentioned 


' above, Kampiles hoped to acquire the classified data for the 


second trip from U.S. intelligence. At the same time, Kampiles 
believed that U.S. intelligence would provide him with cash in 
payment for his services as an agent, and thus Kampiles hoped to 


~-collect’ money from-both the Soviets andthe Americans. Cay 


Kampiles was tried, convicted, and sentenced to serve 
40 years in a Federal penitentiary. But, the impact of the 
The U.S. intelligence collection system had already been 
undermined by the loss of classified data relating to American 
intelligence satellites, which had been passed to the Soviets by: 


Andrew Lee and Christopher Boyce in 1976. The system was further 


compromised by the loss of the KH-11 Manual. Finally, the ~ 
Kampiles theft indicated the ease with which a even a low-leys. 


do severe damage to U.S. national. security... (33. 
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APPENDIX 


COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 


Country ; Officials 


USSR 1,217 

PRC 239 

Poland 287 

GBR 77 

Czechoslovakia 98 b3 
Cuba 100 

Romania 80 D7E 
Hungary 79 

Bulgaria 51 

Vietnam 12 

North Korea 12 

Yugoslavia 154 

Albania 12 

Mongolia 10 . 

Total 2,428 of 


NOTE: Officiais is a generic designation used by the FBI for 
practical operational convenience and should not be confused 
with diplomatic designations. 


Snel 


DISSEMINATION LIST 
Dr. Zbigniew K. Brzezinski, Assistant to the President 
for National Security Affairs - 1 
Department of Justice, The Attorney General - 1 


Department of the Treasury, The Secretary of the 
Treasury - 1 


Director of Central Intelligence - 1° 

Department of State, The Secretary.-of State - 1; 
Attention: Director of Intelligence Liaison - 1; 
Attention: Office of Bast Buropean Affairs ~- 1; 
Attention: Office of Bast Asian Affairs - 1; 
Attention: Office of American Republic Affairs - 1 

Director, Defense Intelligence Agency - 1 

Assistant Chief of Staff for Intelligence, U.S. Army - 3 


Office of Special Investigations, U.S. Air Force ~ 1 


____ Director, Naval Investigative Service. U8. Navy = 


Director, Central Intelligence Agency ~ Attention: 
Deputy Director for Operations (Gouriterintelligence 
Staff - 1: Attention: National Foreign Assessment 
Center - 1; Attention: Executive Secretary, Director 
of Central Intelligence Security Committee - 1 


Director, Division of Safeguards and Security, Department 
of Energy - 1 


National Security Agency, Director - 1; 
Attention: M503 - 1 


Chief of Naval Operations, Navy Department - Attention: 
Navy Security Committee Member - 1 


Department of Commerce - Attention: Director, Office 


of Intelligence Liaison ~ 1; Attention: Director of 
the Office of Investigations and Security - 1 


2 63 = 


SRM AT TON OO 
{ATICN CONTR INES DECLASSIFICATION AUTHORITY DERIVED FROM: 


ee ; Ret eD Ear t "«-€BT AUTOMATIC DECLASSIFICATION CUIDE 
SS OTIERWISES: . TATE 02-25-2016 0 ay: . -. ’ 
‘ pot = Gy oO Assoc. Dir, —= = 
' : ~ Dep. AD Adm. 
~€ a ey Dep. AD Inv 
UNITED STATES GOVERNMENT UNITED STATES DEPARTMENT OF JUSTICE Asst. Dir.: 
FEDERAL BUREAU OF INVESTIGATION Adm. Servs, 
Crim. Inv. 
Memorandum cin 
Gens Intell. 
“ : py babs attiy 
TO : Mr. W. O. Cregar we pate: 8/10/79 toad Gime 
Rec. Mgnt. 
Tech. Servs. 
* Z Trainin 
FROM : G, W. Pangburn _ Public Affe OFF an 
Telephone Rm. 


Director's Sec’y __ 


SUBJECT} Os1 FOREIGN COUNTERINTELLIGENCE SUMMARY 


% t . . 
+ 1G ELL GET Bn OOo ssS—— 
. PURPOSE: ANTE Ce Ee eee ee 


On P# EO STAT.’ 


To recommend approval of attached publ icatsongrn--n— 
~.V'FBI Foreign Counterintelligence Summary," for drsvemiretion 
within the FBI. 


RECOMMENDATION: b6 


That attached publication be approved and disseminated 
internally to 59 field offices and appropriate Headquarters. = 
personnel. (U) | 


eo Wkou Aurguatic 


SIPSCATION wee 

é ‘@: . Be.” “a ae : fr a 
Mas : a : ; ‘ 
ESSIFICATION GUIDE H } } 


ne G5- tio 47 


3 | a a 
A ye a ' ©. AUG 22 1979 8 


-Typ:en%(7) VC” ) Se en nee 
Enclosure }. Bucosure (CONTINUED - OVER) 
65-74480 ° v 


1 - r 1 - Mr. G. W. Pangburn — 
1 - 1 - 
| a 4s 


CONETRBNTIAL 


ss 


U.S. Savings Bonds Regularly on the Payroll Savings Pian : | FBI/DOJ 


; Bu 
97 oct 121979 


Memorandum from Mr..G. W. Pangburn to Mr. W. 0. Cregar 
Re: FBI Foreign Counterintelligence Summary 
65-74480 


DETAILS: 


fie activities oO 
during the latter half 
activities of the 

during the first 


. De tet a yea Ne 8 ERSMETED FROM AUTOMATIC” 
he te aa a ee se a rae *... RUTBORITY DEnnvE _ me 
ew. tee “SECRET ; 1 BBE AUTOMATIC om Ct CATION GUIDE. - | 


Neat, ty 4 8 
aS. te Br be . 


Pa aes 
ee 


‘DECLASSIFICATION aor: DERIVED FROM: “ ~ 
FRI AUTOMATIC DECLASSIFICATION cuime  } 
DATE 09-01-2020 — BY: : b6 


, | > : eae] i a * : : | ; b7C 
FOREIGN — 
_ COUNTERINTELLIGENCE 


so pe omen tes teyt © 


Assoc, Dir, 
Dep. AD Adm. ——. . ful re: 
Dep. AU lav, —__ : : serie a0) 4 rn 

Asst. Dir. . ; : oan o 
Adm, Servs. ————. : . : . Po 
Crim. Inv. ___. ‘ ‘ . at ; - ia es ttt e Seat 
Ident. . : ; _ 


ee - JULY, i979 Oo ee ee 


Legal Coun. ____. ; = 
Plon. & Insp. —_ 

Ree, Mgnt. 

Tech. Sorvs,-__— JF 


Training 
Public Alfs. Off. —— 
Telephone Rm. 
Director's Sec"'y —_ 


ified and Extended b 
Reason For Extensi 1:2. 4.2 (1,2,and 3) 


MAIL ROOM (7) 


Warning Notice 
Sensitive Intelligence Sources 
And Methods Involved 


Not For Dissemination 


_ Outside The FBI 


CI ene eaaibenamabane ne emad eee ieaitomicee ee a 


INTRODUCTION 


IT. 


Economic Intelligence 24 


V. DEVELOPMENTS IN COUNTERINTELLIGENCB OPERATIONS 
“enon Aid 46 


Aircraft Surveillances 


APPENDIX . 
Camunist Gountry Official Presence in the United States 63 
CHART es 
Major Communist Country Official Presence in the 
United States ; 64 


The purpose 
overview and analysis o 


latter half of 1978 through May of 1979, and also the activities 
off during the first 
five months of 1979, For purposes of brevity, these services 
will henceforth be referred to in a paper as th 


administrative security and sie ae the need-tookeic 
principle, information is not set forth in specific, detaited, 
documented form. Some of the material contained herein has heen 
obtained from other elements of the United States intelligence 
comunity, as well as the intelligence services of certain 
BY ol friendly foreign Governments. [eX 
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the EWEP, 5,636 Soviets in commercial, scientific, technical, b3 


b7E 


In addition 


there are (as of early May, 1979) currently 43 Soviet 
graduate/research students studying at 29 universities located 
in 24 FBI field divisions. 


During the last six months of 1978 and first three 
months of 1979, 1,090 Soviet merchant vessels, which have access 
to 40 deep-water ports in the United States, docked in American 
ports. These port calls afforded repeated shore privileges to 

iT) 26;862°Soviet seamen. 


es on 
Since the official United States recognition of China, 

diplomatic relations between the two nations have continued ‘to: 

improve. An American-Chinese trade agreement has been settled 

and-awaits approval by the United States Senate. And, within the — 

near future, the People's Republic of China (PRC) will probably. 

be granted most-favored-nation (MFN) status. The opening of two 

PRC Consulates, one each in San Francisco, California, aid 

Houston, Texas, is imminent. The rationale for choosing Sar - 

Francisco as a Consulate site is obvious--this city has the 

largest population of overseas Chinese in the United States, and ~ 

its location will give the PRC a base on the west coast of the 

United States. The choice of Houston reflects the PRC's interest 


~ 


Saat 


in acquiring oii exploration and production-related technology. - 
The opening of four further PRC Consulates has been agreed upor: 
two of these four will probably open within the next year. (8) 


Since January, PRC official presence has increased 
somewhat. There are now 234 PRC officials stationed in the 
United States, as opposed to 188 at the beginning of 1979. 


an 


In January of 1979, the East German intelligenteé | 
services (EGIS) were dealt a damaging blow whén First Lieutenaiit 
Werner Stiller defected to the Federal Republic of Germany 
(FRG). Stiller, who had been assigned to the Research aiid 


Development Section of the Main Department XIII, Ministry for 
State Security (MES) 


An immediate result 
Stiller's defection was the 


Overall, a total of 36 suspected’ EGIS 
agents have been uncovered in West Germany. Of these, 10 have. 
been arrested, judicial enquiries have been instigated against 


15, and the remaining 13 have managed to escape to Rast Germany 


The arrests that followed the Stiller defection helped 
e the degree to which 
Within the past decade a number of other Hast 
German agents have been arrested in the FRG, some of whom had: 
manuevered themselves into very sensitive positions. The most 
notorious of these was most probably Gunter Guillaume, longtime 
former aid to German Chancellor Willy Brandt, The publicity 
surrounding Guillaume's arrest forced the resignation of the 


embarrassed Brandt, 


~§< 


bec 
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On the diplomatic front, the Czechs appeared to be 
making some steps toward improving the stagnant relations with 
the United States. In February of this year, the 


three influential U.S. Congressmen, Senator Frank Church, 
Chairman of the Senate Foreign Relations Committee, Senitot 
Caliborne Pell, and Representative Clanent Zablocki, Chairmary of 
the House Foreign Affairs Committee. 
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In August, 1978, Ion Mihai Pacepa, then acting 
Director of the General Directorate for Foreign Intelligence 
(DGIE) defected to the West. 
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Scientific and Technical Intelligence 
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‘A detailed Listing of 


[__| targeting was contained in the January, 1979,. issue of 


b3 
the "Summary." 


During the first five months of 1979, a large 
nunber of new targets have been detected, Listed below are those 

which are most significant, with emphasis upon items which 

indicate a shift in the targeting strategy of the respectiv{ _| 

We oe veg ae x ; 
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Insight into Hast German intelligence services 
collection requirements has been provided by the defector, 
Werner Stiller. He disclosed that EGIS collection requirements 
are in order of priority: 


~ political information: 


~ military information; 
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Kampiles apartment after his arrest uncovered a copy of "Inside - 


the Company," by Philip Agee. Inside the book Kampiles had 
highlighted a number of sections. One of these sections was, 
interestingly, on double agents. {eT (1) 


Monetary gain was also a factor spurring on Kampiles. 
He was due to return to Greece to receive the remaining $7,006 
payoff, and was to be givén an additional $16,000 for any othér 
classified material he could supply the Soviets. As mentioned 
above, Kampiles hoped to acquire the classified data for tlhe 
second trip from U.S. intelligence. At the same time, Kampiles 
believed that U.S. intelligence would provide him with cash in 
payment for his services as an agent, and thus Kanpiles hoped to 
collect money from both the Soviets and the Americans. QI i} 


Kampiles was tried, convicted, and sentenced to serve 
40 years in a Federal penitentiary. But, the impact of the 
Kampiles case extended far beyond the incarceration of Kampiles 
The U.S. intelligence collection systen had already been 
undermined by the loss of classified data relating to American 
intelligence satellites, which had been passed to the Soviets by 
Andrew Lee and Christopher Boyce in 1976. The system was further 
compromised by the loss of the KH-11 Manual. Finally, thé. 
Kampiles theft indicated the ease with which a even a low-level 


employee could do severe damage to U.S. national security. SX (V) 
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As previously reported, the San Francisco Division has: 
made successful use of aircraft surveillance in affording 
physical coverage of Soviet intelligence officers. Within the 


a G35 


b3 
b7E 
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past year, San Francisco has continued to make good use of aerial 
surveillance of particulary active KGB officers on both covert 
and overt missions without the subjects becoming aware of such 


coverage. [SX 1} 


SF SPIAs, 3/79, p.15; 11/78, p.18 


ers 
b7E 


APPENDIX 
Cie pet A itor 
COMMUNIST COUNTRY OFFICIAL PRESENCE IN THR 
UNITED STATES, JUNE 9, 1979 


Country Officials 
USSR 1222 
PRC 234 
Poland 271 b3 
GDR 77 - 
Czechoslovakia 107 bTE 
Cuba. 84 
Romania 80 
Himgary 78 
Bulgaria 48 
Vietnam 9 
North Korea 13 
Yugoslavia 151 
bania 10 
Mongolia il 
Total Z;5398 


NOTE: Officials is a generic designation used by the FBI for 
practical operational convenience and should not be confused: 
with diplomatic designations. 
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INTRODUCTION 


The purpose of this publication is to afford 
overview and analysis of 


This particular issue is devoted whélly 

uring the 
latter part of 1977 through December of 1978. For purposes of 
brevity, these services will henceforth be referred to in this 


to the activities o: 


- interest of operational and administrative seturity aiid’ 


acknowledging the need-to-know principle, information is not Sat 
forth in specific, detailed, documented form. [8 


A 


Bilateral relations between the United States and the 
People's Republic of China (PRC), after more than two decades of 
mutual hostility, have come out of the deep freeze during the 
1970s. Secret negotiations led to President Nixon's 1972 
journey to Beijing, and three months before that trip the PRC was 
admitted to the United Nations and the Republic of China 
expelled, Recognition of the PRC by most of the world's nations 
- followed these events, and with the exchange of liaison missions 
in April of 1973, informal relations between the United States: 
and the PRC were established. Within the past two years, 
although there have been difficult moments in U.S.-PRE 
‘relations, the basic stance of the Chinese has been to achieve 
full normalization of its relations with the United States,. 
including the achievement of most-favored-nation (MEN) statdés. 
On the night of December 15, 1978, a major step was taken in this: 
direction when President Jimmy Carter announced that the Unitéd 
States would grant full diplomatic recognition to the PRC. The 
current rulers of the PRC, with Vice Premier Deng Xiaoping in the: 
forefront, recognize that China is a backward coumtry and hag 
much to gain from the West, especially the United States, in its 
drive to modernize industry, science and technology, 
agriculture, and the armed forces. It should be pointed out that 
the Chinese tilt toward the West is further stimulated by the 
PRC's profound antipathy towards the Soviet Union. (U) 
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raged Cuban revolution as a model. 


The latter half of the 1970s has witnessed a lessening 
of the generally negative tone which dominated Cuban-Ameriéan 
relations since the early 1960s. A major cause of the develop- 
ment of closer tles between the two neighbors bas been the Gtiban 
desire to terminate the United States embargo of Cuba ahd to 
attract U.S. investments into Cuba. The most visible eviden¢ée of 
the evolution of less hostile American-Cuban relations was ‘the 
establishment, in September of 1977 , of the Cuban Interésts 
Section (CUBIS) in Washington, D.C., and the removal of travel 
restrictions placed upon Cuban diplomats stationed in the United 
States. Cuban aspirations vis-a-vis relations with the United 
States have to an extent been undermined by a concomitant 
interventionist policy in the Third World, the most evident 
target of which has been Africa. Indeed, there aré indications. 
that, despite the Cuban failure in Latin America during the 
1960s, the principal objective of Cuban foreign policy 2% +6 
spread the Marxist World Revolution to the Third World, using the 
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Despite Romania's continued good relations with the 
United States (typified by the April, 1978, meetings between 
President Nicolae Céausescu of Ranania and President Carter) 


Unfortunately for the Romanians, the RIS were dealt a 
crippling blow in August of 1978 with the defection of Ion Mihai 
Pacepa, then Acting Director of the General Directorate for 
Foreign Intelligence of the Romanian intelligence services| | 
The damage that the 


can have on an intelligence agency is 
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Commercial, Special Exchange, Shipping, and Students 


With the onset of the period of detente between the 
United States and the Rastern European countries, there has been 
@ proliferation: of comercial establishments with attendant, 
increased exchanges of students, cultural and business visitors, 
and non-Soviet, communist country ships (these include Cubs, | 
Hungary, Hast Germany, Yugoslavia, Czechoslovakia, Poland, and 
Romania) calling at U.S. ports. Since 1972, the number of 
exchange visitors entering the United States has increased 
yearly, and the year 1978 has seen a continuation of this 
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escalation. Fron January 1, 1978, through December 31, 1978, 
10,559 exchange visitors entered the United States as compared 


Throughout the year 1978, 170 vessels fron 7 non- 
Soviet communist countries made 806 port calls in the United 
States at separate United States ports. Crew members off these 
vessels made at least 17,300 individual entries into the United 
States of varying duration, 


Analysis of Eastern European students attending aca~ 
demic institutions within the United States during the last 
three years determined that roughly 170 ef these students. have 
been within the United States at any one time. Of these 176 
Students, an estimated 95 percent are graduate students, 80 
percent of whom are engaged in advanced research in scientific 


and technical fields. 
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Included below are objectives which, during the period 


under review, received the greatest amount of attention from. the 
respectiv The primary objective 
of s the collection of scientific and technical (5S § f): 


intelligence. The reason for this is. readily discernible--ail. 
of these countries are plagued with economies and technologiéal 


Two of Poland's principal natural resources are coal 
and copper, and the Poles have banked heavily upon the 
development of these resources te help diminish somewhat their 
Massive trade deficit. In order to enhance their nationts 
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ability to exploit these resources 
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Within the United States and its possessions, Cuba's, 
interhationalist policy has been exhibited in relatio# to 
several different political groups. 
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The successful outcome of the investigation was alsa. 
forthered a the utilization of a panoply of techni¢al 
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Counterintélligence Operation vs. an Eastern Euro sUntiy: 


Afi ‘operation was recently launched against the 
intelligence service of an East European nation. The linchpin of 
the operation was an asset who has access to classified 
information, and is a native of the target inteZligence 
service's country. 
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the priorities of the FBI, based upon the degree of 
threat posed by these services to the United States, are as 
follows (as of January, 1979): 
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INTRODUCTION 


The purpose of this publi 


\ 
overview and analysis 


This particular issue is devoted whdily 
bolthe activities: o8[ =. = aie he 
latter part of 1977 through December of 1978. For purposes: of 
brevity, these services will henceforth be referred to in this 
paper as Th the. 
interest of operational and administrative security | anid 
acknowledging the need-to-know principle, information is not 8ét 
forth in specific, detailed, documented form. Some of the 
material contained herein has been obtained from other elements 
of the United States intelligence comunity, as well as the 
intelligence services of certain friendly foreign Governments. 


Bilateral relations between the United States and the 
People's Republic of China (PRC), after more than two decades o£ 
mutual hostility, have come out of the deep freeze during thé 
1970's. Secret negotiations led to President Nixon's 3972 
journey to Peking, and three months before that trip the PRG was 
admitted to the United Nations and the Républic of Ching 
expelled. Recognition of the PRC by most of the world's natiéns. 
followed these events, and with the exchange of liaison missidns 
in April of 1973, informal relations between the United States 
and the PRC were established. Within the past two years, 
although there have been difficult moments in U.S.-PRO #é= 


lations, the basic stance of the Chinese has been to achieve £uik 


normalization of its relations with the United States, including: 
the achievement of most-favored-nation (MPN) stdtus. On. thé. 
night of December 15, 1978, a major step was taken in this 
direction when President Jimiy Carter announced’ that the United 
States would grant full diplomatic recognition to the PRC, "tha 
current rulers of the PRC, with Vice Premier TENG Hsiao-Ping in: 
the forefront, recognize that China is a backward country and has 
much to gain from the West, especially the United States, in its: 
drive to modernize industry, technology, science, arid education, 
it should be pointed out that the Chinese tilt toward the Wes€ i¢ 
further stimulated by the PRG's profound antipathy towards the 
Soviet Union. (U) 
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Comercial , 


ecial Exchange, Shipping, and Students 


With the onset of the peried of detente between the 
United States and the Eastern European countries, there has been 
a proliferation of commercial establishments with attendant, 
increased exchanges of students, cultural and business visitors, 
and non-Soviet, commimist country ships (these include Cuba, 
Hungary, East Germany, Yugoslavia, Czechoslovakia, Poland, and 
Romania) calling at U.S. ports. Since 1972, the nutbers of 
exchange visitors entering the United States have increased: 
yearly, and the year 1978 has seen a continuation of this upward 
escalation. Through January 1, 1979, 10,559 exchange visitors 
entered the United States as compared to 6.393 
year of 1977, 


For. the first three quarters of 1978 (January 1 
through September 30) the vessels of 7 non-Soviet commn ist 
countries made 722 port calls in the United States at separate 
United States ports: Crew members of these vessels made at least 
13,264 individual entries into the United States of var ring 


Analysis of Eastern European students attending 
academic institutions within the United States during the last 
three years determined that roughly 170 of these students have 
been within the United States at any one time. Of these. E70 _ 
students, an estimated 95 percent are graduate students, 80% of 
whom are engaged in advanced research in scientifie and 
technical fields. 


and copper, and the Poles have banked heavily upon the davetape 
ment of these resources to help diminish somewhat their massive. 


trade deficit. In order to enhance their nation's abilit: to 
cploit these recuces,[ | 
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Residing within the United States is an unidentified 
subject who énigrated from West Germany in the éarly 1970s. ‘The 
subject has assumed the identity of a citizen of West Gepiarv 
(who will, for oses of security, be called Schmidt}. 


Ld to signiticant is the tect 


that after moving to the United States, the subject married a 
woman who, although being a naturalized U.S. citizen, is an 
1 eee emigrant from a communist country. ¥sj 
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An operation was recently launched against ‘thé 
intelligence service of an Bast European nation. The linchpis 6f 
the operation was an asset who has access to classifjed 
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The purpose of this publication is to offer 
the United States intelligence community a broad 
perspective of foreign intelligence operations in and 


against the United States which are within the purview_ 
of the FBI, Emphasis is placed , Dae 
amen The "FBI Foreign Counte evViEw 


uccessor to the publication "FBI Foreign 


Intelligence Analysis-United States (FINAL).' This. 
ee eieiee: of 
during the 
atter ha an ; ane our eae of hia 


Ministrative security ond acknowledging the need: =t0= 
know principle, information is not set forth in 
specific, detailed, documented form. Where information 
contained herein is pertinent to the interest or 
responsibilities of other United States intelligence 
a (anys es saa detailed dissemination has beer 
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Soviet student assignments in April of 1978 indicates 
the degree to which one element of the Soviet incursion 
has spread throughout the United States: 


INSTITUTION AND NUMBER OF STUDENTS 
. : 
LOCATION ENVATTENDANCE 


Virginia Polytechnic Institute and 

State University, Blacksburg, Virginia zZ 
University of Texas, 

Austin, Texas 1 
University of California, 

Berkeley, California 5 
Stanford University, 

Stanford, California 4 
University of California, 

San Francisco, California Bs 

_ University of Illinois, 
| Champaign-Urbana, Illinois 1 


DEL 


Hence, 43 Soviet students were located itt 47 

different states across the United States, and 

ee attending universities with high technology researéh 
iy} Ba Seat “facitit Les: ce ‘ 


“Seen 


Il, 
ee 


Scientific and Technical Intelli ence b7E 


Strategic Intelligence 


— t+ 
The Soviet Trade and Bconomic Council was 
established in 1973 as a result of the Nixen-Brezhnév 
summit talks. Its main purpose is to help create an 
environment which will foster the growth of commercial 
shed L) & ke ait = a ais 37 = a ci. at. : 


St 2 2 = 


wno unsuccesstully attempted to pass 
classified documents to the Soviet » ended Qn a 
perhaps equally discordant note. TS i 


WFO SPIA, 1/30/78, pp 33 thru 35; WFO SPTA, 
2/28/78, pp 23 thru 25. 
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Recruitment Targets 
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Dangle Operations 
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a. Local Party Organization (Profsoyuz) - 
The term Profsoyuz, when used outside the Sovi To 
ib 


> th 


b. Primary Party Organization (Pervychnaya 
Partiynaya Organizatsiya) - This is the basic Party 
cell of any department, office or shop of the Soviet 
colony. Ail Soviets in the Communist Party, therefore, 
belong to some Primary Party Organization, of which 
there are several. Within some, although not ail, 
Primary Party Organizations are subgroups into which 
members of each Organization are concentrated according 
to their particular field of expertise. nes. of 

tous Organizations are held monthly, 


Cc. Political Seminar - In addition to 
membership in the Party and Primary Party 
Organizations, Soviets are also assigned to small 
groups referred to as Political Seminars, There are 
periodic meetings of these Seminars at which political 
issues are discussed from the perspective of Communist 
Party ideology. Attendance at these meetings is 
mandatory and considered a "Party duty.” omy 


SEGRET 


e. Zhensovet - The Zhensovet, or Womei's 
Council, is similar to a womén's club. There are two 


such Zhensovets in the New York colony. Oversesing 
both Councils is the Trade Union Organization of 
Zhensovets. te Th 


f. Trade Union Organization - Every Soviet 
enterprise or organization, whether within the Soviet 
Union or abroad, has a local Trade Union Organization, 
headed by a committee called a Mestkom, The Mestkom is 
ultimately subject to Communist Party guidelines and 
control, alth j i i ay 
organizatior 


g» Friends of Russian Books Club ~- ‘The 
Seviets sponsor a club of this name which is quartéred 
at the United Nations. The organization sponsors 
events such as the showing of movies on the Soyiet 
Union, the staging of Russian dance exhibitions, etc. 
Such events serve as a convenient vehicle through which 
Soviets can become acquainted with individuals of 
various nationalities. TT 


NY SPIA, 1/19/78, pp 15 thru 18. 
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One of the most serious social probiciis 
afflicting the Soviet Union today is widespread 
alcoholism. Some observers believe that this disease 
has reached epidemic proportions. Per capita 
consumption of hard liquor in the Soviet Union is the 
highest of any country in the world. Staggering: or 
‘unconscious drunks are a common sight in Soviet cities. 


Since ‘the late 1950's, Soviet-Chinese 
5 relations have been, to put it mildly, marked by 


A new charge was, however, adc 


Soviet  anti-PRC diatribes. 
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services. “FBI Counterintelligence Summary" is the su¢écessor 
to the publication "FBI Foreign Intelligence Analysis-Uitited 
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Issues of this publication will be prepared ard 
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The USSR divides the responsibility for the 
clandestine collection of positive intelligence abroad 
between the Committee for State Security (KGB) and the 
Chief Intelligence Directorate, Generdl Staff of the 
Ministry of Defense (GRU). The KGB is by far the 
dominant service and reports directly to the Council of 
Ministers and sections of the Central Committee of the 
Communist Party of the Soviet Union (CPSU). The GRU 


“reports to appropriate command levels in the Soviét 


armed forces as well as to the Council of Ministers 

and the Central Committee. Collectively the KGB and 

fet hd i to as the Soviet intelligence services 
1s). U 


The First Chief Directorate of the KGB is 
responsible for the KGB's intelligence operations 
outside of the USSR, Its mission is thus comparable to 
that of the Central Intelligence Agency of the United 
States. The First Chief Directorate consists of seven 
Directorates and two Special Services, as well as 2 
total of nineteen Departments (see organization chart 
on page 36 for the titles and heads of the various 
elements). Coverage of the United States is assigned 
te Department One, which reflects thé United States. 
status as number one target of the KGB. Of the sevén 
Directorates--Directorate "R" {Operational Planhing 
and Analysis) and Directorate "OT" (Technical 
Operational Support)--have been recently éstablished. 
The new Directorate "OT" is an elevation to Directorate 
status of the former Fourteenth Department and, at 


- present, there is no known Fourteenth Department. $83) 


Two of the Departments are also of relatively 
recent vintage. Department Nineteen was established in 
1975 and is responsible - for emigration natteérs.. 
Department Twenty was established in 1977, and its 
mission is similar to that of the Eleventh Department. 
The former is responsible for maintaining liaison with 
intelligence services of developing countries, whereas 
the latter maintains lLiaigoh with intelligence servicés 
of socialist. countries. 08) ; 
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INSTITUTION AND NUMBER OF STUDENTS 


Virginia Polytechnic Institute and 

State University, Blacksburg, Virginia 2 
University of Texas, 

Austin, Texas 1 
University of California, 

Berkeley, California 5 
Stanford University, 

Stanford, California 4 
University of California, 

San Francisco, California 1 
University of Illinois, 
ae Urbana, Illinois 1 a8 

Hence, 45 Soviet students were located in 17 

different states across. the United States. rica] 
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The purpose of this publication is to afford, 
through a summary of situations and events, an overview 


It is intended solely for the internal use of the FBI. 

In the interest of operational and administrative security 
and acknowledging the need-to-know principle, information 

is not set forth in specific, detailed, documented form. 
Where information contained herein is pertinent to thé 
interests or responsibilities of other United States intelli- 
gence eo a separate, detailed dissemination has been 


1 Tf fn madé. 


TECHNIQUES AND TRADECRAFT 


involvement or ego gratification; excessive drinking; marital 
or financial problems; and vulnerability to coercion when 


AQ ith 


A dead drop is a place through which communications, 
materials, or equipment may be transferred from one person 
ao without the necessity for personal contact. 

U 


Determination of Intelligence Connection 


SOME FACTORS UPON which we may base our judgment 
as to an intelligence connection include the following: 


Information Gathering 
i 


Topics discussed at these meetings range from 
fusion energy to the "Glomar Explorer," the ship which attempted 
to retrieve a sunken Soviet submarine. 


age (WFO SPIA 11/12/76, page 24) 
(WFO SPIA 2/15/77, page 26; 27) 


Some Current Operations 


Courier Service 


Shipping 


(NY SPIA 5/13/77, page 11) 


Be 


TRENDS 


Intra-bloc Relations 


~ 


While it is obvious that not all clandestine activity 
has ceased, it is felt that the level of activity, now limited 
to essential contact with only the most trusted agents, will 
not increase until some time passes without derogatory public 
references to Soviet activity. (U) 


(SF SPIA 5/13/77, page 2) 


TARGETS. 


And each country in the bloc has the potential 
to benefit not only from its own findings but aiso from 
those of its allies. (U) 


Thus, while two or_more countries might ha¥eé rather 


a a 


| 5. THE MILITARY - the Armed Forces of thé Whited 
| States; naval, air and ground bases; movement of troops, 
troop exercises, equipment, weapons, tactics, intelligente 
and morale; and military policy. (U) “ 


IN ADDITION TO the above, the following targéts 
are also pursued: developing Contacts among workers Of 
‘the United Nations Missions; penetration of the United 
Nations police, the Immigration and Naturalization Service, 
the United States Coast Guard, and the United States Customs 
Office; and the obtaining of forms, documents, stationery, 
maps, schedules, cards, clothing, accessories and similar 
items needed for the support of illegals, including as¢er- 
tainimg the availability of housing and modes of travveéd. 

U 


(Hearing before the Subcommittee 
to Investigative the Administrati 
of the Intefnal SeGurity Act and 
other Interna] Security Laws, 
94th Congres$, lst Session 
11/18/75.) 


Although this list was obtained from one defector 
and reflects his country's intelligence services’ ta Ets, 
every country discussed in this study can be presumed to 
have the same generic target priorities. They will vary 
as to the importance given to any specific target in: any 
particular time frame. That a country's current primary 
target is discovering the activity of emigre groups dos 
not mean it has no interest in penetration of thé United 
States Government or acquisition of scientific information , 
nor that such penetration or acquisition could not become 
its primary target with the passage of time. As a povernment's 
national objectives change, so too the intélligence Séfvicés* 
targets. (U) 


Specific targets 1976-1977 


THOSE TARGETS SOUGHT by the various intelligence 
services listed below range from items commonly, or at least 
publicly available, to classified material and thosé on 
the restricted commodities list or otherwise restrictéd. 

The réasons for the tasking of an individual to obtain 
one item, or related or unrelated series of items, vary 
from a mere test of willingness to cooperate to a test of 
competence in carrying out assignments to, it may be assumed, 
a substantial need for the item in question sufficient to 


_.Warrant..the.risks.inherent..in.its..obtention...(@Q 


THE TARGET LIST which follows is not meant t6 
be all-inclusive, nor does it necessarily fully defire the 
current areas of interest of the country or intelligénce 
service. It is, however, interesting, in spite of the fact 
that some of these targets might be shown to be somewhat 
dated, as it indicates areas of interest and suggests either 
the nature of ongoing projects within the country con¢érned; 
the state of development of a particular technology or industry 
in that country; or, perhaps, those items which logically 
will become targets of those intelligence services showld 
these target acquisitions be accomplished. (U) . 


b3 
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SECRET Ps 


ESTABLISHMENTS 


Expansion-Security Medsures 


REPRESENTATIVES OF THE TASS News Agency in San 
Francisco signed a 5-year lease, commencing October, 1976, 
for a 2 room office adjacent to the local UPI office. They 
also leased a 2 room apartment for the TASS senior cé%respondent. 


(SF SPIA 9/15/76, page 12) 


b3 per FBI 
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IN AUGUST, 1976, SOVFRACHT, a shipbroker for bulk 
carriers, especially American grain bound for the Soviet 
; Union, acquired new office space at 277 Park Avenué;. (mear 
ta 48th. Street), New York, New York. . 


(NY SPIA 9/27/76, page 14) 


Referral/Direct 


Referral/Direct 


THE ROMANIAN COMMERCIAL Office in Chicago, E£llinois, 
occupied its new office spacé, Room 911, 100 West Monroe 
Uf re Street, Chicago, on June 1, °1976. 


(CG SATPIA 7/23/86, page 7) 


was drrested 
by the FBT 0 on charges of conspiring 
to commit espionage on beha of the Soviet Union. Heé 


e to trial. At the time of his arrest. in 
he had in his 


as since left the United States. 
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: On 
(on an unrelated 


On Was 
arrested at mi 
He was, at the time, 
but had been employ 
and had possessed a "Top S TS Which gave him 
access to highly classified intelligence communications, 
documents, and hardware. (U) 
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STATISTICS AS OF 6/1/77 


Country Officials* 
USSR : 996 
Albania 5 
Bulgaria 47 
Czechoslovakia 94 
East Germany 65 
. Hungary 67° 
Mongolia 8, 
People's Republic 
of China 141. 
Poland 216- 
Romania 88 
Yugoslavia 226 - 
TOTAL 1953 


(S) 


*This is a generic designation used for practical 
operational convenience and should not be confused with’ 
diplomatic designations. These figures do not include working 
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Re Bulet dated 8/11/77. 


and 


Referenced letter solicited the comments 


suggestions of the field concerning current proposals for 
the FBI's Foreign Intelligence Analysis. Chicago feels 
there is a tremendous need for the timely publication 

of FINAL in a form which will materially assist us in. 
fulfilling our foreign counterintelligence ‘responsibilities.’ 
To this end, FINAL should be both timely, consistent and draw 
on both the perspective of FBIHQ and the experience 


ith hielo: of the field. ox) 


Since FBIHQ made the decision to stop lateral 
dissemination of SPIA and SATPIA, there has been a 
serious Lapse of communication among those of us with 
counterintelligence responsibilities. When the field 
stopped exchanging information, headquarters said FINAL 


would try to keep us abreast of important trends and 
developments in operationse FINAL 
has lergely faited fo do LS, an part, because 

3 c 


ef its infrequency cf publication, unnecessary brevity, 
FBIHQ's failure to obtain contributions f: om the 
field and to some extent the use of the © 


principal. The crux or heart of the whe 
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matter is 
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- Our specific comments concerning FINAL 
are these: (8f 


/ FCI analysis and the reporting of trends and 


targets should be separated from strictly training 


material... tJ 


We have reviewed copies of FINAL which are 
available to this office. The July, 1977 copy is the 
only one we find which has been liberally filled with 
training material. This, in our opinion, has no-° 
place in a document devoted to analysis of past and 


current si i rti of trends and 
targets of It can, of 
course, be cleverly incorporated into a Iengthy 


_/ The Bureau at this point in time, should 
seriously review its requirements for SATPIA and 
SPIA and decide whether they are useful documents 
in their present form. Bureau letter of April 12, 


1972, pointed out that the success of FINAL was 


dependent upon the field's submission of appropriate 

material through SPIA and SATPIA. This was simply 

another way of saying these monthly summaries & 
activities would be the core 


oY. basis. forthe preparation of FINALs. & 


FBIHQ must recognize that SATPIA and SPIA 


do not now accurately reflect the.scope of our knowledge 
ce directed at the United 


States and our efforts to thwart these operations. 
Information from the field is purposely withheld from 
these documents = sometimes at the direction of 
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things are interrelated if, indeed they are, and how 
. current trends are related to past operations or what . 


we might expect in the future. 
is-not necessarily limited to, 
requirements and targets, utilization of tradeécra 


Uy and new innovations by the various servicess (8) 


oe eg 


An excellent example of these so called ff 
new innovations appeared in Chicago's SATPIA letter b 
dated April 7, 1977, concernin 


X 
nse 


This development 


received only three paragraphs in the July, 1977, jO7E 
edition of FINAL but lends itself to a great deal more 
iF} ‘discussione 


Other field offices hat ae both the Soviets ” 
and satellites could benefit om Chicago's exnerience 
in this matter. 
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The purpose of this publication is to offer the United States 
intelligence community a broad perspective of foreign intelligence 
operations in and against the United States which are within the j 
view of the FBI. Emphasis is placed on 
In the interest of operational and administrative sécur Ti 
acknowledging the need<to-know principle, information is not ate 
forth in specific, detailed, documented form. Where information 
contained herein is pertinent to the interests or responsibilities: of 
other United States intelligence agencies, separate, detailed _ 
dissemination is made. (ey 


NO FOREIGN DISSEMINATION 


ie 


DIE 


_ SECRET _ 


NO PORBIGN DISSEMINATION 


TARGETS 


ontinue their efforts 
to obtain both classified and unclassified material. The following 
+ fT} paragraphs describe a representative number of these targets. -£<) 


NO FOREIGN DISSEMINATION 


“SEORET_ 


NO-POREIGN DISSENXENATION- 


TECHNIQUES 


A STUDENT AT. Vilnius State University in Lithuania married . 
a US citizen of Lithuanian extraction who was attéiiding the University --. 
for graduate study. Subsequent to the marriage the student, who had 
been warned not to marry the American girl, was dropped froin ‘the 
rolls of the University and his wife returtied to the US not knowing 
whether or not her husband would be allowed to emigrate. (@) 


STATUS OF OFFICIAL ESTABLISHMENTS 


3 
DIE 


mine 


ie the first four months of 1976 there were four iistances 
where violence was directed toward Soviet facilities located in NYC. 
On February 27, 1976,. shots avere fired into the Soviet residential 
complex; on March 8, 1976, a bomb exploded outside the Aeroflot 
Office; on March 26, .1976, there was an attempted bombing of the 
Amtorg Corporation. “aia. on. April 8, 1976, a shot was fired at thé. SMUN 
which pierced a ninth floor window. The “New York Post" carried an 
article which reported that the Jewish Armed Resistance, an-offshoot of — 
the Jewish Defense League, claimed responsibility for the attaci on 
April 3, 1976, (0) 


ft .la. (NY SPIA 4/12/76, pages 12 & 13) 


ON APRIL 4, 1976, THE Soviet Consulate in San Francisco 
received an anonymous telephone call claiming a bomb would explode 
in the Soviet Consulate within 30 minutes. The San Francis¢o Police: 

Department responded and no bomb was found. (U) 


En RET anhelenlen LG ES emtaehal A 


wee et 


ON MARCH 14, 1976, THE Soviet Ambasgador and Permanent 
Representative to the SMUN Yakov A. Malik, was seriously injured 
ina car accident at Glen a New York, A woman in the other car ~ 


involved was killed. Malik were taken to Community 
Hospital in Glen Cové?"Eioeal police said Malik’s driver was not fad nat 
fault in the accident. (U) 
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TECHNIQUES AND OPERATIONS 


A STUDENT AT Vilnius State University in Lithuania. married 
2 US citizen of Lithuanian extraction who was attending the University 
for graduate study. Subsequent to the marriagé the student; who had 
been warned not to marry the American girl, was dropped from the 
rolés of the University and his wife returned to the US not kiowlig 
a whether or not her husband would be allowed to emigrate. (SJ 
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THE POLISH SEJM (parliament) recently passed two. 
amendments to the Polish constitution. One declaring the Communist 
Party as the leading party and force in Poland and the second declaring 
the Polish alliance with the Soviet Union and other socialist éoiintries 
forms the foundation of Polish foreign policy. (U) 


These amendments may represent the price Poland had to pay 
to maintain its special relationship with the West particularly the US;. 
Those holding this view believe Leonid Brezhnev needed the améndments 
to show his adversaries on the USSR Politburo that despite Poland's 
dealings with the West she could still be trusted and is faithful to 
communism. (U) 


(WFO SATPIA 4/5/76, page 46) 
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The purpose of this publication is to offer the Uniféd:States 
intelligence corntmunity a broad perspective of foreign intelligence 
operations in and against the United Sta i 
view of the FBI, Emphasis is placed o 
In the interest of operational and administrative security and 
acknowledging the need-to-know principle, information is not sét 
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other United States intelligence agencies, separate, detailed 
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NEGOTIATIONS BY THE Bulgarians for purchase of 
Rosedale Campus of St, Alban's School located on Newark Street, 
Washington, D. C.,,aré apparently progressing smoothly. The _ 
property consists of thrée threé-siory dormitories/general purpose 
buildings and seven acres of land. The Bulgarians currently have: an 
option for the purchase of.the property for approximately $3 nilllion. 
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STATISTICS AS OF 1/1/76 


Country - Officials™ 
USSR 1025 
Albania 7 
Bulgaria : 58 
Czechoslovakia §. 97 
East Germany 68 . 
Hungary 68 
Mongolia 15 
Poland 201 
PRC 175 
Romania «88 
Yugoslavia _185 
TOTAL 1987 


*This.is a generic designation used for practical opera- 
tional convenience and should not be confused with diplomatic 
designations, These figures do not iticlude working wives. 
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dissemination has been made. 
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As a matter of interest, the starting salary for a 
teacher with a Master's degree th the NYC school system 1g. | 
$11,550 annually. NY SETA, 10/9/75, p. £& , 
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Di oe toda atiation ge pear astord- 
ing to rece yeports, 16 worse ever:before, epenpie, - 
members of thé Romanian Comininist Barty { (GP), axe 
disiitustoaed, with the general populace being openly oriti “intend 
those iy the ROP making their displeasure known to Pina riots 
There are extromé shortages of skilled labor and materials: Ay 
foreign. purchases of bere Ff haye créated lnraence 
Pe -irperesd West Germany, The people feck that the 
foxeod industir sree policy whiels fed the country to compete with 
éifigient, established induntrig}: Gountnios was-poorly couselygdy. 
and-the excuse that future geherations will € enor 8. at ; ae 
— offers satisfastion to the-aver: diving: tow 
uider miserable eo vis, NY LEM Ortor 7/75 captiotied, 
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STATISTICS AS OF 10/1/75 - 


Country Officials* 
USSR ——-:1089 
Albaiia 8 
Bulgaria eg 
Gzechoslovakia 95 
Kast Germany _ 80 
Hungary ; 69 
Mongolia 14 
People's Republic 

of China 182 
Poland 212 
Romania : 76 
Yugoslavia _181 
TOTAL 2005 


*This is a generic designation used for practical opera- 
tional convenience and should not be confused with diplomatic 
designations. These figures do not include working wives. 
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TRENDS 


A SOVIET NATIONAL has offered 4.6urprisingly candid 
appraisal of problems in the USSR: He says that.crime, especially 
. Yape, is on the increase and, in Leningrad, :. women are afraid to %o 
: out alone after dark, Large numbers of Soviets are cramped together 
_ - in severely inadequate housin 3; transportation is critically short ‘and, 


although education is excellent, one needs connections to get his: 
children: into the proper schools. WFO SPIA 6/ 13/75, p. 7 
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IN APRIL, 1975, the Director of the Romanian Ministry 


of Foreign Trade and Economic Cooperation said that if Congress. 
approved the Most Favored Nation (MFN) status for Romania, trade 
with the US would go to one billion dollars a year by 1980. Ags”. ..- 
President Ford during August signed the MFN Pact with Romania,. 
there should be a dramatic increase in 1975-1976 in contacts between 
US businessmen and Romanian officials. ivy SATPIA 8/7/75, p. 44 


TECHNIQUES 


“TARGETS 


| 
‘TE 


ona ow ¥ 
DECLASSIFICATION AUTHORITY DERIVED FROM: jo ands Lon Jaabl Is * 
FRI AUTOMATIC os 4 pe : posart Wwe be 
DATE 06-17-2020 BY yer ee 


WARNING NOTICE - SENSITIVE SOURCE AND METHODS INVOLVED 
BACKGROUND USE ONLY. 


SMEMETED FROM AwromMpTIc © 
SECLASSIFICATION 
WUTHOOTTY DERIVE FAOM - 

FEL RUTOMATIC. OPCLRSSIFICATION GULDE 
EXEMETION CODE/ISx¢4. 
MATE OS-L7-2oZ1 


a 


FEDERAL BUREAU OF INVESTIGATION 


ALL THPARMENTON CONTAINED 


FBI 
FOREIGN INTELLIGENCE 
ANALYSIS 
UNITED STATES 


(Overview of [_____prerations in the United Statés) 


i THIS DOCUMENT IS SOLELY FOR USE WITHIN THE FBI 
Agsoc. a i 
Dep, AD Adm. — 
Dep. AD Inv, __ 
Asst. Dir,: 
Admin, 
Comp. Syst. —-_ 
Ext. Affoirs —_ 


chet oii 


Intell, Vpn - ¥ 
ahaa lr opener AUGUST, 1975: ns 


Spoc. Inv. — 


Training 414 / 

Legal Coun, ae rae ae " 

Telephone Rm. — ’ : : 
Director Sec’y —_ MAIL ROOM[__] TELETYPE UNIT Ce s GPO 954-546 


down au dah Va | 


ae 


TARGETS 


b3 
b7E 


TECHNIQUES AND OPERATIONS 


SECRET. 


oa ee 


. THE USSR IS having its problems, according toa. — 
Soviet national, currently assigned in Canada, who offered a surpris- 


ingly candid description, He said that crime, especially rapé, ig on 
the increase and that women cannot go out alone after dark in 
Leningrad, Large numbers of Soviets are cramped together it. 
severbly inadequate housing, and transportation is critically short, 
Also, although education is excellent, one neéds connections to get 
his children into the proper schools. WFO SPIA 6/13/ 75, p. T° 
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"STATUS OF OFFICIAL ESTABLISHMENTS 


. A REQUEST HAS been made by the Soviets for another 
26, 000 to 29, 000 square feet of floor space on the same floor as that 
‘now o¢cupied by the Soviet Information Center, Suite 86123, North 
Tower, World Trade Genter, NYC. The Soviets are prepared to: Bign 
a lease as scon as this space can be made available and will probably 
use the space for additional offices and a NY SELAS Pe Vit ; 
12/75, p. 28 


. THE SOVIET TRADE Office (SOVTRA) at 
hea Connecticut iar Saeco ash 


3 
DIE 


A RECEPTION WAS held recently by the Soviet Corisulate, 
San Francisco, California, honoring World War If Victory in Europe 
Day, The affair was held at the Palace of the Legion of Honor and 
was attended by several hundred business and civic leaders ag: well 


as individuals friendly to Soviet Consulate SES 75, p. 3 


OCCUPANCY OF THE Soviet Residential Complex-at 
Riverdale, New York, by Soviet nationals began recently, This: ¢om- 
plex, located in Bronx, New York, about 15 miles north of midtown 
Manhattan, eventually will provide housing for 236 Soviet nationals 
and their families. l ~~ SPIA 6/11/75, p. 25 
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Country 


USSR 

Albania 
Bulgaria 
Czechoslovakia 
East Germany 
Hungary 
Mongolia 


People's Republic 
of China 


Poland 
Romania 
Yugoslavia 
TOTAL 
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Statisties as of 7/1/75 


Officials* 


917 
6 
50 
85 
45 
66 


183 
L797 


“This is a generic designation used for practical — 
operational convenience and should not be confused with diploniatic 
designations. These figures do not include working wives. 
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STATUS OF OF FICIAL ESTABLISHMENTS 
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addition, 


THE SOVIETS RECENTLY renewed their extensive 
of the . i 


#2 THE, POLISH FOREIGN tradéiworpor: 
pened an office in Chicas'p 


THE POLISH GONSULATE in Chicago, Hlinois, has now 
completely switched its operations to its new Space at 1530 North Lake 
Shore Drive. The old building is being made -into apartments foF some 
of the Consulate's personnel, CG SATPIA 4/4/ 75, p. 7 


ee 


THE ROMANIAN COMMERCIAL Office (ROCOM®); 
Chicago, Wlinois, which, it was béleved; was being closed because of 
“Romania's unsuccessful attempt to obtain Most Favored Ne stains 
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Wountry Officials * 


USSR 899 
Albania a: 
Bulgaria 49 
Gzechoslovakia 89 
East Germany 41 
‘Hungary 61 
Mongolia 6 
People's Republic _ 
of China. 164 
Poland 192 
Romania 76. 
Yugoslavia 179° 
TOTAL 1, 752 
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RECENT INFORMATION SUGGESTS that the opetiing: of a | 
Czechoslovak Consulate in Chicago, Ulinois, has béén postponed indefinitely. 
WFO SATPIA 2/20/75, p. 19 


THE HUNGARIAN GOVERNMENT is aitxious to start 
building its new chancery in Washifigton, D. C.; however, somé problems 
are being encountered between the zoning office and Hungarian officials. 
WFO SATPIA 2/26/75, p.36 
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A SOVIET STUDENT, while at the University. of 
Michigan in 197278, establistied a rapport with an Ameri¢an-and has 
been in eorrespoiidence. with him ever sin¢e, Tnitially, after his return 
to the USSR, the Soviet's letters concerned innocuois, perkonite matters. 


~B< 


em 


He then requested various books of the public source variety. - 
Finally, after the American suggested delivering the books to a 
Soviet establishment for forwarding in order to save on postal 
- costs, the Soviet told him not to send any more books but added 
that a "neighbor" was planning twavel to the US soon and would: 
oe him up upon his arrival. SF SPIA 11/8/74, 4-5 
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WHILE COMMERCE AND trade remain as high 
priority items of the Romanian Government, efforts in thebe Aréas 
have diminished with Romania's unsuccessful attempt to attain RN 
stdtus vis-a-vis the US Government. Romanian commercial. officés: 
in Chicago and San Francisco aré being closed and decisions’ have 

_ been made to pangs the staff saa the commeretal office in NYC. 


EFFORTS. ARE CONTINUING to build rapport with 
mumerous emigre groups, and interest is being directed toward 


increasing the exchange of delegations and: acadeniicians between the 
US and Romania. 


. WFQ SATPIA 11/15/74, a5 
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STATUS OF OFFICIAL ESTABLISHMENTS 


THE SOVIETS HAVE been négotiating for a bifilding. at 
$05 East 45th Street, NYC, in which to relocate the SMUN,. now located 
at 136 East 67th. Street, NYG. If these négotiations are successful, 
the present location might be used by the. SO¥ERMB, WDC, to: house 
the Soviet Consulate in NYC. 

NY SPIA.12/13/74, 24; 


BULGARIAN OFFICIALS IN WDC have decided tg 
approach US Department of State regarding the opening of a commercial 
oifice in Chicago and, possibly, one in San Francisco. 


Ba 


THE GERMAN DEMOCRATIC Republic (GDR) has: 
leased the top floor of a building at 1717 Massachusetts Avenué,, N. W., 
WDC, for use as a chancery. 
WFO SATPIA 11/15/74, 51 
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Statistics as of 1/1/75 


(The SBOE 


Country Officials * 
USSR 907 
Albania 10 
Bulgaria 52 
Czechoslovakia ~ «86 
East Germany ; 54 
Hungary 41 
Mongolia” 15 


People's Republic of 


‘China 184 
Poland 201 
Romania 86 
Yugoslavia __ 182 
TOTAL 1, 848 


* This is a generic designation used for practical 
operational convenience and should not be confused with diplomatic 
designations. These figures do not include working wives. 
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REPRESENTATIVES OF THE German Democratic 
Republic were recently in the US for negotiations regarding the 
establishment of an embassy and possibly a chancery in the Washington, 
D. C., area. (NY SATPIA 8/7/74 p. 3) 


businessmen have since indicated that it was a disappointing, ilsplanned, 
ang poorly-hosted affair. (NYSSPIA 7/10/74 p. 29) 
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Peoples Republic 
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*This is a generic designation used by the FBI for practical operational convenience and should not be 
confused with diplomatic designations. The definition refers to all foreign nationals assigned to Country 
establishments: in the United States, including embassies, consulates, United Nations missions, United 
Nations Secretariat employees, and employees of ancillary organizations, such as Amtorg, Intourist, 
Aeroflot, commercial offices, and press representatives. 
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The purpose of this publication is to offer tt the 
United States intélligence community a broad perspective. of 
foréign intelligence operations in and against the united States 
which are within the purview of the PBI, Emphadia is placed 
In the interest of 
operational and administrative security and acknowledging 
the need-to~khow “principe, infoxmation is not set forth in 
specific, detailed, do¢umented form. Where information 
céntalned herein is pertinent to the interests or 
responsibilities of other United States intelligence agencies, 
separate, detailed dissemination is made. 


» 


1b3 
| b7E 


THE STRICT ATTITUDE of the Czechoslovak government 
toward issuing Visas appGars to be continuing as aré thé rules 
against visiting with former Czech citizens now residing in the 
US. (NYO SATPIA 5/7/74, p. 1) 


TECHNIQUES 


retaining Romanian citizenship as a condition for the velease 
of his wife and child from Romania, (NYO SATPIA. 5/7/74, p. 14) 


A RECENT EMIGRE REPORTEDLY has been "“pressuved® into 
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THIS OBVIOUS EFFORT might have gone undetected 
except that the individual he appreached was a Special Agent 
of the Federal Buréau of Invedtigation from another lééaile 
who was in the area to attend a special sehool, 
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The purpose of this publication is to offer to the United § Statés 
intelligence community a broad perspective of foreign intelligence’ Opi ag 
in and against'the United States whi vic 3 
Emphasis is placed o : 
ational and administra i zing the Siiioeet & 
principle, information is not set forth in specific, detailed. documented, form. 
Where information contained herein is pertinent to the interests or ie ima 
bilities of other United. States ivitélligence agencies, separate, detailed 
dissémination is made. 
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New Soviet Purchasing Commission 


THE UNITED STATES Government has authorized the establishment 
of a temporary Soviet purchasing commission in New York City to. sevice the 
Kama River Truck Complex (a massive tuck“producing ‘project being built 
with extensive United States industry participation). Tentative arrangements 
provide that the commission will be. set up for one year, but will be extended 
in one-year segments, if necessary, for a maximum ‘period of three more: years, 
The commission will consist of a chairman arid a maximum of 15 technical ‘assistants 


- 19 - 


and staff, It will bé responsible to the Soviet Ministry of Foreign Tradeand the 

Soviet trade represehtative in the United States. The- commission has. signed a 

three~year lease for space on the sixth floor of the General Motors Building, 

767 Fifth Avenue, New York City. It will take up occupancy in this spade about 

Apr 1, 1973. Since its arrival in mid-January,it has occupied temporary space 

on the fourth floor of the General Motors Building. tCtsStsstyS:- 
(SUNCEASSH ene G ) 


OMNIBUS NOTES 


SOVIET DIPLOMATS ARE significantly expanding public appearances: 
in ah apparent attempt to improve public relations. Most of the speeches-contain: 
little that is new, or everinteresting, but the mere increase in, appearatices is 
notéworthy . (CONFIDENTIAL) aS 
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AEROFLOT HAS MOVED from the space it shared with Intourist at 


45 East 49th Street, New York City, and is now located at 545. Fifth Avéfitie, 
New York City. (UNCLASSIFIED) 


THE MARINE DIVISION of the ATC is moving from the ATC-space on 
the 19th and 20th floors of 365-Lexington Avenue, New York City, arid acquiring 
separate space on the 10th floor of the same building. It will also havé Separate 
telephéne service. CJNCLASSIFIED) - 
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The purpose of this publication is to offer to the 
United States intelligence community a broad perspective of 


foreign intelligence operations in and against the United States 


which are withi e FBI. Emphasis is placed 
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detailed, documented form. Where incormacion contained ‘Herein 
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United States intelligence agencies, separate, detailed @is- 
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ALL CZECHS TRAVELING to the United States as part 
of the East-West Exchange Program are required to report to 


the Czech Embassy upon arrival. This informs the Bmbassy of 


THE LINE-UP 


11/1/72 


WORKING 


COUNTRY OFFICIALS* WIVES DEPENDENTS TOTAL 
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The purpose of this publication is to offer to the 
United States intelligence community a broad perspective of 
foreign intelligence operations in and against the United States 
whi e FBI. Emphasis is placed 
on In the interest of opera- 


ti é security and acknowledging the need- 
to-know principle, information is not set forth in specific, 


detailed, documented form. Where information contained herein 
is pertinent to the interests or responsibilities of other 


United States intelligence agencies, separate, detailed dis- 
semination is made. 
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SOVIET STUDENTS. IN THE UNITED STATES. 
oe or ee pone Maes 


Each acudemi'c year ‘since’ 1958, thé? UAitéd States 
and the Soviet Union have maintained agreements whereby 
Soviet students have studied’ at colleges and universities: 
in the United States while their American counterparts have 
studied in Russia. From the vantage point of 15 years! 
experience, there are’ Several ihteresting observations 
which can be made. (UNCLASSIFIED) . 


For the upcoming academic year 40 Soviet students 
have been proposed fdr study “in, the United States at about 
20 universitiggs. and 35 of these have already entered the 
country. From.past experience {¢. was. not, unustial to ho te’ 
that only one of these students was pursuing study in the 
field of history. andthe. ‘other, 39: were designated for . 
scientific curricula. This apparent oversight was récently 
corrected when the Lone, history ‘student was removed fron 
the list of candidates by: the Soviets and in his placé was - 
Substituted a biorchemist. (CONPISENTIAL) (WFO airtel, 8/14/72, | 17 
Bufile: 105-116937) a (0) 
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The purpose of this publication is to offer to the 
United States intelligence community a broad perspective of 
foreign intelligence operations: in and against the United States 


which are w 


detailed, documented form. 
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i Ministrative security and acknowledging the need- 
to-know principle, information is not set forth in specific, 
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United States intelligence agencies, separate, ecretiee dis-: 
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PIONEER POINT SOVIET ESTATE 


of approximately 45 acres of land commonly call 

Point, Maryland, for reported price of $1,120,000. The prop- 
eastern shore in Queen Annes County, 

mmnercial maps as Corsica Neck, west 


Buildings on the site consist’ of former .estate house 
for use as summer residence by Ambassador, a smaller ‘butiding 
for use as summer recreation center for children, and Séveral] 
outbuildings including a Caretaker's residence, ‘Existing dock 
on Chesapeake Bay can accommodate boats of 40 feet in Length 
and up to nine feet in draft. Soviets are negotiating for 

two cabin cruisers in the 27-foot range. They plan to surround 


acreage with high chain link fence, (UNCLASSIFIED 


CHINESE IN UNITED NATIONS SECRETARI AT 


Because of the increase in Chinese language work at 
the United Nations, the Secretariat is currently hiring and 
training 45 new Chinese translators and interpreters, ata 
cost of $500,000. (UNCLASSIFIED : 


a 


EE 


It was stated that théir jobs should not be considered 
"secure" and their degree of compliance with the above conditions, | 
especially the first, would béar on promotions and even tenure in 
their present jobs, The Mission was apparently under the 
impression it had significant, if not complete; Gont#ak over 
Secretariat employees engaged in Chinese related. work, The 
hiring issue has been resolved by allowing the Mission fo. 
talent-~scout and recommend people for the additional 
positions. It is now in the process of recruiting loyal, 
"ideologically safe" individuals from China and the rest: of 
the world. How far the Mission will be able to en force. 
its demands on Secretariat employees is yét to be seen. 
(UNCLASSIFIED) source: 62-7787-Sub 246 


OMNIBUS NOTES 


EVIDENCE INDICATES THE Romanian Government may be in 
serious need of U. S. dollars. It is charging exorbitant 
"processing fees" for Romanian~born U. S. residents to bring 
relatives here, and to renounce Romanian citizenship in order 
to apply for U. §. citizenship. The government has gone so 
far as to legislatively broaden the definition of a Romanian 
citizen, to- require more individuals to be subject to these 
"processing fees." (UNCLASSIFIED) Source: CG SATPIA 5/5/72 p. 14 
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INTRODUCTION 


The purpose of this publication is to provide an 
overview and analysis of 
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Detailing and analysis of key FBI 
counterintelligence operations is also afforded. This 


particular issue is devoted to the activities of 
during the 


first nine months of 1981. In the interest of operational and 
administrative security and acknowledging the mneed-to-know 
4 principle, information is not set forth in specific, detailed 
documented form. Some of the material contained herein has 
been obtained from other elements of the U.S. Intelligence 
Community. Comments and queries regarding this publication 
are welcome and may be addressed to FBIHQ, Intelligence Be 
Division, Attention:[ | ct-3a. ey ayie 
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most significant of these involved the investigation of 
Joseph George Helmich, a retired U.S. Army warrant officer. 
After extensive interviews, Helmich was arrested on July 15 
and charged with espionage; he pleaded guilty and was 
sentenced to life in prison. Helmich admitted passing to the 
Soviets in the early 1960s, for approximately $131,000, 
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information relating to the KL-7 cryptographic system, 
including rotors, maintenance and instruction manuals, key 
lists, etc. The compromise could very well have had a damaging 
impact on U.S. national security interests, since it is 
conceivable that the Soviets used the information to assist 
its communist allies during the Vietnam War. 
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| = declared persona non grata (PNG) by the 


United States Department of State (USDS), 


At the same time, the USDS te 
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On the other hand, during 1981 the arrest and 


conviction of William Holden Bell, an employee of the Hughes 


on charges of espionage, demonstrated more clearly 
than ever the damage that may be done to U.S. national security 
interests by the smaller (vis-a-vis the SIS) Warsaw Pact 
services. In a highly sophisticated operation, 
spotted, assessed, and recruited a U.S. citizen with access to 
highly classified information of value to the Soviets. The 
Poles were willing to pay a substantial sum for the information 
and employed sound operational security practices. Moreover 


cover was impeccable--he was a 
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In compiling the data for this section, two 
principal sources have been tapped--tasking of double agents 
by intelligence officers and general inquiries made to FBI 
assets by IOs. Therefore, in some cases, for reasons of 

it see: operational security, specificity has been avoided. jaa] 
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A case conducted jointly by U.S. Customs, the USDC, 
and the Internal Revenue Service involving a businessman named 


[ and two other subjects illustrates those 


trends. On were 
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V. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 


Defection of Ramould Spasowski, Polish Ambassador to the 
United States 


On December 19, 1981, Ramowld Spasowski, Polish 
Ambassador to the United States, and senior member of the 
Polish diplomatic corps, requested and received asylum in 
Washington, D.C. Spasowski, 61 years old and a career 
diplomat, was accompanied by his wife, daughter, and son-in- 
jaw. In defecting, Spasowski stated: 


"A week ago, a state of war has been imposed 
upon Poland, a state of war against the 
Polish people. Under the umbrella of the 
military, specially trained mits and security 
police began an unprecedented reign of 
terror...I cannot have an association--not 
speaking about representation--with the 
authorities responsible for this brutality 
and inhumanity. I have decided this the 
moment I have learned that Lech Walesa 

was arrested and kept by force. What I 

am doing now is an expression of solidarity 
with him." 


The defection of Spasowski climaxed a year which saw the 
defection (as well as recruitment-in-place) of a considerable 
ie: “Somes a number..of Polish officials and intelligence officers. (8) 
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of key FBI counterintelligence 
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latter six months of 1980. For purposes 


services will henceforth be referred to as 


In the interest of operatioral and 
administrative security and acknowledging the need-to-know 
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The latter half of 1980 also saw the culmination of 
the massive ane of Cuan refugees into the United States-- 
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In September of 1980, the National People's Congress 
of the PRC formally admitted that the targets of the 1976-1985 
economic plan were unattainable and announced that an entire 
new plan would be devised to take its place. In accordance 
with this new plan a number of contracts have been cancelled 
with the Western nations and Japan, primarily in the area of 
heavy industry. Cutbacks in the budget regarding the 
procurement of military hardware have also occurred, however, 
the State Council of thé PRO has stated that China intends to 
push new programs in light industry (consumer goods, 
computers, microelectronics) , agriculture anc energy, that 
will require inputs of foreign technology, capital, and 
management skills. (WU). 


The U.S. ‘Government, under the Carter 
administration, supported China's modernization program in 
consideration of China's contribution to global strategy. 
China's failure to modernize would erode its role in 
maintaining the global balance to the disadvantage of China as 
well as the United States and its allies. Therefore, the 
United States signed numerous bilateral agreements in science 
and technology, educatién, and trade and granted loans and 
trade credits to the. PRC. This situation led to a 
liberalization of controls on the export of U.S. high 
technology items and on authorization, on a case-by-case 
basis, for sales of non-lethal military support equipment 
(trucks, radar, transport aircraft, helicopters, and 
communications and training equipment) to the PRC. 
Additionally, delegations from the People's Liberation Anny 
(PLA) and the Ministry of National Defense (MND) have visited 
numerous defense-related corporations seeking military- 
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As part of the modernization program and in tune 
with U.S.-PRC educational exchange initiated in 1978, 
approximately 6,000 PRG students are now in the United States 
studying and doing résearch in all academic disciplines in 


every region of the United States | 
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was perhaps dramatized af 


__|was arrested in New York City by 
Special Agents (SA), shortly after 


Citizen, was allegedly tasked by the Soviets to 


“(Although the fact thatL ams 


in contact with the Soviets has been established, 


"claims" to have been so 
tasked, but he conceivably could have claimed such tasking to 


alleviate fears o 


The case also brought to the fore an issue 
which is increasingly: becoming a concern of the U.S. 
Government --the to 
BL meres the Soviet Union and its: Warsaw Pact allies. ey 
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immediately contacted the FBI » and at this point a UCA was b7E 
interjected into the case. The UCA was introduced t 


' He was sentenced on 
in prison. 
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Government 


b3 
lew gs 


bi/k 


>< iy 
Why the Soviets would target [ be 


in particular, is explicable. As noted by am official of leeee 


the|_ offered by the 


official explained, "a drop in the bucket," compared to the 
millions spent by [din developing this type of 
advanced technology. ‘The prosecution in the case estimated 


the va of the 
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The purpose of this publication is to provide an 


overview and analysis 


Detailing and analysis of key FBI counterintelligence 


operations is also afforded. This particular issue is devoted 


to the activitites of 
latter six months of 1980. For purposes j 
services will henceforth be referred to coo 


hea ee In the interest of operational and 
administrative security and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed, 
documented form. Some of the material contained herein has 
been obtained from other elements of the U.S. Intelligence 
Comunity. Comments and queries regarding this publication 
are welcome and may be addressed to FBIHQ, Intelligence 
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Additionally, delegations from the People's Liberation Army 
(PLA) and the Ministry of National Defense (MND) have visited 
numerous U.S. military installations and defense-related 
corporations with ‘almost a free hand to gain material. An 
interesting note to this cooperation is that 
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The purpose of this publication is 
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Aside from thel ___|case, two other significant 
counterintelligence actions, involving double agent b6 


operations, were initiated against the SIS in mid-1980. In May oe 


of 1980, the U.S. Department of State (USDS) lodged a strong 


protest with__Sovi 
activities of 


Following the USDS protest, 


[fretted by the Soviet Union. TS Ti 


That same month, the USDS lodged yet another 
protest, this one relating to the activities of 


was also impelled to depart the 


United States. “687 iT 


Cuban-American relations during the initial portion 
of 1980 have been greatly affected by the influx of over 
125,000 Cuban refugees into the United States. The refugee 
exodus is the result of economic, social, and political 
pressures that have been building since 1977. The Cuban 
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economy has stagnated, and the already austere standard of 
living has deteriorated even further. Additionally, a rapidly 
expanding labor force has created a labor surplus, and 
incidences of crime, of :poor job performance, and of political 
discontent. have been on the increase. (®) 
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was located in New York City. He was employed by a major b3 
ich has, as one of its clients, the aoe 


United States Department of Defense; thus the firm handled bTE 
some classified data. [————Csdaas: avid too a woman who, 
eles being a naturalized U.S citizen, 


APPENDIX 


COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 


Country Officials 

USSR i,zi7 

PRG 239 

Poland 287 

GDR 77 

Czechoslovakia 98 b3 
Cuba 100 HIE 
Romania 80 

Hungary 79 

Bulgaria 51 

Vietnam 12 

North Korea 12 

Yugoslavia 154 

Albania 12 

Mongolia 10 

Total 2,428 


NOTE: Officials is a generic designation used by the FBI for 
practical operational convenience and should not be confused 
with diplomatic designations. 


- 60 - 


ae 


COMMUNIST COUNTRY OFFICIAL PRESENCE IN THE 
UNITED STATES, OCTOBER, 1980 


Country Officials 

USSR 897 

PRC 481 

Poland 359 

GDR 121 

Czechoslovakia 96 

Cuba 155 

Romania 78 b3 
Hungary 87 b7E 
Bulgaria 66 

Vietnam 18 

North Korea 14 

Yugoslavia 324 

Albania 9 

Mongolia 11 

Kampuchea 3 

Laos i 

Total 2,730 
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INTRODUCTION 


The purpose of this publication is to provide an 


overview and analysis of 


Detailing and analysis of key FBI coumterintelligence 


operations is also afforded. This particular issue is devoted b3 


during the 
first six months of 1980. For purposes of brevity, these 
services will henceforth be referred to : 
ee ee et 


| In the interest of operational and 
administrative security and acknowledging the need-to-know 

| principle, information is not set forth in specific, detailed, 
documented form. Some of the material contained herein has 

been obtained from other elements of the United States 

aw) intelligence community, as well as the intelligence services 
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During the initial portion of 1980, relations 
between the United States and the Soviet Union continued to 
deteriorate, largely as a result of the Soviet invasion of 
Afghanistan. 


Within the past year, however, there has been a 
marked decline in Soviet official presence. Due in part to the 
closing of the Soviet Consul General, New York, New York 


SOVCONY 
Soviet presence has declined from 1,222 


in June, 1979 to 1,116 in June, 1980. Furthermore, within the 
past year there has been a decrease in Soviet east-west 
exchange visitors to the United States, as well as a marked 
decrease in Soviet merchant shipping docking in U.S. ports. 
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Cuban-American relations during the initial portion 
of 1980 have been greatly affected by two central elements--a 
stepped up anti-American propaganda campaign by Cuban leader 
Fidel Castro and the influx of over 125,000 Cuban refugees into 
the United States. A stimulant to Cuban anti-American 
propagandizing has been a perception by Castro that U.S. 
hostility towards Cuba and the Soviet Union is escalating 


The refugee exodus is the resuit of economic, 
social, and political pressures that have been building since 
1977. The Cuban economy has stagnated, and the already austere 
standard of living has deteriorated even further. 


Additionally, a rapidly expanding labor force has created a 
Jabor surplus, and incidences of crime, of poor job 
performance, and of political discontent have been on the 
increase. The exodus will, however, probably result in only 
temporary alleviation of pressures on the Cuban leadership 
since the country's basic economic problems are not being 
addressed and will continue to cause trouble for Castro. ts 
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In February, 1980, the Government of Canada declared 


Assistant Military Attache 
Persona Non 


Grata (PNG), because of the Soviet's persistance in abusing 
their diplomatic status by conducting espionage activities. 
Concommitant with the PNG action, the Canadians released a 
statement for the press which detailed the abuses of the 
Soviets: 


"fhe case involved a citizen of the United States, 
employed in a sensitive position in the U.S.A., who 

was in contact with the Soviet Embassy and tasked to 
obtain information. The R.C.M.P., with the cooperation 
of the FBI, monitored the case and, with the help of 

a U.S. citizen, determined that over a period of some 
sixteen months the Soviets met clandestinely with the 
U.S. citizen, using traditional signal arrangements 
and dead letter boxes, in the Ottawa area, where 
exchanges of information and money took place.” 
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INTRODUCTION 


The purpose of this publication is to afford an 


and analysis of 


ailing and analysis of key FBI counterintelligence opera- 
tions and operational techniques is also afforded. This 


particular issue is devoted to the activities of 


during latter seven months of 1979. For 
purposes of brevity, these services will henceforth be 
referred to as In 


the interest of operational and administrative security and 
acknowledging the need-to-know principle, information is not 
set forth in specific detailed, documented form. [Rf 
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During the latter part of 1979, relations between 
the United States and the Union of Soviet Socialist Republics 
were undermined by a number of developments, the most decisive 
of which was, of course, the Soviet invasion of Afghanistan. 


which was dramatized in the fall of 1979 by publicity 
surrounding the publication of The Fourth Man, by Andrew 
Boyle. This book explores the lives of the infamous Englishmen 
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i te en 


Senet 


who spied for the Soviets, Kim Philby, Donald Maclean, Guy 
Burgess, and Anthony Blunt, who were recruited to the Soviet 
cause when they were students at Cambridge University in the 


co 19305. ts me 
CI-1 Unit Chiefs. b6 
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As reported in the "Review" of March, 1979, Poland 
was the first among Eastern European nations to attempt a 
special relationship with the United States. Poland has held 
most-favored-nation status (MEN) since 1960, and trade between 
Poland and the United States has increased steadily. 
Unfortunately for Poland, its economic standing in the 
international commmity has been undermined by heavy 
indebtedness to the West, including the United States. Polish 
diplomatic efforts in the United States are thus centered 
around fostering trade and, in general, cultivating good 
relations between the two nations. In light of Poland's 


positive stance towards the United State S$ 


surprising that 
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The current leadership of the People's Republic of 
China has launched 2 multibillion-dollar program to acquire - 
Western machinery and technology to help modernize their 
nation's primitive industrial base. The program was initiated 
in February of 1978, when Chairman Hua Guofeng announced that, 


moo 


as the initial stage of the modernization plan, 120 major 
industrial projects were to be completed under a ten-year 
(1976-85) economic plan. To achieve the ambitious 
construction and production targets of the plan, massive 
infusions of Western technology and equipment will be 
required, The long-range objective of the program is to propel 
the Chinese economy to "front line" status by the year 2000. 
(U) 


a ee 


There has long been a question over the placement of 


homosexuals in sensitive positions, mainly because it has been 
held that homosexuals are particularly vulnerable to 
compromise and recruitment 


Generally speaking, the homosexuals present an 


opportunity for recruitment that cannot be overlooked [ ] 
fp employeé in a 


sensitive position and discovered to be a homosexual will be 
closely assesse Homosexuality may, however, be 


ee. BPs 


SBE 


only one of many factors that are considered. Homosexuality, 
combined with financial distress, drug or alcohol addiction, 
employment dissatisfaction, or marital discord are a few of 
the possibilities that may prove to be a deciding factor ina 
recruitment approach. The posture of the SIS vis-a-vis the 
homosexual was discussed by John Barron in his book, "KGB: The 
Secret Work of the Soviet Secret Agents" (Reader's Digest 
Press, 1974). Barron noted, that "contrary to popular 
supposition, the KGB is not primarily interested in 
homosexuals because of their presumed susceptibility to 
blackmail. In its judgment, homosexuality often is 
accompanied by personality disorders that make the victim 
potentially unstable and vulnerable to adroit manipulation. 
It hunts the particular homosexual who, while more or less a 
functioning member of his society, is nevertheless 
subconsciously at war with it and himself. Compulsively 
driven into tortured relations that never gratify, he cannot 
escape dwareness that he is different. Being different, he 
easily rationalizes that he is not morally bound by the morals, 
values and allegiances that unite others in commmity or 
society. Moreover, he nurtures a dormant impulse to strike 
back at the society which he feels has conspired to make him a 
secret leper." (U) 
105-271060 

There have been a number of cases in history of 
modern .espionage where the recruited f= agent was a 
homosexual. Perhaps most notable were the 

Of these 

three individuals, homosexuality played a pivotal role in the 
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INTRODUCTION 


The purpose of this publication is to afford an 
overview and analysis of 


ailing and andlysis of key FBI counterintelligence opera- 
tions and operational techniques is also afforded. This 


particular issue is devoted to the activities of 


during latter seven months of 1979. For 
purposes of brevity, these services will henceforth be 
the interest of operational and administrative security and 
acknowledging the need~to-know principle, information is not 
set forth in specific detailed, documented form. Some of the 
material contained herein has been obtained from other 
elements of the United States Intelligence Community, as well 
as the intelligence services of certain friendly foreign 

iW) Governments. (8 


= 411 = 


ee 


During the latter part of 1979, relations between 
the United States and the Union of Soviet Socialist Republics 
were considerably undermined by a number of developments. In 
late August, an incident occurred which sparked enmity between 
the two states. Soon after 
defected in New York City, 


escorted by Soviet officials to a departing Aeroflot flight 
for an immediate trip back to the Soviet Union. Since it was 
not known whether or not [was being coerced into leaving 
the United States, the U.S. Government prevented the airliner 
from departing Kennedy International Airport. For three days, 
controversy ensued, umtil the Soviets allowed American 
officials on board to interview the defector's[ | Cu) 


U.S.-Soviet relations became further strained when 
it became disclosed that a Soviet combat brigade, made up of 
over 2,000 troops, was stationed in Cuba. The Soviets 
contended that the brigade had been in Cuba since the early 
1960s, and was used strictly for training purposes. The U.S, 
Government differed with this contention, as elucidated by 
President Carter on October 1, "there is a high degree of 
confidence that it is not a wit with a primary purpose of 
training Cubans." The U.S. Government entered into 
negotiations with the Soviets and attained assurances from the 
Soviets, that, among other things, the "unit in question is a 
training center; that it does nothing more than training, and 
can do nothing more." To help insure Soviet cooperation, the 
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United States tock a number of steps, which included an 
increase in surveillances of Cuba and the expansion of 
military maneuvers in the region. (U) 


But, by far the most decisive event to affect U.&.- 
Soviet relations adversely occurred, of course, in late 
December, when upwards of 85,000 Soviet troops poured into 
neighboring Afghanistan, to help consolidate the establishment 
of a pro-Soviet regime headed by Moscow protege Babrak Karmal. 
As articulated by Dr. Zbigniew Brzezinski, Assistant to the 
President for National Security Affairs, the Soviet invasion 
of Afghanistan is a "watershed" event, since it is "the first 
time since 1945 that Soviet armed forces have been used to 


impose direct Soviet will on a foreign country not previously 


under Soviet control." President Carter reacted to the Soviet 
invasion with a number of moves, including the postponement of 
consideration of the Strategic Arms Limitation Treaty (SALT 
II); the halting of grain shipments to the Soviet Union; and 
the consideration of a U.S. boycott of -the 1980 Simmer 
Olympics, which are scheduled to be held in Moscow. (U) 
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As reported in the "Summary" of January, 1979, 
Poland was the first among Eastern European nations to attempt 
a special relationship with the United States. Poland has held 
most~favored-nation status (MFN) since 1960, and trade between 
Poland and the United States has increased steadily. 
Unfortunately for Poland, its economic standing in the 
international commmity has been undermined by heavy 
indebtedness to the West, including the United States. Polish 
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diplomatic efforts in the United States are thus centered 
around fostering trade and, in general, cultivating good 
relations between the two nations. 
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There has long been a question over the placement of 
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INTRODUCTION 


The purpose of this publication 


semiannual basis, an overvi 


Detailing and analysis of key FBI counterintelligence operations is 


also afforded. In the interest of operational and administrative 
security and acknowledging the need-to-know principle, information 
is not set forth in specific, detailed documented form. Comments 
and queries regarding this publication are welcome 

addressed to FBIHQ, Intelligence Division, Attention: 

CI-3 Section, B Unit. 
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The expulsion of nearly 150 Soviet officials worldwide in 
1983 was directed primarily at those engaged in S & T intelligence 
collection. Many of those expelled, including two from the 
United States, were KGB Line X officers. These expulsions, even 
when coupled with strained U. S. - Soviet relations, do not appear to 
have had a significant effect on Line X activities in the 
United States. It would seem that there would be a disruptive effect 
upon SIS operations when a KGB officer is forced to depart 
unexpectedly, since it frequently requires several months to arrange 
for a replacement. The FBI has, however, not detected any activity 
which might be construed as compensating for the expulsion of an 
officer. This may be explained in part by the fact that the broad 
S & T requirements can often be satisfied through the acquisition of 
unclassified information. Furthermore, targeted material can be 
acquired outside the United States tinder more favorable operating 
conditions, or inside the United States by Warsaw Pact intelligence 
services. 
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During the first week in July, 1984, allegations surfaced 
that the Ku Klux Klan (KKK) had sent a letter to the Olympic 
Committee of Zimbabwe, threatening violence against its Olympic 


Active Measures 


teams. Shortly thereafter, similar letters containing threats, racist, 
and derogatory language were received by other African and Asian 
countries. Countries known to have received the letters are Ghana, 
Mali, Cameroon, Senegal, Uganda, Nigeria, Zambia, Zimbabwe, 
Liberia, Sri Lanka, Bangladesh, Hong Kong, Malaysia, South Korea, 
Philippines, Burma, Japan, Singapore, and the People's Republic of 
China (PRC). 


Top-level leaders of the different factions of the KKK 
were interviewed by the FBI. They categorically denied any 
knowledge of the letters and pointed out many discrepancies in the 
logo appearing on the letters. 


The words and phrases used in the purported Klan letters _ 


are not colloquial English and are characteristic of nonnative use of 
the English language. In addition, the timing of the mailing of the 
letters to coincide with the visit of Secretary of State Shultz to 
Malaysia is indicative of a desire to make the most of these 
circumstances for propaganda purposes. During this visit, Tass 
published an article saying that the KKK has “expressed in an 
extremely base manner what the architects of American Policy have 
in their mind." The article said that the Reagan administration “has 
mounted such ferociously anti-socialist activities as has made 
participation of sportsmen from Socialist countries in the Los 
Angeles Olympics impossible." 
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b7E 


It is clear that the news release was part of a 
preconceived plan on the part of the Soviets to immediately 
publicize material that would support their decision to boycott the 
Olympics and imply that the letters are in some way connected with 
President Reagan's foreign policy. 
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now necessary to catch 


All the pieces of the investigative puzzle seemed to fit. 


For arrest purposes, it was 
flagrante delicto with classified 


material, or at least locate documents in his possession. 


problem. 


The FBI's technical coverage provided the answer 
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In conclusion, U. S. army analysts have described the 
espionage involvement with thel hs 


Within a month of the murder, 


FBI investigations had 
developed five 


cts all of whom belonged to the[ 


Further investigation revealed that officers of 


and had tasked 


had received 


Eventuall e Governmenf 
(cs complicity in the murder plot, all of 


whom were tried and convicted on ch 


Although the 
involvement in the murder of 
celebre, 


Government denied any 
the incident has become a Cause 
and has spurred protests from members 


of the United States 
Congress and the Chinese 


~American community. 
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INTRODUCTION 


The purpose of this publication is to provi 


Detailing and analysis of key FBI counterintel ligence 
operations is also afforded. In the interest of operational 
and administrative security and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed 


docuuented form, Comments and queries regarding this 


publication are welcome and- may be ad ed to FBIHQ, . 
Intelligence Division, Attention: CI~3A, 5g 
NOTE: The information contained in this study is current as of 


August 1984, 


= Tia s 
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n the United States, went B7e 


was learned by the news media; 
but in early[ Jan unrelated FBI ceeuanieae developed 
information that several pro-PRC Chinese- 


It is not clear that the Chinese-Americans planned 
this at the behest of Chinese diplomats, but investigation 
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Since the closure of most Nicaraguan Consulates in 
June 1983, the NIS appears to be utilizing the Nicaraguan 
solidarity groups more extensively. The groups most 
frequently used are the Committee in Solidarity with the 
People of El Salvador (CISPES), the National Network in 
Solidarity with the Nicaraguan People, and various local 
groups. The above two groups seem to be specifically designed 


to influence U.S, policy and public opinion on Central 


| 
| 
| 
| 
| 
~ 21 - 7 | 
| 


ta 
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ac 


America. The National Network in Solidarity with the 
Nicaraguan people is funded in part by contributions from 
approximately 60 local groups, churches, and public 
foundations. CISPES is a federation of approximately 300 
local organizations which suppert the Salvadoran opposition 
through demonstrations, teach-ins, and publications. They are 
active on university campuses and are supported by individual 
. contributions and foundation grants. 


b3 
b7E 


Silicon Valley 


The Silicon Valley, an area of high technology in 


Santa Clara County near San Jose, California is of continuing 


than 300 firms in this area that -have DOD contracts and have 
‘personnel with. national’ security clearances and facilities 
approved for maintaining national security classified 
information. These manufacturers produce a large portion of 
American high-tech material, such as semi-conductors, guided 
missiles and space vehicles. They also produce engineering 
and scientific equipment and surgical and medical instruments. 


[cout aso. target 


major military facilities located near the Silicon Valley 
atea. Such facilities include Moffett Field Naval Air Station 


(anti-submarine warfare regional center), U.S. Air. Force | 
Facility, Sunnyvale (satellite servicing: centet),. Defense. 


. Language Institute (DOD Language Training Cénter) , etc. 


Also located nearby are research and/or educational 
institutions involved in classified or highly technical 
studies. Such institutions include Stanford University, 
Stanford Linear Accelerator Center, NASA-Ames Research Center 
and the Monterey Institute for International Studies. 
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THE ARREST OF AN 


On 
was arrested by 
the FBI and indicted on charees of e 


in the United States. 


The operation began in earl 


had previously been spotted 
and assessed in a classic recruitment scenario, 


encouraged[ to obtain employment with a 


firm which held contracts with the DOD. Instead, the American 


obtained employment wit 
continued to task the 


American to obtain unclassified documents. 
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INTRODUCTION 


The purpose of this publication is to provi 
semiannual basis, an overview and analysis of 


Detailing and analysis of key FBI 
igence operations is also afforded.. In the 


counter in 
interest of operational and administrative security and 
acknowledging the need-to-know principle, information is not 
set forth in specific, detailed documented form. Comments and 
queries regarding this publication are welcome and may be 
addressed to FBIHQ, Intelligence Division, Attention: [ } 
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On August 3, 1982, a 
naturalized United States citizen was 
sentenced to 15 years in a Federal prison on charges of bl per Army 


espionage. [an agent of the HIS had been arrested. 
ger et 


espionage conviction has been obtained against an HIS 
operative. 
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"_ SEORET --GREON/NORORH 
[| was interviewed on two cccasions by SAs of 
the NYO. He said he made_the purchases at the behest of an 
individual known only a cag he had met in Europe. 
He further said that since immigrating to the United States in 


1964 he had travelled E-—- at least 30 times. 


In April, 1982, he was to be arrested on espionage 
charges. After his arrest, realized that the 
prosecutive case against him was strong. He thus pled guilty 
on July 1 and was sentenced to 15 years in a Federal. 
penitentiary. Shortly before his sentencing, he submitted to 
an extensive interrogation. 
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The purpose of this publication is to provide, on a 


an 


Detailing and analysis of key FBI 
counterintelligence operations is also afforded. In the 
interest of operational and administrative security and 
acknowledging the need-to-know principle, information is not 
set forth in specific, detailed documented form. Comments and 
queries regarding this publication are welcome and may be 
addressed to FBIHQ, Intelligence Division, Attention: 


. [-.---] CI-3B. 
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Another key development is that since January, 1983, 
a total of about 70 Soviet officials have been expelled from 
countries of the industrial West, including one from Japan-- 
the first time a Soviet had been expelled from that country for 
espionage since World War II. Multiple, seemingly coordinated 
expulsions should send the Soviets a clear message that their 
intelligence activities have exceeded acceptable levels. In 
the case of the United States, this message applies to S § T 
collection and active measures (see Section IV for information 
on this topic). Based on past experience,. we would expect 


Soviet intelligence officers to exercise caution in continuing .. 


intelligence related contacts and to institute selective 
counterintelligence and security measures to test their 


sources and developmental contacts. It is expected that - 


Soviet intelligence officers will resume their aggressive 
collection activities with little change in their methods once 
the current expulsion issue cools. 
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In early 1983, officials at the U. S. Department of 
State (USDS) formally protested the type of activity described 
above to a senior official at the PRC Fnbassy. In a separate 
incident, USDS officials also protested the activities of a 
San Francisco Consulate official (see Section IV for more on 
this topic). . 
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That agent, identified [si 
was arrested by the FBI, later pled guilty and b3 
was sentenced to 15 years in prison (see Section IV). Asa be 


result of this incident, the FBI anticipates that th{ wild 
revert to its practice of avoiding meets in the United States. 
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Two known CuIS IOs were expelled for their 
involvement in clandestine intelligence activity (see Section 
Iv). In addition, the U. S. Department of State has recently 
imposed a 25 mile travel restriction on offictal Cuban 
representatives assigned in New York City. It is speculated 
that such a move will force Cubans to arrange for more 
clandestine meets in New York City. 
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GOC involvement in narcotics trafficking has enjoyed 
tremendous media attention in recent moths. Various 
allegations have surfaced which indicate that the GOC has 
provided safe haven in Cuba to narcotics traffickers in 
exchange for a service charge and to some extent, the support 
of guerrilla insurgency in Latin America. 


In examining the. available information/allegations 
regarding the Likelihood that th GoC is involved in narcotics 
trafficking, it must be said thit tipre are ample motivations 
for the GOC. to become involved: 4 desire to support insurgency 
in South and Central America; a dire need to obtain hard 
currency to offset economic woes; and possibly an attempt to 
subvert U. S. society by making narcotics more readily 
available. 


Various reporting suggests that the GOC is certainly 
capable and willing to engage in illicit narcotics 
trafficking; however, the bulk of reporting regarding the GOC 
role stems from individuals closely associated with one 
particular case and does not furtler establish a widespread 
Cuban involvement. 


Ait hough many drug. traffickers in the Miami area are 
of Cuban extraction evidence is not available to indicate tat 
these individuals are operating in concert with the GOC. 
Investigations are continuing regarding certain individuals 
who nave been implicated as part of the Cuban c j 


DS 
b7E 


b3 
b7E 


In thé overview, we can speculate that the GOC has ns 
participated ‘in and benefited from “narcotics trafficking 
tt roughout the Caribbean. “Considering the proximity of Cuba 
to the United States, the increasing -volume of narcotics 
activity in the Caribbean, and tle potential benefits to the 
GOoC fron its participation, it appears feasible and likely 
that the GOt's involvement will continue. 
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policy posture maintained by the United States vis~a-vis 
Poland. Finally, there has been some very recent targeting 
related to Poland's ongoing financial crisis. Efforts have 
been made in Washington and New York City to determine 
American views regarding the ability of Poland to meet its 
massive debts. 
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was interviewed on two occasions by SAs of 

the NYO. He said he made the purchases at the behest of an 

individual known only as whon he had met in Europe. 

He further said that since immigrati he United States in 

1964 he had travelled at least 30 times, 

Based on this information, matter was elevated to a 
investigation in January, 1982. 


-Just over three mmths later, he was to be arrested 
on espionage charges. After his arrest{ realized that 
the prosecutive case against him was strong. He thus pled 
guilty on July 1 and was sentenced to 1S years in a Federal 
penitentiary. Shortly before his sentencing, he submitted to 
an extensive interrogation. 
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Based upon information gleaned ig 

iS} it is apparent fficiaIs were quite angered 


and disturbed by the arres 


and the neutralization 
agents in France. 
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INTRODUCTION 


The purpose of this publication is to provide, on a 


semiannual basis, an overview and analysis o 


Detailing and analysis of key FBI. 

counterintelligence operations is also afforded. In the 

' interest of operational and ‘administrative security and 

acknowledging the need-to-know principle, information is not 

set forth in specific, detailed documented form. Comments and 

queries regarding this publication are welcome and may be 
addressed to FBIHQ, Intelligence Division, Attention: 

CI-3B. TR} 
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A GRU officer, 


energetically pursued the development of a social ne 
with an American. Ti 


_ American had access to classified U. S. military information, 
tasked the American to obtain a "Seécrett! United States 


days later ; declared pe 


After learning, through an acquaintance, ' that the 


Air Force (USAF) document. On the night of 
the FBI interdicted the passage of the material to| Two 
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| V. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS | 


| 
ees a, 
j ee 
t On September 28, 1981, during the sixth day of his 
trial, Joseph George Helmich, Jr., pleaded guilty to charges 
of conspiracy. On October 16, Helmich was sentenced to life in 
prison. Helmich had been arrested by the FBI on July 15, 
following ‘a series of interviews in which he admitted 
cooperation with the Soviets in the early 1960s. For a payment 
of $131,000, Hedmich passed to the Soviets extremely sensitive 
f and vital information relating to the KL-7 cryptographic | 
system (which at that time, was widely used by the U. S. 
| military), including rotors, key lists, maintenance and 
instruction manuals, etc. Although Helmich was brought to 
justice, it is without doubt that he had already done great 
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The origins of the case date back to the pre-1980s, 
when information surfaced that the Soviets had developed a 
highly valuable agent during the period 1964-1965. Among 
other things, it was learned that the agent had been a member 
of the U. S. army, had access to communications, and had most 
probably been assigned to a position in France. (sx 


Subsequent U. 5. Army investigations narrowed the 
list of suspects to one man, a former, Warrant Officer named 


Joseph George Helmich, Jr. From 1959 through 1963, Helmich had 
served in a signal unit in France, as a Classified Document 
Custodian with "Top Secret" cryptographic access. In 1964, 
Helmich had falien under suspicion, since he had adopted a 
life-style far beyond the financial means of the average 
Warrant Officer fe.g. he owned two Jaguar sports cars). 
Helmich claimed that he had gained the additional finances 
through gambling and other means, and he agreed to take a 
polygraph examination to prove the veracity of his 


explanation. (s-1) (AW DeClass:C:2d ger Army tet, Wie /Bs 
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Four days later, however, he refused to take the 
polygraph examination. He was then assigned to a position 
where his access to classified information would be tightly 
restricted. After Helmich's life-style provoked yet another 
security investigation (this inquiry was spawned by the 
discovery that Helmich had fallen heavily into debt--his 
period of financial prosperity had been of short duration), 
his security clearance was completely removed and soon after, 
in November, 1966, he resigned from the U. S. Army. Helmich 
then entered a career which saw the ex-Warrant Officer drift 
from one menial job to another. (s ~1> (8) (4) Declassifte d 
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Although Helmich was tentatively identified as the 
Soviet agent, for various reasons it was decided not to pursue 
the case any further. The case was therefore held in abeyance 
until March, 1980. It was then decided that it should be 
determined if Helmich was in fact the Soviet agent. On 
February 12, 1980, was 
daunched relative to Joseph George Helmich, Jr. 


b7E 


Coincidentally,. just three months after the 


investigation was initiated bs 


b6 
b7C 
Further investigation b7E 


revealed that the American was Helmich. Since Helmich (who now 

lived in Aiken, South Carolina, where he was employed as a car 

Salesman) was at this time experiencing financial 

difficulties, it was quite conceivable that he had contacted 

the Soviets to solicit monetary assistance or to arrange a 
Hie 2 ~~ ~defection to the Soviet Union. (SX 


Soon after it was decided to contact Helmich 
directly and confront him with an interview. In August, 1980, 
Helmich was contacted at his place of employment and informed 
_ that. the FBI would like to interview hin regarding his contacts 
with Soviets. Helmich agreed to meet with the FBI that 
af evening. @f) 


During the initial interview, Helmich admitted that 
he had first contacted the Soviets as early as 1962 and that he 
had received $20,000 in payments from the Soviets, but he 
Dhe _ maintained that he had not compromised any classified by 
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information. He voluntarily submitted to numerous additional 
interviews, but the information he provided was riddled with 
inconsistencies and inaccuracies.. 


Eventually, however, Helmich recounted the full 
details of his espionage activities. Throughout his tour of 
duty in France, Helmich had continual financial difficulties, 
and in particular, was constantly being reprimanded for 
passing checks, not backed by sufficient funds, at various 
military clubs. Finally, in early 1963, he was told by his 
; commanding officer that unless he resolved approximately $500 
' to $700 worth of bad checks, he would be court-martialed. 

Unable to acquire a bank loan and faced with a one day deadline 
to pay his debt, Helmich decided to turn to the Soviets for 
(ee financial assistance. 


Helmich probably did not realize the full bartering 
' _ value of the product h is di i 
, assigned 


As a Warrant Officer, Helmich was afforded all the necessary 
clearances and had access to all communications equipment 
including card keys and card blocks, keying lists, operations 
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Helmich, possessing a sample of the type of 
information he had for sale, visited the Soviet Embassy in 
Paris and told the Soviets where he was assigned. Needless to 
say, the Soviets readily agreed to deal with him and a meeting 
was set up for the next day. For the next few weeks (Helmich 
was due shortly to be transferred to Ft. Bragg, North Carolina) 
he met with the Soviets on several occasions and provided them 
with .a bounty of information relating to 
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“Helmich also sold the Soviets 
an assortment of documents relating to the. 


Upon being transferred to Ft. Bragg, Helmich DS 
continued to provide the Soviets photographs aaa DUE 
and to this end travelled to both France and Mexico City 
to rendezvous The value the Soviets placed 
upon the material was evident. Aside from paying Helmich 
roughly $131,000, Helmich was told that, due to his 
achievements, he had been promoted in 
the Soviet Army and that he had been awarded a First Class 
0): Hero's Medal of the Highest Order. G(S<) _ 


The. Soviet appreciation for Helmich evaporated 

‘following. his difficulties with U. S. Army security 
investigators, and especially after he no longer had access to 
classified data. In 1967, shortly after he had left the A 


Helmich attempted to recontact but to no avail. b3 
b7E 
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There were a number of possible barriers to a 
successful prosecution of Helmich. One was the statute of 
limitations. But there is another statute (relative to 
capital offenses) which states that an indictment for any 
offense punishable by death may be found at any time without 

Tj: tease limitation. Helmich faced such an indictment. (7 


Another difficulty related to the sensitive nature 

of some of the evidence that could be used in a Helmich 
rosecution. This included the information obtained from the 
Cc as well as possible testimony by the which could © 


: . detail why Helmich's espionage activities were so damaging to 
U.S. national security interests. =a 


greed to cooperate with the prosecution 


Helmich's defense counsel was therefore confronted 
with an imposing prosecutive case, most of which had been 
constructed with evidence provided by Helmich (which was 


admissible since all of Helmich's interviews had been . 


voluntary). Helmich decided to plead “guilty, ‘after it was 
agreed that he would be charged with only one count in the 
: ee indictment (conspiracy). (YT (=) (NS 
Although Helmich was sentenced to life in prison, he 
had already done severe damage to U. S. national security 
interests. This is particularly true since his activities on 
behalf of the Soviets had gone undetected for 17 years. 
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Whatever use the Soviets made of the Helmich 
windfall, the case demonstrated clearly the substantial amount 
of money the Soviets are willing to pay for this type of 
information. This is particularly true when one calculates 
the amount expended by the Soviets, in terms of what the dollar 
was valued at in the early 1960s 
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V. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATION 
Joseph George Helmich, Jr. 


ee 


PHOTOGRAPHS 


Interdiction of [ 


. Joseph George Helmich, Jr. 
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GRU officer, 


energetically pursued the development of a social relationship 
with an American. 


After learning, through an acquaintance, that the 
American had access to classified U. S. military information, 
[ _}taskea the American to obtain a Secret’ United States 
Air Force (USAF) document. On the night o 
the FBI interdicted the passage of the material to 
days later {kas declared persona non 
U. S. Department of State (US 


ata 


b3 
b7E 


(0CO-F rar r4 jE: ygrel ~§ CF -2 Sewer urr 


— 


Pes ee 


4 
i 
r 
4 

a 
i 
‘ 
1 

; 


When Helmich was tentatively identified as the 
Soviet agent in 1976, it was decided not to pursue the case any 
further. The source of the information identifying the agent 
was still extremely sensitive, and Helmich, who at this time 


was employed as a car salesman, waS in no position to assist 
the Soviets. The case was therefore held in abeyance from 
early 1976, until March, 1980. It was then decided that the 
source was now sufficiently protected, and that it should be 
determined if Helmich was in fact the Soviet agent. On 
February 12, 1980 vas 
Jaunched relative to Joseph George Helmich, Jr. 


Coincidentally, just three months after the 
investigation was initiated 


Further investigation 
revealed that the American was Helmich. Since Helmich (who now 
lived in Aiken, South Carolina, where he was employed as a car 
salesman) was at this time experiencing financial 
difficulties, it was quite conceivable that he had contacted 
the Soviets to solicit monetary assistance or to arrange a 
defection to the Soviet Union. 


Whatever the reasons for Helmich contacting the 
Soviets, the fact that he had contacted them provided the FBI 
with a pretense for interviewing him and, 


During the initial interview, Helmich admitted that 
he had first contacted the Soviets as early as 1962 and that he 
had received $20,000 in payments from the Soviets, but he 
maintained that he had not compromised any classified 
information. He voluntarily submitted to numerous additional 
interviews, but the information he provided was riddled with 
inconsistencies and inaccuracies. It was apparent that 
Helmich would have to be subjected to a _ polygraph 
interview/examination. 


Under polygraph, Helmich recounted the full details 
of his espionage activities. Throughout his tour of duty in 
France, Helmich had continual financial difficulties, and in 
particular, was constantly being reprimanded for passing 
checks, not backed by sufficient funds, at various military 
clubs. Finally, in early 1963, he was told by his commanding 
officer that unless he resolved approximately $500 to $700 
worth of bad checks, he would be court-martialed. Unable to 
acquire a bank loan and faced with a one day deadline to pay 
his debt, Helmich decided to turn to the Soviets for financial 
assistance. 


Helmich probably did not realize the full bartering 
value of the product he had at his disposal. Helmich was 
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Whatever use the Soviets made of the Helmich 
windfall, the case demonstrated clearly the substantial amount 
of money the Soviets are willing to pay for this type of 
information. This is particularly true when one calculates 
the amount expended by the Soviets, in terms of what the dollar 
was valued at in the early 1960s (at the dollar's current 
value, Helmich was paid the equivalent of over 

The amount paid Helmich far exceeds that 
given to recruited Soviet agents in recent j 
(e.g. during the 1970s, 
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INTRODUCTION 


The purpose of this publicati 


overview and anal 
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security sd acknowledging the need-to-know principle, 
information is not set forth in specific, detailed documented 
form. Some of the material contained herein has been obtained 


from other elements of the U.S. Intelligence Commumity. 
Comments and queries regarding this publication are welcome 
and may be addressed to FBI, Intelligence Division, 
Attentio: CI-3A. (SY. 
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During 1981, a number of major counterintelligence 
achievements were os a Perhaps the 
most significant of these involved the investigation of Joseph 
George Helmich, a retired U.S. Army warrant officer. After 
extensive interviews, Helmich was arrested on July 15 and 
charged with espionage; he pleaded guilty and was sentenced to 
life in prison. Helmich admitted passing to the Soviets in the 
early 1960s, for approximately $131,000, information relating 
to the KL-7 cryptographic system, including rotors 
maintenance and instruction manuals, key lists, etc. 


The case demonstrated clearly the substantial amount 
of money the Soviets are willing to pay for this type of 
information. This is particularly true when one calculates 
the amount expended by the Soviets, in terms of what the dollar 
was valued at in the early 1960s. The amotmt paid Helmich far 
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In handling [ | the Soviets were extremely 
amateurish and ineffective, and this enabled the FBI to blunt 
an operation that could have been very productive 
In this sense, the case is very similar to another recent case 
in which a valuable source of information was compromised due 
largely to a lack of security employed by the Soviets. 
(Detailed studies of both the Helmich and ae will 
appear in the next issue of the "Review.") | 3 Ti 
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involving a businessman named 
and two other subjects illustrates those 
trends. On 


FBI Operation vs. PRCIS Agent 


This investigation was a spinoff of another FBI 
operation which involved an investigation into the activities 
of a Chinese national and resident of the United States who had 


38 
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Nee 


Finally, perhaps the most significant aspect of the 
case is that it helps to demonstrate the existence o 
cooperation between the 
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As yet, it is difficult to determine what impact the 
defection has had on thf | diplomatic corps or upo 
operations. Due to an internal security crackdown imposed 
upon the official commmity in the United States, 

ersonnel have been close-mouthed about such sensitive 
topics. One thing, however, is certain--the defection of such 
@ prominent official is strong evidence of the deep malaise 


infecting i inlomatic and intelligence corps. 
105-36612 3 CI-2 Supervisor 
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The attached report was prepared by the CI-3A Unit with 
considerable input from the CI-3B Unit. It was coordinated with 
both the CI-1 a 


Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 


The FCI Summary and FCI Review have heretofore been 
disseminated to FBI field offices and appropriate members of the 
U.S. Intelligence Community, respectively. An examination of 
previous issues, however, indicates such a close similarity 
between the two as to essentially constitute a duplication of 
effort which necessarily entails a waste of manpower and 
resources. 


Therefore, it is recommended that only one publication 
be produced, entitled the FCI Review, and that this publication 
be disseminated to both FBI field offices and the 
U.S. Intelligence Community. 
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The Parpose of tae publication is 
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ey counterintelligence operations is also afforded. In the 
interest of operational and administrative security and acknowl- 
edging the need-to-know principle, information is not set forth 
in specific, detailed documented form. Comments and queries 
regarding this eee are welcome = 


NOTE: The information contained in this study is current as of 
January 1, 1988, unless otherwise stated. 
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During September and October, 1986, the U.S. Government 
expelled 80 Soviet officials, the overwhelming majority of whom 
were known or suspected intelligence officers (IOs) and coopted 
agents. The expulsions represented an unprecedented punitive 
action by the U.S. Government and an extraordinary opportunity, 
from a counterintelligence perspective, to regulate the Soviet 
intelligence presence in the United States. 


The September, 1986 expulsion of 25 officials 
from the Soviet Mission to the United Nations (SMUN) in 
New York resulted from Soviet failure to comply with the 
phased reduction of SMUN, Ukrainian, and Byelorussian Missions 
to the United Nations (UMUN and BMJN) personnel ordered 
by the U.S. Government in March, 1986, in response to rising 
national security concerns over the disproportionately large 
Soviet presence in New York and the concomitant increase 
in espionage activity. Based on recommendations from the 
FBI, the U.S. Government selected IOs or coopted agents 
to depart the United States in accordance with the schedule 
for the phased reduction in personnel. 


The mass expulsion of the Soviet Intelligence 
Services (SIS) operatives has had a tremendously disruptive 
impact on Soviet intelligence operations in the United States. 
Soviet capabilities to mount effective intelligence operations 
were further diminished by the deliberate ouster of many ° 
experienced operations officers, operations support personnel, 
and all en poste officers serving in leadership positions. 
Soviet intelligence ceprations have undoubtedly suffered 
without the benefit of experienced operatives and the guidance 
afforded staff.personnel by veteran officers. 


On March 4, 1987, Jonathan Pollard, a former 
counterintelligence analyst at the Naval Intelligence Support Center 
(NISC), Suitland, Maryland, was sentenced to life imprisonment. Pollard's 
wife, Anne Louise Henderson-Pollard, received a sentence of two concurrent 
five-year terms. The Pollards' convictions and subsequent sentencing 
stemmed from Jonathan Pollard's passage of classified material to the 
Government. of Israel over a one-and-one-half year period beginning in 
June 1984. 
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acting as a courier for was interdicted 
at Los Angeles International Ai s Angeles, California b6 


by U.S. Customs Services agents. was placed under 


arrest after a search of[____] luggage revealed three boxes 
containing documents r i 


of activities, 


departed the United States prior to being declared personna non grata 
by the United States Department of State. 


lave. 


II. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 


RONALD WILLIAM PELTON CASE UPDATE 


On November 24, 1985, FBI Special Agents interviewed 


cat tion 
In 
a recently discharged NSA 
sel Si eta cad ssy in Washingtm, D.C., and 
offered to_sell information to the Soviets conceming sensitive NSA 
projects. 
bl per NSA 
[™~—“(:™C™C™CCCSOXdAates that the ae, «PEK NSA and FBI 
b6 per FBI 


b7C per FBI 
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“description of the individual as well as numerous other items of 
identification. 
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The FBI's Washington Field Office recalled an investigation 
involving an unknown individual who telephoned the Soviet Embassy 
on January 14, 1980, indicating that he was a U.S. Government 
employee wno wished to provide the Soviets with information. While 
the investigation failed to identify the individual, a voice recording 
of the telephone conversatim was secured. On October 15, 1985, 
the voice recording was played to an NSA official who identified 
the voice as that of Ronald William Pelton, who resigned from NSA 


in July 1979. Pelton's descrinti sistant 
with the information furnished sequently b6 
identified Pelton from a spread of photograrhs, and identified b7c 


Pelton's name as the individual involved. 


Daring the first of two interviews with Pelton 
on Novenber 24, 1985, FBI agents related to him an account 
of an unidentified ex-employee of the federal government 
who provided sensitive national security informatim to 


a foreign gove nt. e account included many of tle 
details provid Pelton also heard a tape b6 
recording of the two telephone calls made_to the Soviet b7C 


= , and was 
to Pelton as 
Pelton, though visibly shaken, 


was initially unresponsive. However, as the FBI's extensive 
knowledge of his activities became apparent, Pelton gradually 
disclosed the details of his relatimship with the Soviets. 


Pelton admitted meeting with the Soviets in Vienna in 
1980 and 1983. He stated there was little conversatim during these 
meetings and that all questions and answers were in writing. 


Pelton advised that he lost contact with the Soviets 
following his 1980 trip to Vienna and was not reoontacted until just 
prior to his second trip to Vienna when the Soviets telephoned him 
at his Silver Spring, Maryland, residence. Pelton also admitted 
traveling to Vienna for a scheduled meeting in July 1985, and waiting 
three days for a contact which never occurred. The Soviets again 
contacted him by teleghone at his home. Pelton agreed to returm to 
Viema in October 1985; however, he claimed tlat he failed to mke 
the predesignated telephone contact during which ae een? 
for the meeting were to be made. 
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Pelton advised that he had been paid $30,000-35,000 
plus expenses by the Soviets—$20,000 after the first trip to Vienna 
and $10,000-15,000 after the second. He also admitted walking into 
the Soviet Embassy in January 1980, but continued to deny having 
taken any classified or sensitive documents into the Embassy with him. 


Daring the second ainda on that day, Pelton 
bl per NSA 


b3 per NSA 


Pelton was placed 
charged with espionage. 


On Decenber 20, 1985, Pelton was indicted by a 
Special Grand Jury in Baltimore, Maryland, on six counts 
of espiqmage. He was subsequently arraigned and entered 
a plea of not guilty to all counts. On June 5, 1986, Ronald Pelton 
was found guilty on four of the six counts. On December 16, 1986, 
Ronald Pelton was sentenced to three concurrent life terms. 
Another 10-year sentence was imposed for wlawful disclosure 
of classified intelligence information to run concurrently 
with the life sentence. 


Initial debriefings of Pelton were conducted in 
August-September 1986, during which he provided details 
surrounding his two meetings with the Soviets in Vienna. 

Pelton advised that on both occasions he was housed and 
debriefed in the apartment of the Soviet Ambassador. Pelton 
first arrived in Vienna on Monday, April 7, 1980. On the 
following day, as instructed, Pelton took a taxicab to the 
Soviet Consulate building. He was met by an individual described 
by Pelton as his handler who stayed with him throughout 


the debriefing process. This individ ively 
identified from a composite drawin b6 
lee ae 
The handler advised Pelton that they were not 

ready for him as "experts" had yet to arrive from Moscow. 

The handler asked Pelton, however, if he had brought anything 

with him. Pelton produced two typewritten sheets of paper 

on which he had organized topics of discussion as follows: | bl per NSA 
b3 per NSA 
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The debriefing process, conducted entirely in writing, began 
late in the afternoon that day and continued until the afternoon of 
Friday, April 11. Each question appeared in written English, one 
to a page. Each answer was taken from the room by the handler who 
would then return with another question. The questions initially dealt 
with the organizational structure of NSA and follow-up questions on the 
compartmented project Pelton had disclosed to the Soviets on the day he 
walked into the Soviet Embassy in Washington, D.C. The remainder of the 
debriefing followed the outline furnished by Pelton. Pelton reported that 
it was evident his handler had no technical background and that the 
debriefing was being supported by individuals with an engineering 
background. They pressed for details on equipment which Pelton for the 
most part was unable to provide. Pelton contended that the Soviets 


At the conclusion of the debriefing process, Pelton 

was given a briefcase containing $15,000, plus $2,000 for 
traveling expenses. At this point, Pelton was advised by 
his handler that the Soviets desired for him to return to 
NSA to seek employment. Pelton advised that he could not 
pass the polygraph. Pelton was then asked if he could, in 
the future, provide the names and titles of NSA officials. 
He was also asked to develop NSA contacts. 


Pelton was then secreted out of the Soviet compound 
in the back seat of an Embassy vehicle. He departed Vienna 
on the morning of April 12, arriving in Washington, D.C. 
that afternoon. 


Pelton returned to Vienna on Friday, March 4, 1983. On 
the eg ie day, Pelton proceeded, as instructed, to a church where 
ne an aovacuet he later cgi ope om a a PEotogr earl as 
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Pelton commented that the questions prepared for this 
session indicated that the Soviets had carefully reviewed what he had 
given them in 1980 and had developed a proper appreciation for the 
significance of the information. He added that the questions were 
elearly formulated by individuals with a cryptographic background having 
a demonstrated interest In mathematics. This suggests that support 
for these debriefings was provided by the KGB Sixteenth Directorate 
which is responsible for cryptoanalysis and the Sixteenth Department, 
which has the overall supervision of operations aevolvang recruited 
comminications specialists. 


At the conclusion of the debriefings, Pelton received 
instructions to attempt to obtain any information from NSA regarding 
any reactions NSA had to commmications changes initiated by the Soviets 
as a result of the information provided them by Pelton in 1980. He 
was then given instructions regarding future drop sites located in 
rural. Prince Georges County, Maryland. 


Pelton was then given a briefcase containing $20,000 in 
U.S. currency, which included a $5,000 bonus for the information he 
provided the Soviets at their 1980 meeting. He was also given $2,000 
in cash for travel expenses. Pelton returned to the U.S. on the following day. 


In late Februar lelohia 
FBL received a letter from b6 
BTC 
b7D 
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Pelton was confronted by FBI personnel at the 
Lewisburg Penitentiary on April 16, 1987. A search of 
Pelton's cell and personal effects yielded a number of items 
pertinent to the investigation; a search of the prison 
library resulted in the identification of the typewriter 
used by Pelton to type the classified information he attempted 
to pass to the media. 


As the result of his attempted wmauthorized disclosure 
of classified information, Pelton was asked and agreed to 
sign a Non-Disclosure and Security Agreement. Among other 
things the agreement: 


“prohibited the unauthorized disclosure of all 
information protected by Section 798 of Title 

18 United States Code and Section 6 of the National 
Security Act; 


-placed additional restrictions and conditions 
on Pelton regarding interviews, correspondence, 


visiting privileges, and telefhone communications; 
and, 


“required Pelton to submit to periodic, NSA-monitored 
polygraph examinations. 
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employee OF an international organization) and, therefore, retained 
only limited immunity. 
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INTRODUCTION 


P The purpose of this publication is to provide, on 


a semi-annual basis, 


an overview and analysis o b3 


b7E 


Detailing and analysis of key FBI counterintelligence 


operations is also afforded. In the interest of opera- 
tional and administrative security and acknowledging the 
need-to-know principle, information is not set forth in 


- specific, detailed documented form. Comments and queries 
regarding this publication are welcome and may be addressed 
to FBIHQ, Intelligence Division, Attention: ey b6 
In 3B 0K b7C 


NOTE: The information contained in this study is current 


as of November 1, 1986, unless otherwise stated. 


S T/ROFORN/OREON- 


In the United 
States, the Communist Party, U.S.A. {CPUSA), and its front 
groups have been directed to undertake operations to 


influence the activities of independent peace 
organizations. One objective of the Soviet campaign is to 
influence United States and European peace and disarmament 
organizations to focus only on the American SDI program, 
while ignoring Soviet strategic defense programs. 


A campaign centered around the U.S./USSR People's 
Peace Treaty (PPT) is one of the more recent Soviet efforts 
to influence the American public opinion in favor of 
current Soviet foreign policy priorities and to exert 
Pressure on U.S. Government officials. to effect changes 
that are favorable to Moscow. This active measures 
campaign is designed to stimulate the collection of 


millions of signatures on a bilingual petition addressed to 


(SECRET (nOFORN/ORCON 
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the President of the United States, the General Secretary 
o£ the USSR, and the Secretary General of the United 
Nations. The petition was adopted and signed August 8, 
1986, by a joint U.S./USSR delegation. The signature 
gathering part of the PPT will last for a year in both the 
United States and the Soviet Union. 


The stated aim of the PPT campaign is to 
"influence the negotiations in Geneva to speedy and 
substantial arms reductions," along the lines proposed by 
the Soviet Union. The principal control and direction for 
this program comes from the Soviet Committee for the 
Defense of Peace in Moscow. 
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During the past year, was disrupted by the se 
arrest of b7C 


of espionage for 


Reliable sources indicate that 
previously 
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arrest resulted in a public exposure 


bo 
bic 


The arrest was significant because it 
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II. DEVELOPMENTS IN COUNTERINTELLIGENCE OPERATIONS 


Ronald William Pelton 


eee 


discharged National Security Agency (NSA) employee walked 
into the Soviet Embassy in Washington, D.C., and offered to 


sell information concerning sensitive NSA projects to the 


soviets. Ld 


stated that the subject 


RONALD WILLIAM PELTON 
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FBI with a general b3 

. . . . . b6 

description of the individual, as well as other types of b7C 

identification. He reported that this individual had been b7E 
He adde that the 


The FBI Washington Field Office recalled an 
investigation involving an unknown individual who 
telephoned the Soviet Embassy on January 14 and January 15, 
1980, indicating that he was a U.S. Government employee who 
wished to provide the Soviets with information. While the 
investigation failed to identify the individual, a voice 
recording of the telephone conversation was retrieved. 
Based on information provided [ a list of b6 
suspects was developed by the NSA and the FBI, one of whom me 
was Ronald William Pelton. On October 15, 1985, the voice 
recording was played for review by an NSA official, who 
identified the caller as Pelton, who had resigned from the 


NSA in July 1979. Pelton's description and background was 


consistent with information furnished [ 
[subsequently identified Pelton from a Spread of 


photographs and also identified him by name. 


Pelton was interviewed twice by the FBI on 
November 24, 1985, concerning his possible involvement with 
the Soviets. During the first interview, FBI agents 


related to him an account of an unidentified government 
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employee who provided sensitive national security 
information to a foreign government. This account included 
many of the details provided| sid Pelton, though 
visibly shaken, was initially unresponsive. As the FBI's 
knowledge of his activities became apparent, however, 
Pelton gradually disclosed the sordid details of his 
relationship with the Soviets. 

Pelton admitted having met with the Soviets in 
Vienna in October 1980, and April 1983, and stated he was 
housed and debriefed in the apartment of the Soviet 
Ambassador. He stated that there was little conversation 
during these debriefings and that all questions and answers 
were in writing. Pelton reported that he lost contact with 
the Soviets following his 1980 trip to Vienna, until the 
Soviets telephoned him at his Silver Spring, Maryland, 
residence. Pelton expressed surprise that the Soviets were 
able to contact him at his residence which had an unlisted 
telephone number. He was told that the Soviets were aware 
of his place of employment and could easily have devised a 
deceptive tactic to acquire his number from his employer. 
Pelton was also advised that following his initial walk-in, 
the Soviets located his residence and took photographs of 
its 
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Pelton admitted traveling to Vienna for a 
scheduled meeting in July 1985, and waiting three days for 
a contact that never occurred. The Soviets subsequently 
contacted him by telephone at his home. Pelton agreed to 
return to Vienna in October 1985, however, he claimed to 
the FBI that he had failed to make the prearranged 
telephone contact: during which arrangements for the meeting 
were to be made. 


Pelton was paid between $30,000 and $35,000 plus 
expenses by the Soviets - $20,000 after the first trip to 
Vienna and $10,000 to $15,000 after the second. He 


identified a photograph[ ass the only Soviet with 


whom he had contact, which directly conflicted with 


The former NSA employee further stated that he 
had disclosed to the Soviets details concerning agent 
handling techniques, but continued to deny having taken any 
classified or sensitive documents into the Soviet Embassy 


on the day of the initial walk-in. 


During his second interview with the FBI on 
November 24, 1985, Pelton admitted that he had furnished 
the Soviets with higly classified and sensitive 
information. Pelton’ advised that he had not received 
payment for this information until his initial meeting in 
Vienna. He was arrested the evening of the 24th and 


charged with espionage. 
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On December 20, 1985, Ronald William Pelton was 
indicted by a Special Grand Jury in Baltimore, Maryland, on 
six counts of espionage. On June 5, 1986, Pelton was. found 
guilty on four of the six counts. He later agreed to full 


cooperation in exchange for a single life sentence. 


Debriefings of Pelton were conducted during July 
and August, 1986, In addition to the sensitive project, 
Pelton admitted that he also provided the “Soviets with 
information in varying degrees detailing several NSA 


programs and projects. 


The Pelton case dramatized a serious breach in 
security practices. Following the onset of financial and 
personal problems, Pelton decided to commit espionage when 
he was no longer employed at NSA and when his activities 
and behavior could not be monitored by NSA. security 
officials. This phenomenon has occurred in several other 


cases, the most notable of which are perhaps those of 
b6 
b7C 


[| 
of sa Federal Grand Jury in the DIC 


District of Columbia returned a two-count indictment 


charging 


“SBERET /NOPERN/OREON b6 


biG 
[to the second part of the 


indictment and was subsequently sentenced tof 
[Jin prison. 


indictment was the result of an FBI b3 
b6 
b7C 
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Approximately 30 minutes later, a black male 


wearing a maroon jacket and carrying a briefcase arrived at 
He left a half hour later. 


(During a subsequent interview 


he stated that he visited another Soviet 
establishment, believed to be the Soviet Embassy, on 


lime > oe 2 ee 2] at which time he provided the Soviets 


with 15 more pages of a document.) 


Investigation revealed that was 


an employee of 


Guring which Secret and Top Secret 
information relating to the national security was provided 
to Congress. ip lee access to this material. 


On 


an undercover Special Agent 
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Detailing and analysis of key FBI counterintelligence 
operations is also afforded. 


The Foreign Counterintelligence Review is published 
on a semi-annual basis. 
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COUNTERINTELLIGENCE CASES 


‘SBeRET-NOFERN-ORCON 


INTRODUCT ION 


The purpose of this publication is to provide, on a 
semi-annual basis, an overview and analysis of 


Detailing and analysis of key FBI counterintelligence 


operations is also afforded. In the interest of operational 
and administrative security and acknowledging the need-to-know 
principle, information is not set forth in specific, detailed 
documented form. Comments and queries regarding this 
publication are welcome and may be addressed to FBIHQ, 
Intelligence Division, Attention: a < 


NOTE: The information contained in this study is current as of 
December 1, 1985, unless otherwise stated. 
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The Geneva Summit in November, 1985 was the target 
of an aggressive Soviet active measures campaign conducted by 
the Commmist Party, United States of America (CPUSA) and its 
front organizations. In response to CPUSA national 
directives, local CPUSA chapters initiated several programs: 


telephone calling program and letter writing 
campaigns to various Congressmen. _ 


distribution of literature and petitions on 
topics such as nuclear test bans and "Star 
Wars", 


attempts to influence and mobilize a broad 
movement within church groups, unions and 
civic organizations to end the arms race. 


publication of a special issue of The Daily 
World covering the Geneva Summit. 
~SEGRET=NOPORN-ORGON. 
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The most recent example of this cooperation was seen 
espionage case. 
had provided the PIS with classified documents 
relating to the[__ 
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The main thrust of the Romanian effort is 
penetration of the emigre community in attempts to influence 
opinions. Additionally, there is a real concern by the 
Ceausescu regime toward the Hungarian emigre community and its 
emphasis on human rights violations against the Hungarian 
minority in Romania. 
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Expulsion of a Cuban I0 


During 1985, led to a 
PNG action against 


at the Cuban Interests Section in Washington d 


ontributing factors to the PNG action were two 


separate 


On the two occasions, the first involvin 


[__sifnd the second 


to remove several 


from a Washington 


Protests over these two incidents were lodged 
with the Cuban Government which chose to ignore an informal 


recommendation that permanently depart the United 
States on 


Shortly after the second incident, 
travelled to Albuquerque, New Mexico 
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Sharon _ Marie _Scranage/Michael Agbotui Soussoudis - 
Neutralization of a Third World Espionage Operation 


On July 11, 1985, Special Agents of the FBI arrested 
Sharon Marie Scranage, a 29 year old CIA employee. Michael 
Agbotui Soussoudis was arrested on July 10, 1985, and both were 
charged with violations of the U.S. espionage statutes. 


Scranage and Soussoudis were arrested in connection with their 


Michael Agbotui Soussoudis 
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“Sane scro nc 


activities in providing classified information, ed gt 


(ena ae 


Ghanaian intelligence officials. 


(5) 


bi per CIA 
b3 per CIA 


however, Scranage was subjected to a polygraph examination by 
the GIA Office of Security, anf (id) 


cranage eventually admitted that she had bl per CIA 
continued the relationship with Soussoudis and had in fact b3 per CIA 
provided classified information to Soussoudis. She also 
confessed that she was tasked by the Ghanaian to collect 
information from CIAHQ to give to Soussoudis in July, 1985; 
($} The case was then referred 
to the FBI which, with the full cooperation of the CIA, 
launched an investigation. 
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Sh pate bl per CIA 
aron Marie Scranage bo: per CIA 


In subsequent interviews conducted by the FBI, 
Scranage admitted passing classified information to Soussoudis 
from December 1983, through May 1985 ao 
This classified information was obtained through her access to a 


classified CIA cables and documents. Scranage stated that she 
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never removed any actual documents, but admitted _making hand- 
written notes of classified CIA documents. ig, bl per CIA 


3) b3 per CIA 
(5) 
bl per CIA 
[SP ee as b3 per CIA 
ees 
bl per CIA 
15} bs per :Cik 


Soussoudis thereupon entered the United States on or 
about June 29, 1985, and contacted Scranage. At FBI direction, 
Scranage arranged to meet with Soussoudis at a Holiday Inn in 
Springfield, Virginia, on July 10, 1985. Upon his arrival at 
the meet site, Soussoudis was arrested by the FBI. Scranage 
was arrested the next day in Alexandria, Virginia. Both were 
charged with various violations of the espionage statutes. 
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On September 27, 1985, Sharon Marie Scranage 
appeared in U.S. District Court, Eastern District of Virginia, 
and entered a plea of guilty to violation of Title 50, U.S.C., 
Section 783 (b) (Communication of Classified Information by an 
Employee of the United States to a Representative of a Foreign 
Government). Scranage also entered pleas of guilty to 
violations of Title 18, U.S.C., Section 421 (a) (Disclosure of 
Information by Persons Having Access to Classified Information 
that Identifies a Covert Agent). Scranage was sentenced to 
five years in prison for her participation. 


i i ee 


: bl per CIA 
| b3 per CIA 
(S} 
The Scranage/Soussoudis affair was not without 
negative diplomatic repercussions. In retaliation for the ee 
e 
arrest of Soussoudis, the Ghanaian Government immediately 
pei ene 7, 
{9] 
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(5) [ee This followed Soussoudis' departure D1 per CIA 


from the United States. In retaliation, the United States ce 


expelled two Ghanaian diplomats and cut back financial aid to 
the African country. 


The Scranage/Soussoudis affair has demonstrated that 
U.S. counterintelligence must maintain awareness of the 
threat posed by Third World countries, as well as hostile 


country intelligence services. Ct 


(3) 
bl per CIA 
b3 per CIA 


The case was also significant in that it showed 
that motivational factors other than financial greed--in this 
case romance-- continue to play a factor in treason. Finally, 


the case showed that the polygraph can be an effective counter- 
intelligence tool. 
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SpeRET 
Karel Koecher 


Karel and Hana Koecher were arrested in New York on 
November 27, 1984, hours before their planned departure to 
Austria. Koecher was charged with passing classified national 
defense information while employed by the CIA between 1973 and 
1975. Hana Koecher was arrested as a material witness and 
charged with acting as a paid courier for the CIS. 


Available information indicates that Karel Koecher, 
a naturalized U.S. citizen born in Czechoslovakia, was 
recruited by the CIS in 1962, received training as an IO from 
1963-1965 and subsequently entered the United States in 1965 
with his wife. From 1973-1975, Koecher was employed by the CIA 
as a contract employee, possessed a security clearance and had 
access to national security information. Koecher had been 
directed by the CIS to obtain employment and infiltrate a U.S. 
intelligence agency. 


Karel Koecher was indicted on December 20, 1984. 
Following a ruling to overturn Hana Koecher's 18-month 
sentence for refusing to answer questions concerning her 
husband's involvement with the CIS, Mrs. Koecher was released 
on bond on March 21, 1985. 


On February 3, 1986, Karel and Hana Koecher appeared 
in U.S. District Court and Karel pleaded guilty to conspiracy 
to commit espionage. He was sentenced to life in prison; 
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however, his sentence was reduced to time served. On February 


11, 1986, the Koechers and three other agents serving 
sentences in the Federal Republic of Germany were returned to 
the GDR in exchange for five Soviet and Eastern Bloc prisoners, 
including Soviet dissident Anatoliy Scharanskiy. 
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